CITY OF OAKLAND

Privacy Advisory Commission
September 3, 2020 5:00 PM
Zoom Online Meeting
Meeting Agenda

Commission Members: District 1 Representative: Reem Suleiman, District 2 Representative: Chloe Brown, District 3
Representative: Brian Hofer, Chair, District 4 Representative: Lou Katz, District 5 Representative: Omar De La Cruz,
District 6 Representative: Gina Tomlinson, District 7 Representative: Robert Oliver, Council At-Large Representative:
Henry Gage lll, Vice Chair Mayoral Representative: Heather Patterson

Each person wishing to speak on items must fill out a speaker's card. Persons addressing the Privacy Advisory
Commission shall state their names and the organization they are representing, if any.

Please click the link below to join the webinar:

https://us02web.zoom.us/j/82465546845

Or iPhone one-tap :

US: +16699009128, 82465546845# or +13462487799, 82465546845#
Or Telephone:

Dial(for higher quality, dial a number based on your current location):

US: +1 669 900 9128 or +1 346 248 7799 or +1 253 215 8782 or +1 301 715 8592 or +1 312 626 6799 or +1 646
558 8656

Webinar ID: 824 6554 6845

International numbers available: https://us02web.zoom.us/u/kcZciaXgOb

1. Call to Order, determination of quorum

2. Open Forum/Public Comment

3. Review and approval of the draft August meeting minutes


https://us02web.zoom.us/j/82465546845
https://us02web.zoom.us/u/kcZciaXqOb

. Surveillance Equipment Ordinance — OPD — Forensic Logic Impact Report and proposed Use Policy -
review and take possible action.

. Surveillance Equipment Ordinance — OPD — Exigent Circumstances Use Reports — review and take

possible action.

. Surveillance Equipment Ordinance — OPD — Live Stream Use Reports — review and take possible

action.

. Surveillance Equipment Ordinance Amendments — Hofer/Patterson/Gage — review and take
possible action.

a. Prohibition On Predictive Policing And Remote Biometric Surveillance Technology
b. Annual Report metrics and due dates
c. Additional cleanup language

. Sanctuary Contracting Ordinance — CPO — Annual Report — review and take possible action.



CITY OF OAKLAND

Privacy Advisory Commission
August 6, 2020 5:00 PM
Zoom Online Meeting
Meeting Minutes

Commission Members: District 1 Representative: Reem Suleiman, District 2 Representative: Chloe Brown, District 3
Representative: Brian Hofer, Chair, District 4 Representative: Lou Katz, District 5 Representative: Omar De La Cruz,
District 6 Representative: Gina Tomlinson, District 7 Representative: Robert Oliver, Council At-Large Representative:
Henry Gage lll, Vice Chair Mayoral Representative: Heather Patterson

1. Call to Order, determination of quorum
Members Present: Hofer, Gage, Suleiman, Brown, Katz, De La Cruz, Tomlinson, Oliver.

2. Open Forum/Public Comment
One Speaker: Asada Olugbala spoke about two items; first her belief that people’s cameras should be on
during meetings (not just audio) and about the collection of bad data leading to tragic results such as
what happened to Brianna Taylor.

3. Review and approval of the draft July meeting minutes

The Minutes were adopted unanimously with one correction, the spelling of Sameena Usman’s name.

4. Surveillance Equipment Ordinance — DOT — Automated License Plate Reader Annual Report —
review and take possible action.

Michael Ford. The City’s Parking Manager presented the annual report and received questions.

One Public Speaker was called: Asada Olugbala asked why, if the state considered these devices
constitutional, was the PAC reviewing its use. She also asked about data retention and whetherthe data
was purged and how quickly.



Member Katz asked about Disabled parking placards and whether ALPR inadvertently issued tickets to
those with placards. Michael Ford explained that all tickets are still manually generated, the ALPR just
helps create efficiencies as to identifying potential violators.

Member Suleiman asked about the efficacy of the investment and whether it was measurable. Michael
Ford noted that he sees a doubling of productivity for the technicians using the system.

Member Tomlinson asked about whether penetration testing was done and Michael Ford was unaware
but did ask Conduent (the contractor) to provide audit trials and notify him of any breaches.

The Report was adopted unanimously.

5. Surveillance Equipment Ordinance — OPD — Forensic Logic Impact Report and proposed Use Policy -
review and take possible action.

The focus of the discussion of the Forensic Logic Use Policy was on data sharing with outside agencies.
Bruce Stoffmacher with OPD tried to illustrate how data sharing improves working relationships and
results, sighting the ATF Gun Tracing efforts that Oakland is part of. He also noted that Forensic Logic had
a feature that could block data based on SB54 rules to prevent ICE from getting it.

Captain Bassett also noted the usefulness of data sharing but some PAC Commissioners questioned the
use. Member Katz asked what the utility of sharing with a Texas jurisdiction is. DC Holmgren spoke and
noted that it is very common for Oakland to find a wanted homicide suspect as far away as Texas or
Florida and that these pieces of information make that possible.

Member De La Cruz and Suleiman both asked if the list of agencies was complete and what agencies OPD
did not want to compromise on. It was asked if the reason for the search/data sharing could be filtered in
the system.

Th item will be brought back in September.

6. Surveillance Equipment Ordinance Amendments — Hofer/Patterson/Gage — review and take
possible action.

Chari person Hofer opened by calling for Public Speakers and one person spoke: Asada Olugbala stated
that Predictive Policing (which would be restricted in the proposed modifications to the ordinance) is very
problematic because it relies on biased data to begin with.

The group discussed the definition of Predictive Policing and the annual reporting schedules but agreed to
have an ad hoc group continue to meet with OPD and bring back recommendations in September.



DEPARTMENTAL GENERAL ORDER

I-24: FORENSIC LOGIC COPLINK

Effective Date:

Coordinator: Information Technology Unit

FORENSIC LOGIC COPLINK

The purpose of this order is to establish Departmental policy and procedures for the use of
the Forensic Logic, LLC. CopLink Data System

VALUE STATEMENT

The purpose of this policy is to establish guidelines for the use of the Forensic Logic, LLC.
CopLink law enforcement data search system. The Oakland Police Department (OPD) uses
crime databases to provide OPD personnel with timely and useful information to investigate
crimes and analyze crime patterns.

A. Purpose: The specific purpose(s) that the surveillance technology is
intended to advance

Forensic Logic, Inc. (“Forensic Logic”) built a data warehouse that integrates
and organizes data from databases such as Computer Assisted Dispatch
(CAD) and Records Management System (RMS) and other law enforcement
information systems from different law enforcement agencies. Forensic Logic
provides two core services for OPD: 1) crime analysis reports; and 2) data
search.

1. Crime Analysis Report Production — Forensic Logic categorizes
and organizes incidents by offense types that allows OPD crime
analysts to produce crime analysis reports such as point in time
year-to-date and year-to-year comparisons. The categorization
takes thousands of penal code types and organizes the data in a
comprehensive manner to tabulate data into standard Federal
Bureau of Investigation (FBI) Uniform Crime Report Part One
and Part Two crimes.

2. Search — OPD data (e.g., CAD/RMS) is searchable with other
agency law enforcement data. Personnel can use the system to
search crime reports for structured data (e.g., suspect names)
and unstructured data (e.g., a vehicle description). The cloud-
based search system is accessible via a secure internet web
browser requiring user authentication from vehicle mobile data
terminal (MDT), web-enabled computers on the OPD computer
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DEPARTMENTAL GENERAL ORDER

Effective Date

OAKLAND POLICE DEPARTMENT

network, or via OPD-issued and managed mobile devices.

B. Authorized Use: The specific uses that are authorized, and the rules
and processes required prior to such use

The authorized uses of Forensic Logic system access are as follows:

Crime Analysis Report Production — Authorized members may use the
customized system to organize OPD crime data into Crime Analysis Reports.
Forensic Logic built a system that categorizes thousands of penal codes
based on hierarchical crime reporting standards, into a concise, consumable
report template.

CopLink Search — Authorized members may use CopLink for the purpose of
searching the system in the service of conducting criminal investigations,
such as apprehending subjects, locating and returning stolen property, as
well as in the protection of the law enforcement officers encountering the
individuals described in the system. Authorized purposes also include other
appropriate OPD organizational investigations (e.g., internal affairs, missing
persons, and use of force investigations).

Rules and Processes Prior to use

Only sworn law enforcement personnel or authorized professional staff
employed and working under the supervision of a law enforcement agency
(typically crime analysts and dispatchers) may access the Forensic Logic
CopLink network.
OPD personnel authorized to use Forensic Logic CopLink receive required
security awareness training prior to using the system. Forensic Logic requires
users to have the same training to access the Forensic Logic CopLink
network as users are required to be trained to access data in CLETS, the FBI
NCIC system or NLETS. Users are selected and authorized by OPD and
OPD warrants that all users understand and have been trained in the
protection of Criminal Justice Information (CJI) data in compliance with FBI
Security Policy. All Forensic Logic CopLink users throughout the Forensic
Logic CopLink network have received required training and their respective
law enforcement agencies have warranted that their users comply with FBI
CJI data access requirements.
Users shall not use or allow others to use the equipment or database records
for any unauthorized purpose; authorized purposes consist only of queries
related to authorized investigations, internal audits, or for crime analysts to
produce crime analysis reports. The purpose of the Forensic Logic CopLink
network is to provide a computerized database for ready access by a criminal
justice agency making an inquiry and for prompt disclosure of information in
the system from other criminal justice agencies about crimes and criminals.
Users are required to abide by the Terms of Service of the Forensic Logic
CopLink network when they access the system. The Terms of Service that
every User agrees to include the following statements:
1. 1 will use the Forensic Logic Coplink Network™ only for the
administration of criminal justice or the administration of data required
to be stored in a secure sensitive but unclassified data environment.
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2. | will respect the confidentiality and privacy of individuals whose
records | may access.

3. | will observe any ethical restrictions that apply to data to which |
have access, and to abide by applicable laws or policies with respect
to access, use, or disclosure of information.

4. | agree not to use the resources of the Forensic Logic Coplink
Network™ in such a way that the work of other users, the integrity of
the system, or any stored data may be jeopardized.

| am forbidden to access or use any Forensic Logic Coplink Network™ data
for my own personal gain, profit, or the personal gain or profit of others, or to
satisfy my personal curiosity.

e The following warning is displayed for every user session prior to user sign
on:

WARNING: You are accessing sensitive information including criminal
records and related data governed by the FBI's Criminal Justice Information
System (CJIS) Security Policy. Use of this network provides us with your
consent to monitor, record, and audit all network activity. Any misuse of this
network and its data is subject to administrative and/or criminal charges.
CJIS Security Policy does not allow the sharing of access or passwords to
the Forensic Logic Coplink Network™. The data content of the Forensic
Logic Coplink Network™ will not be considered for use as definitive probable
cause for purposes of arrests, searches, seizures or any activity that would
directly result in providing sworn testimony in any court by any participating
agency. Information available in the Forensic Logic Coplink Network™ s not
probable cause, but indicates that data, a report or other information exists in
the Records Management System or other law enforcement, judicial or other
information system of an identified participating agency or business.

In accordance with California Senate Bill 54, applicable federal, state or local
law enforcement agencies shall not use any non-criminal history information
contained within this database for immigration enforcement purposes. This
restriction does not pertain to any information that is regarding a person's
immigration or citizenship status pursuant to 8 U.S.C. 88§ 1373 and 1644.

e Accessing CopLink data requires a right to know and a need to know. A right
to know is the legal authority to receive information pursuant to a court order,
statutory law, or case law. A need to know is a compelling reason to request
information such as direct involvement in a criminal investigation.

C. Data Collection: The information that can be collected by the surveillance
technology. Where applicable, list any data sources the technology will rely upon,
including “open source” data;

Forensic Logic has created a file transfer protocol to automatically ingest several
data systems into the Forensic Logic CopLink system. These databases include
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CAD/RMS and FBR. Additionally, OPD is discussing the possibility of incorporating
National Integrated Ballistic Information Network (NIBIN) firearm shell casing data
into the system. No ALPR data collected by OPD-owned technology shall be
extracted by Forensic Logic’s systems. An exhaustive list of data sets ingested by
Forensic Logic CopLink from OPD data sources follows.

Data Source Collection Retention Access Conditions
Collected Status Policy
Arrest Active Perpetual Only law enforcement; US

DHS prohibited

Field Contacts Active Perpetual Only law enforcement; US
DHS prohibited

Incident Reports Active Perpetual Only law enforcement; US
DHS prohibited

Calls for Service Active Perpetual Only law enforcement; US
DHS prohibited

Stop Data Active Perpetual Only law enforcement; US
DHS prohibited

Traffic Accident Active Perpetual Only law enforcement; US
DHS prohibited

ShotSpotter Active Perpetual Only law enforcement; US
DHS prohibited

ATF NIBIN Proposed Perpetual Only law enforcement; US
Ballistics DHS prohibited

There are several “Elements of the Search” component — all of which are
specialized presentations of search?!: (see related Surveillance Impact Report
for a detailed analysis:

e The search bar;

e The Tag Cloud element - how search results are visualized by
increasing the font size in a Tag Cloud to be representative of the
number of occurrences;

e Facet search - organizes search capabilities into a number of static

1 See related Surveillance Impact Report for a detailed description of each ‘search’ module
4
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categories (e.q. offense descriptions, agencies);

e Time Search - permits users to quickly drill down to specific time
periods;
e Timeline search - organizes the data visually on a timeline;

e Geospatial search - permits a user to select geographies (e.q. Beats or
Areas; areas around schools, custom areas);

e Search Charting Module - organizes search results into categories
visualized by bar charts;

e Link Chart - produces a visualization of records that are linked based
on several_criteria including name, offense and location.

Forensic Logic CopLink also consists of the following modules:

e CopLink Connect (formerly called forums);

e CopLink Dashboard, and CopLink Trace (gun-tracing);

e CopLink Connect - a secure internal communication system for intra-
agency CJIS-compliant communications.

D. Data Access: The category of individuals who can access or use the collected
information, and the rules and processes required prior to access or use of the
information

Authorized users include all sworn personnel, Crime Analysts, Police Evidence
Technicians, personnel assigned to OIG, and other personnel as approved by the
Chief of Police.

OPD data in the Forensic Logic CopLink system is owned by OPD and not Forensic
Logic and is drawn from OPD underlying systems. OPD personnel shall follow all
access policies that govern the use of those originating OPD technologies.

OPD'’s Information Technology (IT) Unit shall be responsible ensuring ongoing
compatibility of the Forensic Logic CopLink System with OPD computers and MDT
computer systems. OPD’s IT Unit will assign personnel to be responsible for
ensuring system access and coordinate with Forensic Logic. CopLink Search users
are managed through a centralized account management process by Forensic Logic
support personnel.

E. Data Protection: The safeguards that protect information from unauthorized
access, including encryption and access control mechanisms;

Forensic Logic constantly processes large streams of criminal justice information
(CJ1) and thus must comply with the provisions of the Criminal Justice Information
Services (CJIS) Division of the Federal Bureau of Investigation (FBI) and the FBI

5
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Security Management Act of 2003 and CJIS Security Policy. Forensic Logic, along
with their partner at Microsoft Azure Government and the National Law Enforcement
Telecommunications System (NLETS), have developed strong CJIS-compliant data
security protocols.

F. Data Retention: The time period, if any, for which information collected by the
surveillance technology will be routinely retained, the reason such retention period is
appropriate to further the purpose(s), the process by which the information is
regularly deleted after that period lapses, and the specific conditions that must be
met to retain information beyond that period;

Forensic Logic follows the data retention schedules reflective of OPD’s data
retention schedules. Data that is deleted from OPD CAD/RMS or other systems will
be automatically deleted from Forensic Logic CopLink system. OPD can also
request that OPD data be expunged from the Forensic Logic CopLink system where
appropriate based on changes to incident files.

G. Public Access: How collected information can be accessed or used by members of
the public, including criminal defendants;

The Weekly Crime Analysis Reports| prepared using Forensic Logic’s analysis of

OPD crime data are regularly made available to the public on OPD’s website. The
Coplink system is only provided for OPD personnel and is not available to the

public.

H. Third Party Data Sharing: If and how other City departments, bureaus, divisions, or
non-City entities can access or use the information, including any required
justification or legal standard necessary to do so and any obligations imposed on the
recipient of the information;

Other than selected individuals with a right to access at ITD, no other non-OPD City
entities may access the Forensic Logic system. Many law enforcement agencies
(city police departments and county sheriff offices) utilize Forensic Logic CopLink.
Attachment A to this Use Policy provides a list of J-agencies? that are clients of
Forensic Logic and have access to OPD data through CopLink Search.

Many lkaw enforcement agencies that are clients of Forensic Logic have access to
OPD data through CopLink — a complete list is provided in Appendix D to the

CoplLink Surveillance Impact Report. in-thefollowing-CA-counties-currently-either

Coplink-network:

2 This list represents all agencies who are able to see OPD data. These agencies do not actually
necessarily see OPD data; OPD data only comes up in a search result list if something in the record
has the same terms as those that a user puts into the search box. The further away from the location
of the incident, an OPD record is unlikely to be in the top few results pages unless the exact person
is found.
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I.  Training: The training required for any individual authorized to use the surveillance
technology or to access information collected by the surveillance technology;

OPD’s IT Unit shall ensure the development of training regarding authorized system
use and access.

J. Auditing and Oversight: The mechanisms to ensure that the Surveillance Use
Policy is followed, including internal personnel assigned to ensure compliance with
the policy, internal recordkeeping of the use of the technology or access to
information collected by the technology, technical measures to monitor for misuse,
any independent person or entity with oversight authority, and the legally
enforceable sanctions for violations of the policy; and

The OPD IT Unit will manage [audit requests in conjunction with Forensic Logic, Inc. Commented [BH4]: From whom?

. . . . . . Commented [BS5R4]: The intent here it to explain who in
Per FBI CJIS Security Policy, Paragraph 5.4, Forensic Logic logs information about OPD is responsible internally rather than detail the actual

the following events and content and a report can be produced upon request at any information of a potential audit, similar to saying that IT unit
time. is responsible for annual report below.

5.4.1.1 Events
The following events shall be logged:

1. Successful and unsuccessful system log-on attempts.

2. Successful and unsuccessful attempts to use:
a. access permission on a user account, file, directory or other system
resource;
b. create permission on a user account, file, directory or other system
resource;
c. write permission on a user account, file, directory or other system
resource;
d. delete permission on a user account, file, directory or other system
resource;
e. change permission on a user account, file, directory or other system
resource.

3. Successful and unsuccessful attempts to change account passwords.

4. Successful and unsuccessful actions by privileged accounts.

5. Successful and unsuccessful attempts for users to:
a. access the audit log file;
b. modify the audit log file;
c. destroy the audit log file.

5.4.1.1.1 Content
The following content shall be included with every audited event:

1. Date and time of the event.
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2. The component of the information system (e.g., software component, hardware
component) where the event occurred.

3. Type of event.

4. User/subject identity.

5. Outcome (success or failure) of the event.

OPD’s IT Unit shall provide the Chief of Police, Privacy Advisory Commission, and
City Council with an annual report that covers use of Forensic Logic’s CopLink and

Crime Reporting modules during the previous year. The report shall include all
report components compliant with Ordinance No. 13489 C.M.S.

K. Maintenance: The mechanisms and procedures to ensure that the security and
integrity of the surveillance technology and collected information will be maintained.

Forensic Logic, Inc. shall be responsible for all system maintenance per the OPD-
Forensic Logic, Inc “software as a service” or (SAAS) contract model.

By Order of

Susan E. Manheimer

Chief of Police Date Signed:



OAKLAND POLICE DEPARTMENT

Surveillance Impact Report:

Forensic Logic, Inc. CopLink Search and Crime Report System

A. Description: Crime Analysis Report System and CopLink Search,
and How they Work

The Forensic Logic, Inc. (“Forensic Logic”) supported crime analysis
report system is based on a comprehensive categorization and
organization of California penal code offense types that allows OPD crime
analysts to produce various crime reports such as point in time, year-to-
date and year-to-year comparisons. The categorization takes thousands
of penal code types and organizes the data into several hierarchies in a
comprehensive manner to tabulate data into standard Federal Bureau of
Investigation (FBI) Uniform Crime Reporting (UCR) Part One and Part
Two crimes.

The CopLink search engine combines criminal justice information from
various law enforcement systems owned and operated by agencies
throughout the United States. Forensic Logic maintains a secure data
warehouse within the Microsoft Azure Government Cloud. Core datasets
include computer-aided dispatch (CAD) and record management system
(RMS) crime incident data (see “Elements of the Search” on “Data Types
and Sources Section — pages 14,15 below for list of features).

Forensic Logic first built their data warehouse by focusing on search
engine technology; they built indexing algorithms to understand natural
language, decode law enforcement vernacular, extract entities and
relationships from the data, and then rank results based on the
seriousness of the offense and the proximity to a user’s location and time
of event. The original LEAP search system allowed for the aggregation of
structured, semi-structured and unstructured data into a common
repository.

International Business Machines (IBM) originally acquired CopLink in
2012; Forensic Logic has since purchased CopLink from IBM and begun
to integrate the two systems under the brand of Forensic Logic CopLink.

Crimes committed in Oakland are sometimes connected to crimes,
suspects, and evidence from crimes in neighboring cities. The Forensic
Logic CopLink system integrates data that may come from outside
agencies but that relates to crime that occurs in Oakland. Additionally,



providing OPD data to other agencies in the region empowers those
agencies to better investigate crimes that have a nexus to Oakland.

Forensic Logic CopLink takes the diverse data sources and types and
uses algorithms to rank searches based on a hierarchical weighted logic
system. For example, data connected to more serious and violent crime
is ranked higher; data related to more geographically close data is ranked
higher; and more recent data is ranked higher.

B. Proposed Purpose

Forensic Logic provides three core services for OPD: a) crime analysis
report production; b) search; and c) technical assistance.

1. Crime Analysis Report Production — Forensic Logic has built a
comprehensive categorization and data organization structure
that allows OPD crime analysts to better access OPD’s own data
- the categorization takes thousands of penal code types and
organizes the data in a comprehensive manner to tabulate data
into standard Federal Bureau of Investigation (FBI) UCR Part
One and Part Two crimes.

These reports provide useful information about crime trends in
easily consumable formats (year-to-date, point in time, and year-
to-year comparisons). The reports summarize key crime types
such as robberies and burglaries, summarizing hundreds of sub-
penal codes. The reports are also sub-divided into each of the
five police areas. These reports are regularly used by both the
Office of the Mayor and City Council as well as members of the
public. These reports are also used by Community Resource
Officers (CROSs) to present crime updates to Neighborhood
Crime Prevention Councils (NCPCs) throughout the City. The
technology allows for a streamlined process that would take
orders of magnitude in additional staff hours were crime analysts
to compile the reports using only OPD-owned technology.

2. Search — Officers and other assigned personnel need access to
well organized law enforcement data to solve serious and violent
crime, such as homicides and robberies. The following tables
provide data on actual OPD Forensic Logic CopLink search
usage (unique searches by month, number of searches per
officer per month).
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CopLink: Critical Tool for Crime Investigations

Criminal Investigation Division (CID) investigators use the Forensic Logic
CopLink search capability (formerly known as LEAP) daily and run the
majority of their cases through the search portal to look for suspects or
any leads. The following examples highlight some of the many ways
LEAP / CopLink is used many times every day by CID investigators,
patrol officers, and officers assigned to special units:

¢ An officer assigned to OPD’s Ceasefire Strategy! was provided a
nickname for a shooting suspect, but was not provided any further
identifying information. The officer conducted a query of the
nickname in CopLink and due to the uniqueness of the nickname
was able to determine her identity from a human-trafficking
investigation. The nickname apparently was the alias that she
used during that arrest. The officer conducted additional queries
using the suspect’s true name and found numerous contacts
between her and the primary shooting suspect. The large majority
of these contacts were from the Las Vegas, NV metro area, and
this provided an important new source of information.

e There was a shooting in January 2020 in West Oakland. A typo
caused an incorrect telephone number to be entered into OPD’s
CAD. The investigator was nonetheless able to find additional
contact information for the witness in CopLink using different
variations of the witness’ name; this search led to a good
telephone number from a report she had filed the previous year.
The officer called this witness and she provided useful
information which led to a charge in the case.

e A CID investigator was able to identify a suspect using CopLink
in a serious sexual assault case and connect the suspect to two
additional reports where he is listed as suspect of similar sexual
assaults — San Leandro PD and Hayward PD were also able to
connect the same suspect to their cases using CopLink.

e An officer who was investigating a violence against woman
crime? found a suspect who was also linked to a similar prior
crime; the officer was able to connect with this previous victim,
obtain testimony and provide a level of support and justice that
so far had not occurred. The OPD officer was able to combine
data from the cases to further the investigation of each case.

e A homicide investigator was able to recently connect a nickname

! https://www.oaklandca.gov/topics/oaklands-ceasefire-strategy
2 https://www.justice.gov/ovw/about-office
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to a legal name of a suspect of in a recent homicide, now
charged by the District Attorney’s Office; this officer confirms
using LEAP / CopLink on almost every homicide investigation
over several years.

e A CopLink search revealed the suspect vehicle involved in a
recent East Oakland robbery was also involved in one in City of
San Francisco. The investigator collaborated with the San
Francisco Police Department (SFPD) and ultimately wrote an
arrest warrant.

e A CopLink search on an auto burglary suspect vehicle, revealed
that the suspect vehicle was connected to several other auto
burglaries. Officers located and towed the suspect vehicle. The
vehicle is now being analyzed by OPD evidence technicians for
more clues.

e A firearm assault and shooting case resulted in an arrest and
charge, as video footage showed a unique SUV; officers used
CopLink to search for the SUV using descriptive terms, which led
to an address and search warrant.

The CopLink platform facilitates the revelation of information vital to the
expeditious and successful conclusion of criminal investigations in two
ways: (i) through the collection of many types of structured and
unstructured (e.g. text narratives) law enforcement data originating from
many different law enforcement agencies; and (ii) the continuous ranking
of the data as it enters the CopLink platform based on a number of
factors including seriousness of offense, proximity to a user’s search
location and recency of the data so a user conducting a search finds the
information being sought in the first pages of the resulting list of
documents.

As is often the case, offenders are mobile and have had encounters with
law enforcement in many jurisdictions and the collection of data from
multiple law enforcement agencies in the CopLink platform provides
broader coverage for the search engine to locate related information.

CoplLink Usage with| Federal Partners

OPD relies on several partnerships with local and federal agencies for
reqgular ongoing support with investigations into serious violent crime.
OPD is part of a Council-approved partnership with the United States
Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF), focusing in
particular on firearms-related felonies. The ATF San Francisco Field
Division has two units with personnel who have access to

CoplLink. These units are the Crime Gun Enforcement Team (CGET) in

[Commented [BS1]: Changed from “by”




Oakland, CA and the Crime Gun Intelligence Center (CGIC) in Dublin,
CA. The CGET is an investigative unit comprised of ATF Special Agents
and state/local Task Force Officers focused on the investigation and
prosecution of suspects related to violent crime, specifically gun violence,

in the Alameda County and Contra Costa County areas (also includes
Vallejo). The CGIC is comprised of ATF Special Agents and Intelligence
Research Specialists focused on the analysis of gun violence and NIBIN
leads for the entire San Francisco Field Division, which covers Northern
California and Nevada.

Many of the shootings investigated by CGIC and CGET unfortunately
occur within the City of Oakland. CopLink allows quick access to
information related to these shooting events, which is vital to determining
the viability of leads based on ballistic testing (NIBIN). The analysis of
these leads along with the partnership between the ATF CGIC, CGET
and the OPD CGIC allows investigators from both OPD and ATF to
conduct investigations aimed at both solving shootings as well as
perfecting cases on violent offenders to decrease the volume of violent
crime in the area. CoplLink is also utilized to identify suspects and; their
criminal associates, vehicles, and residences. This type of search is
important in both conducting investigations into these violent criminals,
but also in locating and arresting them once charges have been filed.
CoplLink is used daily by ATF personnel to access OPD reports and the
reports of other agencies in the area. Information is used for criminal
investigations and the analysis of violent crime only. The CGET, as the
primary ATF user of LEAP, only conducts investigations related to firearm

violence, illegal firearm possession by violent offenders, and the
trafficking of firearms to gangs and/or other persons likely to be engaged
in violence. No other federal agency is a part of the CGET or has access

to CopLink_through ATF. Without CoplLink, it would be virtually
impossible; to analyze NIBIN leads, which often incorporate numerous
crime guns and numerous jurisdictions outside of OPD. Without the
quick access CopLink provides, it would take countless man hours to
ascertain details, which lead to the identification of shooters, as well as
the prosecution of individuals for those shootings. Without this
information, many violent crime investigations in the Oakland area would
not only take much longer, but would be less likely to_come to fruition due
to the volume of violent crime in the city.

There are FBI personnel working at the Police Administration Building
(PAB) as part of the Council-approved FBI Safe Streets Taskforce.
Through this partnership, both OPD-assigned officers and FBI personnel
collaborate on investigations using separate firewall-protected computer
networks for computer-related research - OPD personnel and FBI
personnel utilize separate CopLink accounts. The FBI and OPD
personnel use CoplLink daily to investigate violent sexual offenders as
part of support for OPD’s Special Victims Section (focusing on human




and sexual trafficking crimes). These types of crimes do not conform to
city borders and investigators need access to data for a larger geographic
area.

3. Technical Assistance

OPD occasionally solicits Forensic Logic’s technical expertise to
integrate and tabulate data such as from OPD Field Based

Reporting systems to analyze stop data. Forensic Logic has also
assisted OPD with the following projects over the past few years:

a. The development of the first OPD CompStat weekly review
using both interactive Google Earth maps and detailed Area
maps and reports;

b. The development of the first Stop Data search and analysis
system employed by the Federal Independent Monitoring Team
and used successfully by OPD to achieve many of the criteria
required of Task 34 of the NSA, staff from the OPD Office of the
Inspector General still use CopLink for risk management
assessments.

c. The evaluation and analysis of OPD’s reporting to the FBI of
monthly UCR reports to confirm that incidents were reported
correctly and in a timely manner; and

d. The facilitation of the Forensic Logic search roduct for use on
OPD mobile devices in the field.

C. Locations Where, and Situations in which the Forensic CopLink
System may be deployed or utilized.

The technology is provided to patrol officers, investigators, and other appropriate
personnel. The system is also used within the Department primarily by crime
analysts to produce weekly and customized crime reports that are used by the
Mayor’s Office and the City Council. The Weekly Crime Report (April 20-26, 2020)
(see Appendix A at end of this report) was produced by the OPD Crime Analysis
Unit with the assistance of Forensic Logic and their offense categorization
developed to compile the report. The report provides data on Type 1 crimes
occurring in Oakland during the week of April 20-26, 2020 with comparisons to the
year to date 2018, 2019, and 2020.

D. Impact

The aggregation of data will always cause concern of impacts to public privacy.
Data collected and stored in the Forensic Logic CopLink network has
previously been collected by law enforcement agencies in an originating data



source. Those data sources include calls for service (originated in Computer
Aided Dispatch systems); incident reports, field contacts and arrests
(originated in Records Management Systems); time and location where
firearms have been discharged (originated from from Gunshot Location
Systems); time, location, description and disposition of on-view field contacts;
warrants and wants from probation, parole and court systems; booking
information and mug shots (originated from Jail Management Systems); and
description of events reported by the public compiled in drug hotline and other
tip lines. Data is already collected, stored and shareable with other law
enforcement agencies by OPD.

Oakland residents who may not have a legal immigration status have a right to
privacy. The California Values Act (SB 54 3) is enacted to ensure that (barring
exceptions contained in the law), no state and local resources are used to
assist federal immigration enforcement. Forensic Logic has developed
protocols described below in the mitigations section which mitigate the
potential for the release of data which could impact immigration status-related
privacy rights.

OPD understands that members of the Oakland community as well as the
Privacy Advisory Commission (PAC) are concerned about potential privacy
impacts associated with OPD’s use of ALPR. For this reason, for the past five
years OPD has not allowed its ALPR data to be entered into Forensic LEAP
Search or Forensic Logic CopLink system and all prior collected ALPR data
has been expunged from the system — even though many other participating
agencies share ALPR data, and OPD could benefit from this data commingled
in the Forensic Logic CopLink system.

Forensic Logic complies with all federal (e.g. FBI CJIS Security Addendum),
state (e.g. SB 54) and local laws (e.g. Oakland Sanctuary City Ordinance?)
associated with use of collected law enforcement data. This includes, in the
state of California and many individual jurisdictions, the prohibition on the use
of facial recognition and the analysis of body worn camera video data.

E. Mitigations

OPD and Forensic Logic utilize several strategies to mitigate against the potential
for system abuse and/or data breach.

System Mitigations

In accordance with CJIS Security Policy (CSP) 5.85, the Forensic Logic CopLink
application keeps all user access and activity logs, which can be made available to
agency command staff and/or administrators at any time — OPD has the ability to

3 https://leginfo.legislature.ca.gov/faces/billNavClient.xhtmI?bill id=201720180SB54

4 https://oakland.legistar.com/LegislationDetail.aspx?1D=3701155&GUID=8153C1B0-B9FC-4B29-BDDE-
DF604DEDAEAD&Options=&Search=

5 https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
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request detailed query logs of OPD personnel CopLink usage. Per FBI CJIS
Security Policy v5.8, Paragraph 5.4, Forensic Logic logs information about the
following events and content and a report can be produced upon request at any
time:

5.4.1.1 Events
The following events shall be logged:

1. Successful and unsuccessful system log-on attempts.

2. Successful and unsuccessful attempts to use:
a. access permission on a user account, file, directory or other system
resource;
b. create permission on a user account, file, directory or other system
resource;
C. write permission on a user account, file, directory or other system
resource;
d. delete permission on a user account, file, directory or other system
resource;
e. change permission on a user account, file, directory or other system
resource.

3. Successful and unsuccessful attempts to change account passwords.

4. Successful and unsuccessful actions by privileged accounts.

5. Successful and unsuccessful attempts for users to:
a. access the audit log file;
b. modify the audit log file;
c. destroy the audit log file.

5.4.1.1.1 Content
The following content shall be included with every audited event:

1. Date and time of the event.

2. The component of the information system (e.g., software component,
hardware

component) where the event occurred.

3. Type of event.

4. User/subject identity.

5. Outcome (success or failure) of the event.

Therefore, OPD has the ability to conduct audits if there is reason to believe the
system is not being used in accordance with criminal investigation protocols. Data
Security Mitigations

Section G below (Data Security) provides an in-depth explanation of the many
ways the Forensic Logic CopLink system itself is secure to data breaches. Data
that is deleted from OPD CAD/RMS or other systems is automatically deleted from



the Forensic Logic CopLink system.
Safeguards in Alignment with Oakland and California Immigrant Legal Protections

Forensic Logic has created technical mitigations to ensure that cities in California
and elsewhere can use Forensic Logic CopLink while complying with SB54 and
similar sanctuary city laws. Forensic Logic allows participating agencies to elect
how their agency-generated data is shared within the Forensic Logic CopLink
system.

Firstly, agencies such as OPD can specify that no data be shared with select
federal law enforcement users — regardless of whether the query is for
immigration-specific purposes. OPD has specified (current and future contracts)
this protocol for sharing data so that no OPD data is shared with ICE or its
Homeland Security Investigations (HSI) section

Forensic Logic partners with several federal agencies: The Bureau of Alcohol,
Tobacco, Firearms and Explosives (ATF), the FBI, and the U.S. Marshals Service
(two of the 94 U.S. Attorney Districts). Forensic Logic did have one contract with
Immigrations, Customs and Enforcement (ICE) that expired on May 15, 2020.
However, Forensic Logic is not seeking to further contract with ICE or other
agencies prohibited from Oakland partnership under OMC 2.23.030. This contract,
in fact, was created to examine how Forensic Logic could best isolate police
agency data from any Department of Homeland Security (DHS)® searches. Some
police departments (such as Oakland) want to ensure that ICE never has access to
their data, while there are also agencies that only want ICE’s HSI Section to have
access for purely criminal (non-immigration) type investigations. Forensic Logic
CopLink has since developed the following logic model in these cases for
Department of Homeland Security queries:

US Department of Homeland Security Notice:

Forensic Logic Search contains State and Local Law Enforcement data from agencies across the country. Some
jurisdictions, under statutory or local mandate, are prevented from sharing NON-CRIMINAL HISTORY data with
DHS personnel for the sole purpose of IMMIGRATION ENFORCEMENT,

By selecting the appropriate box below, DHS-specific data governance rules will allow access to ONLY Warrant,
Citation, Arrest and Booking documents for the purpose of IMMIGRATION ENFORCEMENT for data originating
from legally restricted agencies.

DHS Users conducting or participating in CRIMINAL INVESTIGATIONS beyond the scope of pure immigration
enforcement activities will have access to all available shared data.

| hereby assert that the purpose of my use of this system for the current session is:
[:l Immigration Enforcement

D Criminal Investigation

This system does not apply to Oakland since Oakland data is never available
to any DHS agencies — or to other federal agencies OPD may in the future

¢ ICE is one of several agencies organized within the umbrella DHS agency.
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specify.
Data Access Safeguards

Indexing of public data into CopLink provides another tool that balances
function and privacy mitigations. Some agencies subscribe to public data
databases such as Thomson Reuters CLEAR (TRC). The Forensic Logic
CopLink network has indexed abstracts (summary information lacking details)
of certain public records available in the TRC service so that a single search in
the Forensic Logic CopLink search service will reveal that the TRC service has
more information about the topic. The data itself is not actually in CopLink —
just an index of data type (similar to a library card catalog), similar to how
common search engines index data without actually containing the data.
Therefore, OPD cannot access this type of data (since OPD does not
subscribe to TRC) - and the CopLink system queries will not show that more
information is available in TRC.

OPD data additionally cannot be accessed by ICE nor other non-authorized
agencies via the National Law Enforcement Telecommunications System
(NLETS)”. NLETS is the main interstate justice and public safety network in the
nation for the exchange of law enforcement, criminal justice, and public safety-
related information. NLETS is a private, not-for-profit corporation owned by all
50 U.S. states; the user population is made up of all of the United States and
its territories, all Federal agencies with a justice component, selected
international agencies, and a variety of strategic partners that serve the law
enforcement community-cooperatively exchanging data. NLETS provides two
basic functions:

1. A communication network that switches queries primarily from law
enforcement officers to law enforcement sensitive data stored at
state Departments of Motor Vehicles (DMV) and the FBI National
Crime Information Center (NCIC) where among other data sets, data
about stolen vehicles and felony warrants is collected; and

2. A co-location and virtual data center where vendors associated with
law enforcement (e.g. Forensic Logic) can rent space, power and
virtual machines (computer servers) in a CJIS protected physical
environment.

For the most part, NLETS does not store or collect data (only the message
queries from its users and message responses), but rather transmits data
directly to authorized users over its network from data owners such as the
DMV and NCIC where stolen vehicle and felony warrant data is centralized.
OPD incident data is not stored in NLETS; therefore, neither ICE nor other
agencies can utilize CopLink and NLETS to access OPD data.

7 https://www.nlets.org
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F. Data Types and Sources

Forensic Logic has created file transfer protocol data feeds to automatically ingest
several data systems into the CopLink system. These data include CAD/RMS,
field-based reporting module data, calls for service, and ShotSpotter data that
could be used to populate an ATF eTrace® gun tracing form. Additionally, OPD is
discussing the possibility of incorporating National Integrated Ballistic Information
Network (NIBIN) firearm shell casing data into the system.

An exhaustive list of data sets ingested by Forensic Logic CopLink from OPD data
sources follows.

Data Source Collection Retention Access Conditions
Collected Status Policy
Arrest Active Perpetual Only law enforcement; US

DHS prohibited

Field Contacts Active Perpetual Only law enforcement; US
DHS prohibited

Incident Reports Active Perpetual Only law enforcement; US
DHS prohibited

Calls for Service Active Perpetual Only law enforcement; US
DHS prohibited

Stop Data Active Perpetual Only law enforcement; US
DHS prohibited

Traffic Accident Active Perpetual Only law enforcement; US
DHS prohibited

ShotSpotter Active Perpetual Only law enforcement; US
DHS prohibited

ATF NIBIN Proposed Perpetual Only law enforcement; US
Ballistics DHS prohibited

The purpose of the Forensic Logic CopLink network is to provide a computerized
database for ready access by a criminal justice agency making an inquiry and for
prompt disclosure of information in the system from other criminal justice agencies
about crimes and criminals. This information assists authorized agencies in criminal
justice and related law enforcement objectives, such as apprehending subjects,
locating missing persons, locating and returning stolen property, as well as in the

8 https://www.atf.gov/resource-center/fact-sheet/fact-sheet-etrace-internet-based-firearms-tracing-and-analysis
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protection of the law enforcement officers encountering the individuals described in
the system (see Appendix B below for a list of all agencies that are clients of
Forensic Logic and have access to OPD data through CopLink Search?).

There are many types of OPD data that, by policy and process, will not be sent to
Forensic Logic CopLink or to other Forensic Logic CopLink client agencies. The
following data types and sources are not sent to Forensic Logic:

. OPD ALPR data

. Data from other City of Oakland Departments (e.g., code compliance data
from Planning and Zoning).

o Unverified data from ongoing investigations

o Intelligence briefings

. Body worn camera video

o Data that includes the identities of confidential informants

e Any data that is categorized as criminal intelligence subject to 28 CFR
Part 23 analysis or processing of booking or other photos for the purposes of
identification of the subject using facial recognition1® capabilities

There are three services that Forensic Logic provides to OPD: 1) Crime Report
Production; 2) Search; and 3) technical assistance.

Forensic Logic provides its Search services as an enterprise subscription
available to all sworn officers and authorized professional staff operating under
the auspices of the Chief of Police.

There are several elements to the “Search” system — all of which are specialized
presentations of the analysis capability within the Forensic Logic CopLink
network:

e There is a more structured search capability than exists in the Search
product that allows users to specify the parameters for each structured
field in a report. An additional capability permits the structured search to
be saved and directed to constantly monitor new data as it enters the
system so that users are notified when the search terms satisfy new data.
For example, if one is seeking a vehicle with a particular vehicle tag, they

° This list represents all agencies who are able to see OPD data. These agencies do not actually
necessarily see OPD data; OPD data only comes up in a search result list if something in the record has
the same terms as those that a user puts into the search box. The further away from the location of the
incident, an OPD record is unlikely to be in the top few results pages unless the exact person is found.

10 Forensic Logic Product Modules (see Appendix C) shows that the older “Legacy” previously owned by
IBM offered a feature called “FaceMatch” facial recognition. This system was used to provide five other
faces similar to a suspect photo so victims and witnesses can look at the “6-pack” of faces and attempt to
identify a person or suspect, similar to a line-up. Face-match is not in OPD’s LEAP — rebranded as
CopLink and Forensic Logic is not incorporating this technology into the new CopLink.

13



can create that search and request that any time that same vehicular tag is
mentioned in a future report that | am to be notified.

There is a reporting module that flexibly allows users to structure reports
based on offense categories, time frames and geographical areas.

There is a mapping component that allows one to visualize records in a
particular region based on a number of structured data in a large number
of data fields

The geonet capability places linked incidents on a map so that both
geospatial characteristics and common linked characteristics of crimes can
be visualized

The timeline feature organizes linked incidents by ordering the incidents
chronologically and displaying those incidents on a map with connector
lines illustrating the chronological timeline of the events

All of the modules above are included with the subscription to the the Forensic
Logic CopLink network and are not provided independently. OPD has
negotiated an enterprise subscription to the Forensic Logic CopLink product at
no additional charge so all OPD sworn officers and authorized professional
staff under the auspices of the Chief of Police will have access to all
capabilities at no additional fee.

There are several “Elements of the Search” component — all of which are
specialized presentations of search:

The search bar operates exactly as a user would expect a google search
to operate with the one exception being the ranking of results is optimized
for law enforcement rather than advertising (as is the focus of a Google
search since advertisers financially support the operation of the Google
search capability).

The Tag Cloud element is another presentation of how search results are
visualized by increasing the font size in a Tag Cloud to be representative of
the number of occurrences that a particular phrase occurs in the Forensic
Logic CopLink system or a subset of the data.

The Facet search is a tool that organizes search capabilities into a number
of static categories such as offense descriptions, agencies, document
types and vehicle tags, amongst other categories.

The time search capability permits users to quickly drill down to specific
years, months, days or times of incidents with simple button selections.

Timeline search organizes the same data visually on a timeline so
incidents and calls for service in subsets resulting from a Google-like
search can be organized chronologically.

Geospatial search permits a user to select geographies such as Beats or
Areas; areas around schools; or custom areas selected using the user’s
mouse to draw areas on a map in order to visualize and select incident
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reports associated with the specific geographic region.

e The search Charting module organizes search results into categories
visualized by bar charts such as offense descriptions, time of day, day of
week, vehicle model and agency Beat amongst other data fields.

e The link chart capability produces a visualization of records that are linked
based on a number of criteria including name, offense and location.

All of the search modules above are included with the enterprise subscription to
the CopLink SEARCH service in the Forensic Logic CopLink network and are not
provided independently

Forensic Logic provides its services as a Named User subscription available to
selected sworn staff and authorized professional staff operating under the
auspices of the Chief of Police.

Forensic Logic CopLink can also consists of the following modules: CopLink
Connect (formerly called forums); CopLink Dashboard, and CopLink Trace. (gun-
tracing). CopLink Connect is a secure internal communication system for intra-
agency CJIS-compliant communications. OPD does use this system to securely
share investigations information internally between personnel — no information is
shared with any agency outside of OPD. Alternatives to this system are email or
non-CJIS-compliant systems (e.g. box.com). OPD utilized CopLink Dashboard in
the past (see “Proposed Purpose” Section above as well continued here in “Data
Types and Sources” below) for use with stop data analysis. OPD now uses other
non-Forensic Logic systems for stop data analysis and does not use CopLink
Dashboard; OPD does not have access to the Dashboard module.

CopLink Trace is a system used for gun-tracing; OPD does not have access to
this module and does not utilize this module.

OPD occasionally calls upon Forensic Logic for technical assistance, to
collaborate on tasks where data can be used to solve a particular problem. An
example of projects that Forensic Logic has undertaken for OPD where Forensic
Logic did not charge additional fees include:

o Development of weekly CompStat reporting and presentation system
displayed on google Earth illustrating location of major offenses on a map
as well as all arrests and field contacts

e Re-development of weekly CompStat reports to comply with request of
Chief William Bratton when he consulted for OPD

e Reconciliation of incident activity and confirmation of accuracy of OPD
reporting to CA DOJ and FBI of monthly Uniform Crime Reporting statistics

e Conversion of transcribed citations and hard copy stop data reports for use
by Federal monitor to clear Task 34 of NSA

e Ongoing consulting of how Stop Data reports should be recorded in OPD
CAD system for optimal reporting as required by Federal Monitor
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e Analysis of stop data for use in Federal Monitor reports

o Development of prototype stop data analysis capability that revealed
certain geodemographic groups in Oakland may have been
disproportionately searched when stopped but such searches resulted in
nothing illicit found during search

o Development of prototype officer conduct dashboard that compared
officers, patrols and areas using stop data information to determine if there
was disproportionate minority contact.

G. Data Security

Forensic Logic constantly processes large streams of criminal justice
information (CJI) and thus must comply with the provisions of the Criminal
Justice Information Services (CJIS) Division of the Federal Bureau of
Investigation (FBI) and the FBI Security Management Act of 2003 and CJIS
Security Policy!!. Forensic Logic, along with their partner at Microsoft Azure
Government and the National Law Enforcement Telecommunications System
(NLETS), have developed strong CJIS-compliant data security protocols.

a. Account Management — OPD personnel who use Forensic Coplink
have access accounts that are created, deleted and managed by local
Administrators (OPD) with special access permissions to the system.
CopLink SEARCH (formerly LEAP) users are managed through a
centralized account management process by Forensic Logic support
personnel. OPD is working with the Oakland Information Technology
Department (ITD) to incorporate the Microsoft Active Directory email
authentication protocol, so that the system authenticates when the
user has a currently authorized user login identification and password.

b. Microsoft Azure Government Cloud Protocols - Azure Government
services handle data that is subject to several CJIS-type government
regulations and requirements (e.g. such as FedRAMP (fedramp.gov),
NIST 800.171 (DIB)2, CJIS). One strategy is that Azure Government
uses physically isolated datacenters and networks (located in U.S.
only). All devices connecting to the Azure infrastructure are
authenticated before access is granted. Only trusted devices with
registered IP’s are permitted to connect. Connections directly to
NLETS are only provided via virtual private network (VPN).

c. Encryption - Data in Transit: In accordance with CSP 5.10.1.2.1, all
traffic transmitted outside of the secured environment is encrypted
with Transport Layer Security (TLS), using RSA13 certificates and

11 https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
12 https://csrc.nist.gov/publications/detail/sp/800-171/rev-1/final
13 RSA is a public key encryption algorithm that cannot be broken in a timely manner by even the largest computer
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FIPS 140-2 certified cyphers. Data at Rest: All Azure GovCloud
storage solutions use Azure Encrypted Managed Disks. No data at
rest shall be removed from the secured environment for any reason.
Forensic Logic CopLink Data residing on Forensic Logic computers
located at the NLETS data center is also encrypted at rest.

d. User Authentication and Authorization - All authorized users must
maintain and enter a valid user id/strong password combination to
gain access to the system. Passwords must be changed every 90
days and must adhere to Basic Password Standards listed in CSP
v5.8 Paragraph 5.6.2.1.1. In addition to user and device authentication
mechanisms, the system employs a two-factor advanced
authentication services. These services provide a single use, time-
sensitive token, delivered to a mobile device, tablet or computer,
which must be entered into the logon process in order to gain access
from devices outside of the physically secured location. Upon
successful logon, access to specific objects are authorized based on
Access Control Lists (ACLSs) in accordance with CSP 5.5.2.4

e. Personnel Screening, Training and Administration - In accordance with
CSP 5.12.1.1, all Forensic Logic employees are fingerprinted,
background checked and required to read and sign the FBI Security
Addendum located in Appendix H of the CSP. All employees have
also successfully completed Level Four Security Awareness Training
in accordance with CSP 5.2.1.4.

H. Costs

A new proposed contract will cost the City approximately $188,006 for the
period of July 1, 2020 through June 30, 2021, and then $456,700 for the
period of July 1, 2021 to June 30, 2023.

. Third Party Dependence

OPD relies on Forensic Logic, Inc. as a private company to provide OPD with
access to its data warehouse, search engine, and crime reporting tools. The
combination of the prior LEAP Search combined with the CopLink system
create a unique product with national scope.

J. Alternatives Considered

No other product or company can realistically provide OPD with both the
complex crime report support and search functionality provided by Forensic
Logic.

networks: https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-2.pdf
https://en.wikipedia.org/wiki/FIPS 140-2
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The former Omega Group (now a division of Central Square) provides
crimemapping capabilities and is an OPD vendor. Its public facing product is
limited to 180 days of visualization; is limited to no more than approximately
500 incidents on a map simultaneously (for reference Oakland had 685
burglaries, 777 auto thefts and 481 aggravated assaults recorded just in May
2020); and not all incidents are visualized as certain incident types are
filtered out.

Forensic Logic has built a customized crime report system that reaches back
to more than a decade to compare crime types at the agency, area and beat
level and is explained above that would require Oakland to expend
significant time and resources to replicate even with a new vendor.

In the immediate term, OPD would have less access to its own CAD/RMS
data — the current system is very outdated; OPD is in the process of
implementing a new Motorola-based CAD/RMS system?!4 but even once that
process is complete later in 2020 or 2021, OPD will require continued access
to Forensic Logic’'s much more accessible format for querying OPD
CAD/RMS data. The Oakland Police Department has not contracted
Motorola to convert the entire history of crime incidents from its existing
outdated system to the new CAD/RMS system and therefore, Forensic Logic
will retain the only historical searchable information for those incidents not
converted into the new CAD/RMS. Similarly, OPD would need to dedicate
months of non-available Oakland Information Technology Department (ITD)
expertise to develop the algorithms Forensic Logic created to sift and sort
OPD CAD/RMS data into usable crime analysis reports upon which the
Mayor’s Office and the City Council have come to rely.

No other vendor currently provides the local, regional and national law
enforcement data needed by OPD to assist in criminal investigations.
Authorized OPD personnel could, however, access many types of data
contained in Forensic Logic CopLink, without using the Forensic Logic
CopLink system. Native OPD systems such as CAD/RMS, Alameda
County’s CRIMS, OPD Field Based Reporting (or FBR, for recording stop
data), and ShotSpotter can be accessed through their direct system portals.
However, accessing each system separately takes more time; in the case of
current CAD/RMS is complicated and even more time consuming; and does
not aggregate the information from the multiple data sources into a common
result that provides multi-data set situational awareness. More
fundamentally, Forensic Logic CopLink makes each dataset more powerful
through connection to data in other systems, where OPD personnel would
not otherwise know to connect the data without laborious efforts. For
example, if an investigator knows which agency may have useful information,
they can contact that agency (e.g., BART Police), and ask the agency to
manually query their data system to look for the relevant information.

14 OPD’s CAD-RMS contract was finalized in December 2017; a contract for the second phase of work
was signed in 2019.
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However, in many cases, OPD investigators would not know which agency to
call and it would be very difficult to call many agencies to ask for leads in
different types of cases.

K. Track Record of Other Entities

Many other police agencies in the Bay Area, in California, and nationally
utilize the Forensic Logic CopLink System. In fact, Oakland benefits
significantly from the IBM CopLink acquisition by Forensic Logic due to the
concentration of California agencies that were customers of CopLink. Data
from the California Counties of Orange, Santa Clara, San Mateo, Contra
Costa, Stanislaus, Monterey; most of southern Oregon; Las Vegas NV Metro
area; all of Arizona are already available to OPD and integrations with the
Counties of San Francisco, San Diego, Los Angeles. Santa Barbara, and the
Spokane, WA area are underway.

OPD staff spoke with an investigator with SFPD in the production of this
report. The investigator explained that LEAP / CopLink is by far the most
useful source of law enforcement data and that this tool makes crime
investigations much more effective. In a recent SFPD case related to
numerous sexual assaults, SFPD was able to find similar cases in another
county that allowed investigators to contact other victims; the other victims
provided additional suspect information which was invaluable in the recent
arrest of the suspect.
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o 455 TrH S1., OARLARD, CA S4507 | (PSCRIMEASALPS SENARLANSNET LM
P

Weekly Crime Report—Citywide

CRIME ANAIYSIS

Part 1 Crimes Weekly] vID YID YID 1@ %5 | 3-Vear | YID 2!]!0
) ) o . N e Change D 5. 3-Year

All torals include atrempis except homicides. Total 2018 1019 2020 2010 15, 2020 | Averagze |YID Aserage
Violent Critne Index y so| vess| v7s| wn7m2| 2o 1723 2%
(horscide, aggravated assaukt, rape, robbery)
Homicide — 187(a)PC 1 17 24 16 -33% 19 -16%
Homicide — All Other * - [1] 2 1 -50%) 3 -67%0)
églm‘nted Assault 45 768 848 854 194 823 4%
Azzault with a fireanm — 245(2)(2)PC [\] 78 g8 04 7% 87 8%

Subtotal - Homicides + Firearm Assault 7 101 114 111 -3% 100 2%
Sheotmg occuped home or vehicle — 246PC "] 75 31 95 17%| 84 14%
Shootmg unoccupied home or vehicle — 247(0)PC 1 25 37 30 204 M 16%
Mon-firearm aggravated assaults 32 590 642 626 -2% 619 1%
Rape o 65 70 75 7% 70 7%
Robbery 29 786 830 807 -4% 811 0%|
Frearm 12 292 290 244 -16% 275 -11%
K 3 50 36 74 106% 53 39%
Strong-arm 8 342 383 380 -1% 368 3%
Other dangerous weapon 1 26 25 21 -16% 24 -13%
Residential robbery—212.5(a)PC 1 27 31 28 -10% 29 -2%
Carjackmg — 215(a) PC 4 49 74 60 -19% 61 -2%
Burglary 65] 2.892| 4.096| 3.865 -6%] 3.618 7%
Auto 36 2.158| 3.200| 3.171 -4%] 2.873 10%
Residential 10 497 549 3901 -29% 479 -18%
Commercial 13 191 212 210 -1% 204 3%
Other (Inciudes boats, arcraft, and so on) 2 38 37 47 27% 41 16%
Unknown 4 8 8 46 475% 21 123%
Motor Vehicle Theft 111) 2,072 | 2.053| 2364 15%) 2,163 9%
Larceny 40) 1.987| 2165| 2,019 -6%)  2.060 -2%
Arson 1 52 36 46 28% 45 3%
Total 306] 8,645] 10.133] 10,057, -1%] 9,612 5%

THIS REPORT IS HIERARCHY BASED. CRIME TOTALS REFLECT ONE OFFENSE (THE MOST SEVERE) PER INGIDENT.

These statistics are drawn from the Oskland Police Dept. datsbase They are unaudited and not used to fizure the crime numbers reparted to the FBI's
Uniform Crime Beporting (UCE) program. This report is mm by the date the crimes ocomred. Statistics can be affected by late reporting, the geocoding
process, of the reclassification or unfounding of crimes. Because crime reporting and data entry can mm behind all crimes may not be recorded.

* Justified, sccidental, fretal, or mansisughter by negligence. Traffic collision fataliies are nof included in this report.
Plereebane: canmed be o

PNG = Percentage not calculated —
All data extracted vis the LEAP Nebwork.
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Ad Hoc Group motion to recommend that the City Council approve a Forensic Logic Use Policy
subject to the following conditions:

1.

Authorized uses shall be limited to: 1) Crime Report Production (as written in OPD’s
proposed use policy presented to the PAC on September 3, 2020); and 2) Search (as
written in OPD’s proposed use policy presented to the PAC on September 3, 2020)

The contract between the City and Forensic Logic shall include the following provisions:
a. OPD owns all data and any information derived from such data
b. The vendor shall make a customized version of its software available to OPD,
allowing only for crime report production and search as stated in the proposed
policy’s authorized uses. OPD may use Forensic Logic to search its own records
and those of any third parties. OPD’s data shall not be made available via the
Forensic Logic platform to any third parties, except for entities located within
Alameda County.
c. Termination for convenience and/or immediate termination for material breaches,
to include:
i. If Forensic Logic bids on any contracts subject to our Sanctuary
Contracting Ordinance
ii. If Forensic Logic provides any additional features to OPD beyond the two
above approved uses (and features needed to support the functionality of
the approved uses), absent future council approval.

iii. If Forensic Logic allows OPD data to be available via the Forensic Logic
platform to any third parties located outside of Alameda County, absent
future council approval.

d. Ifapproved by the City Council, and prior to its execution, the contract shall be
provided to the Chair of the PAC and the Chief Privacy Officer, to ensure the
above provisions have been incorporated.



CITY OF OAKLAND MEMORANDUM

TO: Privacy Advisory Commission FROM: Roland Holmgren,
Deputy Chief, OPD

SUBJECT: Use of Unapproved Surveillance DATE: April 4, 2020
Technology Under Exigent Circumstances:
March 16 and 27, 2020

RECOMMENDATION

Receive information use of unapproved surveillance technology under exigent
circumstances in accordance with Oakland Municipal Code (OMC) 9.64.035 and
forward to the City Council.

EXECUTIVE SUMMARY

In accordance with OMC 9.64.035, the Oakland Police Department (OPD) used surveillance
technology under exigent circumstances /Carjacking and Barricaded Shooting Suspects). The
technology is Unmanned Aerial System (UAS), commonly known as a drone.

BASIS FOR EXIGENCY

RD #20-014304
Incident: # LOP200311000316
Location: 1700 90™ Avenue

On Mar 16, 2020, at about 10:07 PM, OPD Officers observed a vehicle involved in a series of
armed carjackings. OPD Officers attempted to conduct an enforcement stop on the vehicle, but the
vehicle fled from officers. A pursuit ensued and ended when the suspect vehicle collided into
private property. The suspect passenger of the vehicle was taken into custody and the suspect
driver fled on foot and entered a residential yard.

The OPD helicopter was not available due to flight time; the California Highway Patrol (CHP)
responded to the scene. OPD Command authorized the deployment of the Bearcat (armored
vehicle) and the use of UAS to apprehend the suspect (suspected to be armed). The OPD K-9 unit
was also utilized. Due to the residence’s visual restrictions (trees, brush, fences, etc), OPD
Command elected to utilize the Alameda County Sheriff’s Office (ACSO) UAS to assist the CHP
helicopter.

Both the CHP Helicopter and ALCO UAS were able to pinpoint and locate the suspect; OPD
personnel were able to locate the suspect and take him safely into custody. There were no reported
injuries or complaints.



Oakland Police Department + Privacy Advisory Commission
Use of Unapproved Surveillance Technology Under Exigent Circumstances

Date: April 4, 2020 Page 2

RD #20-016458
Incident: #LOP200327000634
Location: 8477 Enterprise Way Rm#127 (Quality Inn)

On Mar 27, 2020 at about 4:51 PM OPD officers were dispatched to a report of shooting. Upon their
arrival, officers were advised that the shooters (suspects) had entered a hotel room. There were no
victims located at the scene. OPD Command authorized deployment of the BearCat and armored
SUV vehicle.

Traditional air support was available, but not needed because the suspects had isolated themselves
and barricaded themselves in one hotel room. The OPD K-9 unit were not on-duty. ACSO
overheard OPD radio transmissions and responded to the scene with their UAS and their K-9 unit.
However, the UAS was not utilized. Successful communication was established with the suspects,
who later exited and were detained. One loaded handgun was recovered within the room. The
shooting suspect was positively identified and arrested. There were no reported injuries or
complaints.

DEVICE USE INFORMATION

The UAS detection equipment was provided by, and operated by ACSO — on March 16, 2020
incident.

Video Recorded

The UAS recorded video of the area where it was deployed.

Retention of Recordings

Per ACSO policy, the video recording will be maintained by ACSO for three years.

Usefulness in Arresting Suspect/s

The UAS was utilized in connection with the March 16, 2020 residential yard search. The armed
suspect had fled from officers in a carjacked vehicle. The suspect crashed the vehicle then hid in a
nearby residential yard. The UAS (and CHP Helicopter) provided much-needed real-time
intelligence. Due to limited lighting the FLIR infrared camera was utilized and ultimately located the
suspect.

The UAS was not used in connection with the one arrest on March 27, 2020. The area

encompassed a hotel and the suspects had barricaded themselves inside one hotel room. The UAS
was not utilized because suspects surrendered.

COMPLIANT USE

The following information relating to helicopter and UAS is required by OMC 9.64.035, and shows
that each technology was used in accordance with the OMC.

A. The UAS detection equipment was used solely to respond to the exigency.
B. Use of the UAS detection equipment ceased when the exigency ended.
C. Only data related to the exigency was kept.



Oakland Police Department + Privacy Advisory Commission
Use of Unapproved Surveillance Technology Under Exigent Circumstances
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D. This report is being provided to the Privacy Advisory Commission with a recommendation
that it be forwarded to City Council.

OPD never had possession of the UAS detection equipment. ACSO maintained possession of the
equipment during the entire equipment usage period.

Reviewed by:
Roland Holmgren, Deputy Chief
Bureau of Field Operations

Philip Best, Police Services Manager
OPD, Training Division, Research and Planning Section

Prepared by:
Omar Daza-Quiroz, Acting Lieutenant
OPD, Bureau of Field Operations

Bruce Stoffmacher, Management Assistant
OPD, Training Division, Research and Planning Section



CITY OF OAKLAND MEMORANDUM

TO: Privacy Advisory Commission FROM: Roland Holmgren,
Deputy Chief
SUBJECT: Use of Unapproved Surveillance DATE: May 4, 2020

Technology Under Exigent Circumstances —
April 7 and 16, 2020

RECOMMENDATION

Receive information use of unapproved surveillance technology under exigent
circumstances in accordance with Oakland Municipal Code (OMC) 9.64.035 and
forward to the City Council.

EXECUTIVE SUMMARY

In accordance with OMC 9.64.035, the Oakland Police Department (OPD) used surveillance
technology under exigent circumstances /Carjacking and Barricaded Shooting Suspects). The
technology is Unmanned Aerial System (UAS), commonly known as a drone.

BASIS FOR EXIGENCY

RD# 20-017997
Incident: LOP200407000889
Location: Fairmount and Pearl St

On Apr 6, 2020, at about 2:00 PM, an armed takeover robbery occurred at the Verizon Store,
located at 2054 Mountain Blvd. The suspects entered the store armed with pistols and held the
store at gunpoint. The suspects stole thousands of dollars’ worth in loss and then fled the scene.

On Apr 7, 2020 OPD officers located the vehicle, which was used in the robbery, driving in Oakland.
One subject from the vehicle was detained when he exited from the vehicle at a liquor store. The
vehicle then fled from the officers. The OPD helicopter was available and followed the vehicle to
Fairmount and Pearl St. The (2) two remaining suspects exited the vehicle and hid in residential
yards. Officers set a perimeter. The robbery had occurred the day prior and was a “takeover” of a
business. It was unknown if the suspects were armed on this date, but caution was taken.

Several areas were obstructed from the helicopter’s view. OPD Command requested the use of
UAS from the Alameda County Sherriff’'s Office (ACSO). One suspect surrendered prior to ACSO
UAS deployment. ACSO deployed their UAS, but could not locate any additional suspects. It was
discovered the third, and remaining suspect had broken the perimeter.



Oakland Police Department + Privacy Advisory Commission
Use of Unapproved Surveillance Technology Under Exigent Circumstances
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RD #20-019452
Incident: # LOP200416000027
Location: 1402 92™ Ave.

On Apr 16, 2020, at about 12:54 AM, OPD was advised of a person, who was armed with a gun in
the 1400 blk of 92" Ave. The armed gunman pointed a firearm at a person and threatened to kill
him. As OPD arrived on scene, several subjects fled into nearby yards. OPD immediately
established a perimeter. Through preliminary investigations it was determined there was more than
one suspect involved and an armed robbery attempt had occurred.

The OPD command authorized the deployment of the BearCat. It was determined that neither OPD
nor CHP air support was available. OPD command authorized ACSO UAS to locate the individuals,
believing that the suspects were armed with firearms and having no air support available. The UAS
was utilized and did not locate any suspects hiding in the yards.

As the investigation continued, it was discovered that the suspects had already fled from the
perimeter prior to it being set up. No suspects were located or arrested.

DEVICE USE INFORMATION

The UAS detection equipment was provided by, and operated by the Alameda County Sheriff's
Office (ACSO) — on both April 7 and April 16, 2020 incidents.

Video Recorded

The UAS recorded video of the area where it was deployed.

Retention of Recordings

Per ACSO policy, the video recording will be maintained by ACSO for three years.

Usefulness in Arresting Suspect/s

The UAS was utilized in connection with the April 7, 2020 residential yard search. The potentially
armed robbery suspects had fled from officers. The suspects hid in a hearby residential yard. The
UAS provided much-needed real-time intelligence by assisting in surveying the immediate area.
The UAS was utilized in connection with the April 16, 2020 residential yard search. Officers
observed several subjects, who were possibly armed, flee into residential yards. The UAS assisted

in surveying the yards. The area in question was residential yards. The UAS discovered no
subjects were hiding in the yards and it was discovered the suspects had broken the perimeter.

COMPLIANT USE

The following information relating to helicopter and UAS is required by OMC 9.64.035, and shows
that each technology was used in accordance with the OMC.

A. The UAS detection equipment was used solely to respond to the exigency.
B. Use of the UAS detection equipment ceased when the exigency ended.
C. Only data related to the exigency was kept.
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Use of Unapproved Surveillance Technology Under Exigent Circumstances
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D. This report is being provided to the Privacy Advisory Commission with a recommendation
that it be forwarded to City Council.

OPD never had possession of the UAS detection equipment. ACSO maintained possession of the
equipment during the entire equipment usage period.

Reviewed by:
Roland Holmgren, Deputy Chief
Bureau of Field Operations

Philip Best, Police Services Manager
OPD, Training Division, Research and Planning Section

Prepared by:
Omar Daza-Quiroz, Acting Lieutenant
OPD, Bureau of Field Operations

Bruce Stoffmacher, Management Assistant
OPD, Training Division, Research and Planning Section



CITY OF OAKLAND MEMORANDUM

TO: Privacy Advisory Commission FROM: Roland Holmgren,
Deputy Chief of Police

SUBJECT: Use of Unapproved Surveillance DATE: June 26, 2020
Technology Under Exigent Circumstances:
June 3 and June 24, 2020

RECOMMENDATION

Receive information use of unapproved surveillance technology under exigent
circumstances in accordance with Oakland Municipal Code (OMC) 9.64.035 and
forward to the City Council.

EXECUTIVE SUMMARY

In accordance with OMC 9.64.035, the Oakland Police Department (OPD) used surveillance
technology under exigent circumstances /Carjacking and Barricaded Shooting Suspects). The
technology is Unmanned Aerial System (UAS), commonly known as a drone.

BASIS FOR EXIGENCY

RD #20-027338
Incident: # LOP200603000135
Location: 5714 Harmon Av, Oakland (Beat 27)

On June 3, 2020, at approximately 5:33 am, OPD officers responded to the 5700 block of Harmon
Avenue on a ShotSpotter gunshot activation. Upon arrival, officers began to check the
neighborhood and observed someone (through a residence window) inside of the residence
shooting a pistol. Officers requested the Armored SUV and Rescue Vehicle (BearCat). While on
scene the suspect leaned out the window, with a rifle, and began shooting at officers. A resident
from the same address ran outside and officers rescued her from the immediate danger.

The rescued resident told OPD Officers her husband (the suspect) was inside of the residence
armed with a rifle and pistol. Additionally, there were two juveniles (his children) held hostage in the
residence.

OPD Command requested OPD helicopter support as well as outside agency air support. The OPD
helicopter was not available and there were no outside agencies with air support; OPD therefore
requested support from the Alameda County Sheriff's Office (ACSO) UAS Unit. ACSO deployed
two drones in the area in order to obtain visual information regarding the residence, yard and
rooftop.
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OPD also requested assistance from the OPD Tactical Operations Team. At Approximately
6:16pm, the suspect surrendered his children and himself safely to OPD.
The residence was searched, and a handgun and rifle were recovered.

RD# 20-030695
Inc# LOP200623001004
Location 1733 8" St (Report location)

On June 24, 2020 around 12:50pm, the Special Victims Unit (SVU) / Missing Persons was
investigating the disappearance of a missing 12-year-old female juvenile. During the preliminary
investigation, it was discovered the juvenile was texting male adults and possibly involved in sexual
trafficking. SVU requested the assistance of local Federal Bureau of Investigation (FBI) personnel
as well as the ACSO UAS Unit.

SVU identified several key locations where the juvenile may be located based on prior investigation
data. OPD and FBI conducted several vehicle and foot checks. ACSO UAS flew overhead and
conducted aerial checks to locate any similar juvenile matching the description wearing the same
clothing provided by the mother. Nobody matching the description was located.

The juvenile would later be located safely on 25Jun20.

RD# 20-030726
Incident: LOP200624000051 and LOP200623001130
Location: 1000 Blk Calcot PI, Oakland (20X)

On June 24, 2020, at approximately 11:52pm, OPD Officers responded to 1000 Block of Calcot
Place on a report of a shooting. Upon their arrival they located a victim of a shooting, who would
later succumb to their injuries. The area was adjacent to train tracks and just below the 23"
Avenue 880 Freeway Overpass.

At approximately 1:19am, OPD Officers continued their preliminary investigations surrounding the
homicide. At this time OPD Officers observed a vehicle leave the area of the investigation at a high
rate of speed. Immediately thereafter, multiple gunshots were fired in the direction of the officers
(confirmed via ShotSpotter gunshot activation). OPD officers on scene took cover behind vehicles
and fixed objects. OPD officers then observed a green colored laser pointed in the direction of the
officers. As OPD Officers maintained cover behind vehicles, they noticed that a subject was
observed standing on the overpass, in a position of tactical advantage — putting officers at greater
risk. OPD Officers immediately told the suspect to raise his hands and the suspect immediately fled
on foot.

OPD Command approved deployment of the Armored SUV and Rescue Vehicle (BearCat) and also
requested ACSO UAS support. OPD helicopters and outside agency helicopters were not
available. ACSO deployed two drones in the dark areas beneath the overpass, which
encompassed the train tracks.

A search of the area was conducted, and no subjects (or vehicle observed fleeing the area) were
located. Multiple expended casings were located near the area where the suspect vehicle had
fled.
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DEVICE USE INFORMATION

The UAS detection equipment was provided by, and operated by ACSO at the June 3, 2020 and
both of the June 24, 2020 incidents.

Video Recorded

The UAS recorded video of the area where it was deployed.

Retention of Recordings

Per ACSO policy, the video recording will be maintained by ACSO for three years.
Usefulness in Arresting Suspect/s

e The UAS was utilized in connection with the June 3, 2020 residential yard searches. The
barricaded suspect was heavily armed with a rifle and pistol in the residence and had held
two juveniles’ hostage. The suspect had shot at OPD Officers, who were taking cover
behind the armored rescue vehicles. The UAS provided much-needed real-time intelligence.
The UAS assisted in surveying the yards and rooftop. The UAS usage allowed OPD Officers
real time intel in order to determine if the suspect would attempt to flee from the rear or side
entrances/windows.

e The UAS was utilized in connection with the June 24, 2020 missing person investigation.
OPD Officers were investigating a missing person at risk, who may had been involved in sex
trafficking. The UAS assisted in quickly searching multiple areas. The Juvenile was not
located by UAS and would later be found the following day.

e The UAS was utilized in connection with the June 24, 2020 train track search. OPD officers
were investigating a homicide in the City of Oakland when they were fired upon by
suspect(s). Officers maintained cover until other responding officers responded. The UAS
assisted in surveying the train tracks and area under the overpass, which was dark. The
UAS discovered no subjects were hiding.
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COMPLIANT USE

The following information relating to helicopter and UAS is required by OMC 9.64.035, and shows
that each technology was used in accordance with the OMC.

The UAS detection equipment was used solely to respond to the exigency.

Use of the UAS detection equipment ceased when the exigency ended.

Only data related to the exigency was kept.

This report is being provided to the Privacy Advisory Commission at its next meeting with a
recommendation that it be forwarded to City Council.

OCOow»

OPD never had possession of the UAS detection equipment. ACSO maintained possession of the
equipment during the entire equipment usage period.

Reviewed by:
Roland Holmgren, Deputy Chief
Bureau of Field Operations

Prepared by:
Omar Daza-Quiroz, Lieutenant
OPD, Bureau of Field Operations

Bruce Stoffmacher, Management Assistant
OPD, Training Division, Research and Planning Section



CITYOFOAKLAND

Memorandum
ATTN: Joe Devries, Director of Interdepartmental Operations and Chief Privacy
Officer
FROM: Randall Wingate, OPD, Support Operations Division
DATE: August 31, 2020
RE: Report on Video Stream Usage: May 29 — June 2, 2020

This memorandum summarizes the use of Live Stream Transmitters by the Oakland
Police Department (OPD), in support of the specified event.

RD# or Incident #: 20-026554

Date of Incident: 29 MAY 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: No streams were provided.
Summary: No video streams were used for this event.

RD# or Incident #: 20-026713

Date of Incident: 30 MAY 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: 2 video streams

Summary: Video Teams were requested by Lieutenant C. Shannon on 30 May 20. Two
video streams were provided by the Video Teams to the EOC.

RD# or Incident #: 20-026817

Date of Incident: 31 MAY 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: 2 video streams

Summary: Video Teams were requested for the next protest event at the end of the 30
MAY 20 event. Two video streams were provided by the Video Teams to the EOC.

RD# or Incident #: 20-027034

Date of Incident: 01 JUN 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: 2 video streams

Summary: Video Teams were requested for the next protest event at the end of the 31
MAY 20 event. Two video streams were provided by the Video Teams to the EOC.
RD# or Incident #: 20-027193



Date of Incident: 02 JUN 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: 2 video streams

Summary: Video Teams were requested for the next protest event at the end of the 1
JUN 20 event. Two video streams were provided by the Video Teams to the EOC.

RD# or Incident #: 20-027341

Date of Incident: 03 JUN 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: 2 video streams

Summary: Video Teams were requested for the next protest event at the end of the 2
JUN 20 event. Two video streams were provided by the Video Teams to the EOC. The
video streams were not activated.

Inez Ramirez 111

Sergeant of Police

Bureau of Services Administration
Oakland Police Department



CITYOFOAKLAND

Memorandum
ATTN: Joe Devries, Director of Interdepartmental Operations and
Chief Privacy Officer
FROM: Randall Wingate, Captain,
OPD, Support Operations Division
DATE: August 31, 2020
RE: Report on Video Stream Usage: July 25, 2020

This memorandum summarizes the use of Live Stream Transmitters by the Oakland
Police Department (OPD), in support of the specified event.

RD# or Incident #: 20-036638

Date of Incident: 25 JUL 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: 2 video streams

Summary: Video Teams were requested by Lieutenant C. Shannon on 23 JUL 20. Two
video streams were provided by the Video Teams to the EOC.

Inez Ramirez 111

Sergeant of Police

Bureau of Services Administration
Oakland Police Department



CITYOFOAKLAND

Memorandum
ATTN: Joe Devries, Director of Interdepartmental Operations and Chief Privacy
Officer
FROM: Randall Wingate, OPD, Support Operations Division
DATE: August 31, 2020
RE: Report on Video Stream Usage: August 28/29, 2020

This memorandum summarizes the use of Live Stream Transmitters by the Oakland
Police Department (OPD), in support of the specified event.

RD# or Incident #: 20-042759

Date of Incident: 28 AUG 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: 3 video streams

Summary: Video Teams were requested by Lieutenant C. Shannon on 27 AUG 20.
Three video streams were provided by the Video Teams to the EOC.

RD# or Incident #: 20-042912

Date of Incident: 29 AUG 20

Type of Event: Protest

Was EOC/DOC activated: YES

Number of Video Streams provide to EOC/DOC: 3 video streams

Summary: Video Teams were requested at the end of the 28 AUG 20 event. Three video
streams were provided by the Video Teams to the EOC.

Inez Ramirez Il

Sergeant of Police

Bureau of Services Administration
Oakland Police Department



Chapter 9.64 - REGULATIONS ON CITY'S ACQUISITION AND USE OF SURVEILLANCE
TECHNOLOGY

Sections:

9.64.010 - Definitions.
The following definitions apply to this Chapter.

1. "Annual Surveillance Report" means a written report concerning a specific surveillance
technology that includes all the following:

A. A description of how the surveillance technology was used, including the type and quantity
of data gathered or analyzed by the technology;

B. Whether and how often data acquired through the use of the surveillance technology was
directly shared with outside entities—fknown-and-if practicable, the name of any recipient entity
known-and if practicable, the type(s) of data disclosed, under what legal standard(s) the
information was disclosed, and the justification for the disclosure(s);Bs1]

C. Where applicable, a breakdown of what physical objects the surveillance technology
hardware was installed upon; using general descriptive terms so as not to reveal the specific
location of such hardware; for surveillance technology software, a breakdown of what data
sources the surveillance technology was applied to;

D. Where applicable, a breakdown of where the surveillance technology was deployed
geographically, by each police area in the relevant year;

E. A summary of community complaints or concerns about the surveillance technology, and
an analysis of the technology's adopted use policy and whether it is adequate in protecting civil
rights and civil liberties. The analysis shall identify the race of each person that was subject to
the technology’s use. The Privacy Advisory Commission may determine, on an individual policy
basis, to waive the obligation to identify the race of each person if the probative value is
outweighed by the administrative burden and potential greater invasiveness in capturing such
data. If the Privacy Advisory Commission makes such a determination, written findings in
support of the determination shall be included in the annual report submitted for City Council
review.

F. The results of any internal audits, any information about violations or potential violations of
the Surveillance Use Policy, and any actions taken in response unless the release of such
information is prohibited by law, including but not limited to confidential personnel file
information.



G. Information about any data breaches or other unauthorized access to the data collected by
the surveillance technology, including information about the scope of the breach and the actions
taken in response;

H. Information, including crime statistics, that helps the community assess whether the
surveillance technology has been effective at achieving its identified purposes;

I. Statistics and information about public records act requests regarding the relevant subject
surveillance technology, including response rates;

J. Total annual costs for the surveillance technology, including personnel and other ongoing
costs, and what source of funding will fund the technology in the coming year; and

K. Any requested modifications to the Surveillance Use Policy and a detailed basis for the
request.

2. "Biometric Surveillance Technology” means any computer software that uses Face
Recognition Technology or Other Remote Biometric Recognition in real time or on a recording
or photograph.

3. "City" means any department, agency, bureau, and/or subordinate division of the City of
Oakland as provided by Chapter 2.29 of the Oakland Municipal Code.

4. "City Staff* means City personnel authorized by the City Administrator or designee to seek
City Council approval of surveillance technology in conformance with this Chapter.

5.  "Continuing Agreement" means an agreement that automatically renews unless terminated
by one (1) party.

6. "Exigent Circumstances" means a law enforcement agency's good faith belief that an
emergency involving danger of, or imminent threat of the destruction of evidence regarding,
death or serious physical injury to any person requires the use of surveillance technology or the
information it provides.

7. "Face Recognition Technology" means (A) an automated or semi-automated process that
assists in identifying or verifying an individual based on an individual's face; or (B) logs
characteristics of an individual’s face, head, or body to infer emotion, associations, expressions,
or the location of an individual.

8. ‘"Large-Scale Event" means an event attracting ten thousand (10,000) or more people with
the potential to attract national media attention that provides a reasonable basis to anticipate
that exigent circumstances may occur.

9. “Other Remote Biometric Recognition” means (A) an automated or semi-automated
process that (i) assists in identifying an individual, capturing information about an individual, or
otherwise generating or assisting in generating information about an individual based on



physiological, biological, or behavioral characteristics ascertained from a distance; (ii) uses
voice[Bsz] recognition technology; or (iii) logs such characteristics to infer emotion, associations,
activities, or the location of an individual, and (B) does not include identification based on
fingerprints or palm prints that have been manually obtained during the course of a criminal
investigation or detention.

10. "Personal Communication Device" means a mobile telephone, a personal digital assistant,
a wireless capable tablet and a similar wireless two-way communications and/or portable
internet accessing devices, whether procured or subsidized by a city entity or personally owned,
that is used in the regular course of city business.

11. “Predictive Policing Technology” means computer algorithms that use preexisting data to
forecast or predict places or times that have a high risk of crime, or individuals or groups who
are likely to commit a crime. This definition does not include computer algorithms used solely to
visualize, chart, or map past criminal activity (e.g. heat maps).

12. "Police Area" refers to each of the geographic districts assigned to a police commander
and as such districts are amended from time to time.

13. "Surveillance" or "Surveil" means to observe or analyze the movements, behavior, data,
or actions of individuals. Individuals include those whose identity can be revealed by license
plate data when combined with any other record.

14. "Surveillance Technology" means any software, electronic device, system utilizing an
electronic device, or similar technological tool used, designed, or primarily intended to collect,
retain, analyze, process, or share audio, electronic, visual, location, thermal, olfactory,
biometric, or similar information specifically associated with, or capable of being associated
with, any individual or group. Examples of surveillance technology include, but is not limited to
the following: cell site simulators (Stingrays); automatic license plate readers; gunshot detectors
(ShotSpotter); facial recognition software; thermal imaging systems; body-worn cameras; social
media analytics software; gait analysis software; video cameras that record audio or video, and
transmit or can be remotely accessed. It also includes software designed to monitor social
media services or forecast criminal activity or criminality, biometric identification hardware or
software.

"Surveillance technology" does not include the following devices or hardware, unless they have
been equipped with, or are modified to become or include, a surveillance technology as defined
above:

A. Routine office hardware, such as televisions, computers, credit card machines, badge
readers, copy machines, and printers, that is in widespread use and will not be used for any
surveillance or law enforcement functions;

B. Parking Ticket Devices (PTDs);



C. Manually-operated, non-wearable, handheld digital cameras, audio recorders, and video
recorders that are not designed to be used surreptitiously and whose functionality is limited to
manually capturing and manually downloading video and/or audio recordings;

D. Surveillance devices that cannot record or transmit audio or video or be remotely
accessed, such as image stabilizing binoculars or night vision goggles;

E. Manually-operated technological devices used primarily for internal municipal entity
communications and are not designed to surreptitiously collect surveillance data, such as radios
and email systems;

F. City databases that do not contain any data or other information collected, captured,
recorded, retained, processed, intercepted, or analyzed by surveillance technology, including
payroll, accounting, or other fiscal databases.

G. Medical equipment used to diagnose, treat, or prevent disease or injury.
H. Police department interview room cameras.

I. Police department case management and records management systems:,including
computer aided dispatch systems, and field-based reporting systems.

J. Police department early warning systems.

K. Personal communication devices that have not been modified beyond stock manufacturer
capabilities in a manner described above, provided that any bundled face recognition
technology is only used for the sole purpose of user authentication in the reqular course of
conducting City business.

15. "Surveillance Impact Report" means a publicly-released written report including at a
minimum the following:

A. Description: information describing the surveillance technology and how it works, including

product descriptions and manuals {as-attachments i publicly available and-currenty from
manufacturers;




B. Purpose: information on the proposed purposes(s) for the surveillance technology;

C. Location: the location(s) it may be deployed, using general descriptive terms, and crime
statistics for any location(s);

D. Impact: an assessment of the technology's adopted use policy and whether it is adequate
in protecting civil rights and liberties and whether the surveillance technology was used or
deployed, intentionally or inadvertently, in a manner that is discriminatory, viewpoint-based, or
biased via algorithm;

E. Mitigations: identify specific, affirmative technical and procedural measures that will be
implemented to safeguard the public from each such impacts;

F. Data Types and Sources: a list of all types and sources of data to be collected, analyzed,
or processed by the surveillance technology, including "open source" data, scores, reports, logic
or algorithm used, and any additional information derived therefrom;

G. Data Security: information about the steps that will be taken to ensure that adequate
security measures are used to safeguard the data collected or generated by the technology
from unauthorized access or disclosure;

H. Fiscal Cost: the fiscal costs for the surveillance technology, including initial purchase,
personnel and other ongoing costs, the operative or proposed contract-if-available —orpast
centractifavailable, and any current or potential sources of funding;

I.  Third Party Dependence: whether use or maintenance of the technology will require data
gathered by the technology to be handled or stored by a third-party vendor on an ongoing basis;

J. Alternatives: a summary of all alternative methods (whether involving the use of a new
technology or not) considered before deciding to use the proposed surveillance technology,
including the costs and benefits associated with each alternative and an explanation of the
reasons why each alternative is inadequate; and,

K. Track Record: a summary of the experience (if any) other entities, especially government
entities, have had with the proposed technology, including, if available, quantitative information
about the effectiveness of the proposed technology in achieving its stated purpose in other
jurisdictions, and any known adverse information about the technology (such as unanticipated
costs, failures, or civil rights and civil liberties abuses).

16. "Surveillance Use Policy" means a publicly-released and legally enforceable policy for use
of the surveillance technology that at a minimum specifies the following:

A. Purpose: the specific purpose(s) that the surveillance technology is intended to advance;

B. Authorized Use: the specific uses that are authorized, and the rules and processes
required prior to such use;



C. Data Collection: the information that can be collected by the surveillance technology.
Where applicable, list any data sources the technology will rely upon, including "open source"
data;

D. Data Access: the category of individuals who can access or use the collected information,
and the rules and processes required prior to access or use of the information;

E. Data Protection: the safeguards that protect information from unauthorized access,
including encryption and access control mechanisms;

F. Data Retention: the time period, if any, for which information collected by the surveillance
technology will be routinely retained, the reason such retention period is appropriate to further
the purpose(s), the process by which the information is regularly deleted after that period
lapses, and the specific conditions that must be met to retain information beyond that period;

G. Public Access: how collected information can be accessed or used by members of the
public, including criminal defendants;

H. Third Party Data Sharing: if and how other city departments, bureaus, divisions, or non-city
entities can access or use the information, including any required justification or legal standard
necessary to do so and any obligations imposed on the recipient of the information;

I Training: the training required for any individual authorized to use the surveillance technology or to
access information collected by the surveillance technology, and the category of staff that will provide the
training;[Bs4]

J. Auditing and Oversight: the mechanisms to ensure that the Surveillance Use Policy is
followed, including internal personnel assigned to ensure compliance with the policy, internal
recordkeeping of the use of the technology or access to information collected by the technology,
technical measures to monitor for misuse, any independent person or entity with oversight
authority, and the legally enforceable sanctions for violations of the policy; and

K. Maintenance: The mechanisms and procedures to ensure that the security and integrity of
the surveillance technology and collected information will be maintained.

17. “Remeote-Voice Recognition Technology” means the automated or semi-automated
process that assists in identifying or verifying an individual based on the characteristics of an
individual’s voice.

(Ord. No. 13563, § 3, 9-17-2019; Ord. No. 13489, § 2, 5-15-2018)

9.64.020 - Privacy Advisory Commission (PAC) notification and review requirements.



1. PAC Notification Required Prior to City Solicitation of Funds and Proposals for Surveillance
Technology.

A. City staff shall notify the Chair of the Privacy Advisory Commission prior to:

1. Seeking or soliciting funds for surveillance technology, including but not limited to applying
for a grant; or,

2. Soliciting proposals with a non-city entity to acquire, share or otherwise use surveillance
technology or the information it provides.

B. Upon natification by city staff, the Chair of the Privacy Advisory Commission shall place the
item on the agenda at the next Privacy Advisory Commission meeting for discussion and
possible action. At this meeting, city staff shall inform the Privacy Advisory Commission of the
need for the funds or equipment, or shall otherwise justify the action city staff will seek Council
approval for pursuant to 9.64.030. The Privacy Advisory Commission may make a
recommendation to the City Council by voting its approval to proceed, object to the proposal,
recommend that the city staff modify the proposal, or take no action.

C. Should the Privacy Advisory Commission not make a recommendation pursuant to
9.64.020 1.B., City staff may proceed and seek Council approval of the proposed surveillance
technology initiative pursuant to the requirements of Section 9.64.030.

2.  PAC Review Required for New Surveillance Technology Before City Council Approval.

A. Prior to seeking City Council approval under Section 9.64.030, city staff shall submit a
surveillance impact report and a surveillance use policy for the proposed new surveillance
technology initiative to the Privacy Advisory Commission for its review at a regularly noticed
meeting. The surveillance impact report and surveillance use policy must address the specific
subject matter specified for such reports as defined under 9.64.010.

B. The Privacy Advisory Commission shall recommend that the City Council adopt, maodify, or
reject the proposed surveillance use policy. If the Privacy Advisory Commission proposes that
the Surveillance Use Policy be modified, the Privacy Advisory Commission shall propose such
modifications to city staff. City staff shall present such modifications to City Council when
seeking City Council approval under Section 9.64.030.

C. Failure by the Privacy Advisory Commission to make its recommendation on the item
within ninety (90) days of submission shall enable the city entity to proceed to the City Council
for approval of the item.

3. PAC Review Requirements for Existing Surveillance Technology Before City Council
Approval.

A. Prior to seeking City Council approval for existing city surveillance technology under
Section 9.64.030 city staff shall submit a surveillance impact report and surveillance use policy



to the Privacy Advisory Commission for its review at a regularly noticed meeting. The
surveillance impact report and surveillance use policy must address the specific subject matter
specified for such reports as defined under 9.64.010.

B. Prior to submitting the surveillance impact report and proposed surveillance use policy as
described above, city staff shall present to the Privacy Advisory Commission a list of
surveillance technology possessed and/or used by the city.

C. The Privacy Advisory Commission shall rank the items in order of potential impact to civil
liberties.

D. Within sixty (60) days of the Privacy Advisory Commission's action in 9.64.020 1.C., city
staff shall submit at least one (1) surveillance impact report and proposed surveillance use
policy per month to the Privacy Advisory Commission for review, beginning with the highest-
ranking items as determined by the Privacy Advisory Commission, and continuing thereafter
each month until a policy has been submitted for each item on the list.

E. Failure by the Privacy Advisory Commission to make its recommendation on any item
within ninety (90) days of submission shall enable city staff to proceed to the City Council for
approval of the item pursuant to Section 9.64.030.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.030. - City Council approval requirements for new and existing surveillance technology.
1. City staff must obtain City Council approval prior to any of the following:

A. Accepting state or federal funds or in-kind or other donations for surveillance
technology;sss]

B. Acquiring new surveillance technology, or replacing existing surveillance technology that
has not been previously approved by the City Council pursuant to the requirements of this
Chapter, including but not limited to procuring such technology without the exchange of monies
or consideration;

C. Using new surveillance technology, or using existing surveillance technology [Bs7jor the
information it provides for a purpose, in a manner, or in a location not previously approved by
the City Council pursuant to the requirements of this Chapter, except that for surveillance
technology that has been acquired or is in use prior to enactment of this ordinance, such use
may continue until the City Council votes to approve or reject the surveillance technology's
corresponding use policy; or




D. Entering into a continuing agreement or written agreement with a non-city entity to acquire,
share or otherwise use surveillance technology or the information it provides, including data
sharing agreements.

E. Notwithstanding any other provision of this Section, nothing herein shall be construed to
prevent, restrict or interfere with any person providing evidence or information derived from
surveillance technology to a law enforcement agency for the purposes of conducting a criminal
investigation or the law enforcement agency from receiving such evidence or information.

2. City Council Approval Process.

A. After the PAC natification and review requirements in Section 9.64.020 have been met, city
staff seeking City Council approval shall schedule for City Council consideration and approval of
the proposed surveillance impact report and proposed surveillance use policy, and include
Privacy Advisory Commission recommendations at least fifteen (15) days prior to a mandatory,
properly-noticed, germane public hearing. Approval may only occur at a public hearing[sss]._City
staff shall not unreasonably delay scheduling any item for City Council consideration.

B. The City Council shall only approve any action as provided in this Article after first
considering the recommendation of the Privacy Advisory Commission, and subsequently
making a determination that the benefits to the community of the surveillance technology
outweigh the costs; that the proposal will safeguard civil liberties and civil rights; and that, in the
City Council's judgment, no alternative with a lesser economic cost or impact on civil rights or
civil liberties would be as effective.

C. For approval of existing surveillance technology for which the Privacy Advisory
Commission failed to make its recommendation within ninety (90) days of review as provided for
under 9.64.020 3.E, if the City Council has not reviewed and approved such item within four (4)
City Council meetings from when the item was initially scheduled for City Council consideration,
the city shall cease its use of the surveillance technology until such review and approval occurs.

3. Surveillance Impact Reports and Surveillance Use Policies are Public Records. City staff
shall make the Surveillance Impact Report and Surveillance Use Policy, as updated from time to
time, available to the public as long as the city uses the surveillance technology in accordance
with its request pursuant to Section 9.64.020 A.1.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.035 - Use of unapproved technology during exigent circumstances or large-scale event.

1. City staff may temporarily acquire or use surveillance technology and the data derived from
that use in a manner not expressly allowed by a surveillance use policy in two (2) types of
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circumstances without following the provisions of Section 9.64.030: (A) exigent circumstances,
and (B) a large-scale event.

2. If city staff acquires or uses a surveillance technology in the two (2) circumstances
pursuant to subdivision 1., the city staff shall:

A. Use the surveillance technology to solely respond to the exigent circumstances or large-
scale event.

B. Cease using the surveillance technology when the exigent circumstances or large scale
event ends.

C. Only keep and maintain data related to the exigent circumstances and dispose of any data
that is not relevant to an ongoing investigation.

D. Following the end of the exigent circumstances or large-scale event, report that acquisition
or use to the PAC at their next respective meetings for discussion and/or possible
recommendation to the City Council in accordance with the Sunshine Ordinance, the Brown Act,
and City Administrator deadlines.

3. Any technology temporarily acquired in exigent circumstances or during a large-scale event
shall be returned within seven (7) days following its acquisition, or when the exigent
circumstances end, whichever is sooner, unless the technology is submitted to the City Council
for approval pursuant to Section 9.64.030 and is approved. If the agency is unable to comply
with the seven-day timeline, the agency shall notify the City Council, who may grant an
extension.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.040 - Oversight following City Council approval.

1. On March 15 »of each year, or at the next closest regularly scheduled Privacy Advisory
Commission meeting, city staff must present a written annual surveillance report for Privacy
Advisory Commission review for each approved surveillance technology item. If city staff is unable
to meet the deadline, city staff shall notify the Privacy Advisory Commission in writing of staff's
request to extend this period, and the reasons for that request. The Privacy Advisory
Commission may grant a single extension of up to sixty (60) days to comply with this provision.

A. After review by the Privacy Advisory Commission, city staff shall submit the annual
surveillance report to the City Council.

B. The Privacy Advisory Commission shall recommend to the City Council that the benefits to
the community of the surveillance technology outweigh the costs and that civil liberties and civil
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rights are safeguarded; that use of the surveillance technology cease; or propose modifications
to the corresponding surveillance use policy that will resolve the concerns.

C. Failure by the Privacy Advisory Commission to make its recommendation on the item
within ninety (90) days of submission shall enable the city entity to proceed to the City Council
for approval of the annual surveillance report.

2. Based upon information provided in city staff's Annual Surveillance Report and after
considering the recommendation of the Privacy Advisory Commission, the City Council shall re-
visit its "cost benefit" analysis as provided in Section 9.64.030 2.B. and either uphold or set
aside the previous determination. Should the City Council set aside its previous determination,
the city's use of the surveillance technology must cease. Alternatively, City Council may require
modifications to the Surveillance Use Policy that will resolve any deficiencies.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.045 - Prohibition on City's acquisition and/or use of (i) biometric surveillance technology, or
(i) predictive policing technology

A. Notwithstanding any other provision of this Chapter (9.64), it shall be unlawful for the City
or any City staff to obtain, retain, request, access, or use:

1. Biometric surveillance technology; or
2. Predictive policing technology; or

3. Information obtained from either biometric surveillance technology or predictive policing
technology.

B. City staff's inadvertent or unintentional receipt, access of, or use of any information
obtained from biometric surveillance technology or predictive policing technology shall not be a
violation of this Section 9.64.045 provided that:

1. City staff did not request or solicit the receipt, access of, or use of such information; and

2. City staff shall immediately destroy all copies of the information upon its discovery and
shall not use the information for any purpose, unless retention or use of exculpatory evidence is
required by law; and[ssg]

3. City staff logs such receipt, access, or use in a written report provided at the next closest
regularly scheduled meeting after discovery of the use, to the Privacy Advisory Commission for
discussion and possible recommendation to the City Council. Such a report shall not include
any personally identifiable information or other information the release of which is prohibited by
law. In its report, City staff shall identify specific measures taken by the City to prevent the
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further transmission or use of any information inadvertently or unintentionally obtained through
the use of such technologies; and

4, After review by the Privacy Advisory Commission, city staff shall submit the report to the
City Council.

(Ord. No. 13563, § 3, 9-17-2019)

9.64.050 - Enforcement.
1. Violations of this Article are subject to the following remedies:

A. Any violation of this Article, or of a surveillance use policy promulgated under this Article,
constitutes an injury and any person may institute proceedings for injunctive relief, declaratory
relief, or writ of mandate in the Superior Court of the State of California to enforce this Article.
An action instituted under this paragraph shall be brought against the respective city
department, and the City of Oakland, and, if necessary to effectuate compliance with this Article
or a surveillance use policy (including to expunge information unlawfully collected, retained, or
shared thereunder), any other governmental agency with possession, custody, or control of data
subject to this Article, to the extent permitted by law.

B. Any person who has been subjected to a surveillance technology in violation of this Article,
or about whom information has been obtained, retained, accessed, shared, or used in violation
of this Article or of a surveillance use policy promulgated under this Article, may institute
proceedings in the Superior Court of the State of California against the City of Oakland and shall
be entitled to recover actual damages (but not less than liquidated damages of one thousand
dollars ($1,000.00) or one hundred dollars ($100.00) per day for each day of violation,
whichever is greater).

C. Acourt shall award costs and reasonable attorneys' fees to the plaintiff who is the
prevailing party in an action brought under paragraphs A. or B.

D. Violations of this Article by a city employee shall result in consequences that may include
retraining, suspension, or termination, subject to due process requirements and in accordance
with any memorandums of understanding with employee bargaining units.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.060 - Secrecy of surveillance technology.

It shall be unlawful for the city to enter into any surveillance-related contract or other agreement
that conflicts with the provisions of this Article, and any conflicting provisions in such future

12



contracts or agreements, including but not limited to non-disclosure agreements, shall be
deemed void and legally unenforceable.

To the extent permitted by law, the city shall publicly disclose all of its surveillance-related
contracts, including any and all related non-disclosure agreements, if any, regardless of any
contract terms to the contrary.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.070 - Whistleblower protections.

1. Neither the city nor anyone acting on behalf of the city may take or fail to take, or threaten
to take or fail to take, a personnel action with respect to any employee or applicant for
employment, including but not limited to discriminating with respect to compensation, terms and
conditions of employment, access to information, restrictions on due process rights, or civil or
criminal liability, because:

A. The employee or applicant was perceived to, about to, or assisted in any lawful disclosure
of information concerning the funding, acquisition, or use of a surveillance technology or
surveillance data based upon a good faith belief that the disclosure evidenced a violation of this
Article; or

B. The employee or applicant was perceived to, about to, or assisted or participated in any
proceeding or action to carry out the purposes of this Article.

2. It shall be grounds for disciplinary action for a city employee or anyone else acting on
behalf of the city to retaliate against another city employee or applicant who makes a good-faith
complaint that there has been a failure to comply with any surveillance use policy or
administrative instruction promulgated under this Article.

3. Any employee or applicant who is injured by a violation of this Section may institute a
proceeding for monetary damages and injunctive relief against the city in any court of competent
jurisdiction.

(Ord. No. 13489, § 2, 5-15-2018)
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Chapter 9.64 - REGULATIONS ON CITY'S ACQUISITION AND USE OF SURVEILLANCE
TECHNOLOGY

Sections:

9.64.010 - Definitions.
The following definitions apply to this Chapter.

1. "Annual Surveillance Report" means a written report concerning a specific surveillance
technology that includes all the following:

A. A description of how the surveillance technology was used, including the type and quantity
of data gathered or analyzed by the technology;

[B. Whether and how often data acquired through the use of the surveillance technology was

shared with outside entities- if known and if practicable, the name of any recipient entity if known

and if practicable, the type(s) of data disclosed, under what legal standard(s) the information
was disclosed, and the justification for the disclosure(s);

C. Where applicable, a breakdown of what physical objects the surveillance technology
hardware was installed upon; using general descriptive terms so as not to reveal the specific
location of such hardware; for surveillance technology software, a breakdown of what data
sources the surveillance technology was applied to;

D. Where applicable, a breakdown of where the surveillance technology was deployed
geographically, by each police area in the relevant year;

E. A summary of community complaints or concerns about the surveillance technology, and
an analysis of the technology's adopted use policy and whether it is adequate in protecting civil
rights and civil liberties. The analysis shall identify the race of each person that was subject to
the technology’s use. The Privacy Advisory Commission may determine, on an individual policy
basis, to waive the obligation to identify the race of each person if the probative value is
outweighed by the administrative burden and potential greater invasiveness in capturing such
data. If the Privacy Advisory Commission makes such a determination, written findings in
support of the determination shall be included in the annual report submitted for City Council
review. |
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F. The results of any internal audits, any information about violations or potential violations of
the Surveillance Use Policy, and any actions taken in response unless the release of such
information is prohibited by law, including but not limited to confidential personnel file
information.
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G. Information about any data breaches or other unauthorized access to the data collected by
the surveillance technology, including information about the scope of the breach and the actions
taken in response;

H. Information, including crime statistics, that helps the community assess whether the
surveillance technology has been effective at achieving its identified purposes;

I. Statistics and information about public records act requests regarding the relevant subject
surveillance technology, including response rates;

J. Total annual costs for the surveillance technology, including personnel and other ongoing
costs, and what source of funding will fund the technology in the coming year; and

K.| Any requested modifications to the Surveillance Use Policy and a detailed basis for the
request,

2. ’Biometric Surveillance Technology” Imeans any computer software that uses Face
Recognition Technology or Other Remote Biometric Recognition in real time or on a recording
or photograph.

3. "City" means any department, agency, bureau, and/or subordinate division of the City of
Oakland as provided by Chapter 2.29 of the Oakland Municipal Code.

4. "City Staff" means City personnel authorized by the City Administrator or designee to seek
City Council approval of surveillance technology in conformance with this Chapter.

5. "Continuing Agreement" means an agreement that automatically renews unless terminated
by one (1) party.

6. "Exigent Circumstances" means a law enforcement agency's good faith belief that an
emergency involving danger of, or imminent threat of the destruction of evidence regarding,
death or serious physical injury to any person requires the use of surveillance technology or the
information it provides.

7. "Face Recognition Technology" means (A) an automated or semi-automated process that
assists in identifying or verifying an individual based on an individual's face; or (B) logs
characteristics of an individual’s face, head, or body to infer emotion, associations, expressions,
or the location of an individual.

8. "Large-Scale Event" means an event attracting ten thousand (10,000) or more people with
the potential to attract national media attention that provides a reasonable basis to anticipate
that exigent circumstances may occur.

9. “Other Remote Biometric Recognition” means (A) an automated or semi-automated
process that (i) assists in identifying an individual, capturing information about an individual, or
otherwise generating or assisting in generating information about an individual based on
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physiological, biological, or behavioral characteristics ascertained from a distance; (ii) uses
voice recognition technology; or (iii) logs such characteristics to infer emotion, associations,
activities, or the location of an individual, and (B) does not include identification based on
fingerprints or palm prints that have been manually obtained during the course of a criminal
investigation or detention.

10. "Personal Communication Device" means a mobile telephone, a personal digital assistant,
a wireless capable tablet and a similar wireless two-way communications and/or portable
internet accessing devices, whether procured or subsidized by a city entity or personally owned,
that is used in the regular course of city business.

[11. “Predictive Policing Technology” means computer algorithms that use preexisting data to
forecast or predict places or times that have a high risk of crime, or individuals or groups who
are likely to commit a crime. This definition does not include computer algorithms used solely to
visualize, chart, or map past criminal activity (e.g. heat maps). |

12. "Police Area" refers to each of the geographic districts assigned to a police commander
and as such districts are amended from time to time.

13. "Surveillance" or "Surveil" means to observe or analyze the movements, behavior, data,
or actions of individuals. Individuals include those whose identity can be revealed by license
plate data when combined with any other record.

14. "Surveillance Technology" means any software, electronic device, system utilizing an
electronic device, or similar technological tool used, designed, or primarily intended to collect,
retain, analyze, process, or share audio, electronic, visual, location, thermal, olfactory,
biometric, or similar information specifically associated with, or capable of being associated
with, any individual or group. Examples of surveillance technology include, but is not limited to
the following: cell site simulators (Stingrays); automatic license plate readers; gunshot detectors
(ShotSpotter); facial recognition software; thermal imaging systems; body-worn cameras; social
media analytics software; gait analysis software; video cameras that record audio or video, and
transmit or can be remotely accessed. It also includes software designed to monitor social
media services or forecast criminal activity or criminality, biometric identification hardware or
software.

"Surveillance technology" does not include the following devices or hardware, unless they have
been equipped with, or are modified to become or include, a surveillance technology as defined
above:

A. Routine office hardware, such as televisions, computers, credit card machines, badge
readers, copy machines, and printers, that is in widespread use and will not be used for any
surveillance or law enforcement functions;

B. Parking Ticket Devices (PTDs);
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C. Manually-operated, non-wearable, handheld digital cameras, audio recorders, and video
recorders that are not designed to be used surreptitiously and whose functionality is limited to
manually capturing and manually downloading video and/or audio recordings;

D. Surveillance devices that cannot record or transmit audio or video or be remotely
accessed, such as image stabilizing binoculars or night vision goggles;

E. Manually-operated technological devices used primarily for internal municipal entity
communications and are not designed to surreptitiously collect surveillance data, such as radios
and email systems;

F. City databases that do not contain any data or other information collected, captured,
recorded, retained, processed, intercepted, or analyzed by surveillance technology, including
payroll, accounting, or other fiscal databases.

G. Medical equipment used to diagnose, treat, or prevent disease or injury.
H. Police department interview room cameras.

I. Police department case management and records management systermsksystems, including
computer aided dispatch systems, and field-based reporting systems.

J. Police department early warning systems.

K. Personal communication devices that have not been modified beyond stock manufacturer
capabilities in a manner described above.

L. _[Forensic instrumentation, equipment, reagents and standards that are used by the Oakland
Police Department Criminalistics Laboratory (Crime Lab) as of August 2020 to analyze
evidence samples collected in the course of an investigation, that upon analysis by the Crime
Lab, may result in the identification of individual persons. A list of specific items is in
Appendix A.

i. Like for like substitutions necessitated by improvements to current _methodology,
instrumentation failures or maintaining compliance with Federal Law will also be excluded.

ii. Entirely new biometric methodology outside the current scope of accreditation of the
laboratory would require the laboratory to seek permission from the accreditation
agency. This would also precipitate involvement of the Privacy Commission.]

M. Live Scan machines (owned by the Alameda County Sheriff's Department but operated by OPD

personnel).

15. "Surveillance Impact Report" means a publicly-released written report including at a
minimum the following:
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A. IDescription: information describing the surveillance technology and how it works, including
product descriptions and manuals (as attachments, if publicly available and current) ﬂrom
manufacturers;

B. Purpose: information on the proposed purposes(s) for the surveillance technology;

C. Location: the location(s) it may be deployed, using general descriptive terms, and crime
statistics for any location(s);

D. Impact: an assessment of the technology's adopted use policy and whether it is adequate
in protecting civil rights and liberties and whether the surveillance technology was used or
deployed, intentionally or inadvertently, in a manner that is discriminatory, viewpoint-based, or
biased via algorithm;

E. Mitigations: identify specific, affirmative technical and procedural measures that will be
implemented to safeguard the public from each such impacts;

F. Data Types and Sources: a list of all types and sources of data to be collected, analyzed,
or processed by the surveillance technology, including "open source" data, scores, reports, logic
or algorithm used, and any additional information derived therefrom;

G. Data Security: information about the steps that will be taken to ensure that adequate
security measures are used to safeguard the data collected or generated by the technology
from unauthorized access or disclosure;

H. Fiscal Cost: the fiscal costs for the surveillance technology, including initial purchase,
personnel and other ongoing costs, the operative or proposed contract. if available - or past
contract if available, and any current or potential sources of funding;

I.  Third Party Dependence: whether use or maintenance of the technology will require data
gathered by the technology to be handled or stored by a third-party vendor on an ongoing basis;

J. Alternatives: a summary of all alternative methods (whether involving the use of a new
technology or not) considered before deciding to use the proposed surveillance technology,
including the costs and benefits associated with each alternative and an explanation of the

reasons why each alternative is inadequate; and,

K. Track Record: a summary of the experience (if any) other entities, especially government
entities, have had with the proposed technology, including, if available, quantitative information
about the effectiveness of the proposed technology in achieving its stated purpose in other
jurisdictions, and any known adverse information about the technology (such as unanticipated
costs, failures, or civil rights and civil liberties abuses).

16. "Surveillance Use Policy" means a publicly-released and legally enforceable policy for use
of the surveillance technology that at a minimum specifies the following:
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A. Purpose: the specific purpose(s) that the surveillance technology is intended to advance;

B. Authorized Use: the specific uses that are authorized, and the rules and processes
required prior to such use;

C. Data Collection: the information that can be collected by the surveillance technology.
Where applicable, list any data sources the technology will rely upon, including "open source"
data;

D. Data Access: the category of individuals who can access or use the collected information,
and the rules and processes required prior to access or use of the information;

E. Data Protection: the safeguards that protect information from unauthorized access,
including encryption and access control mechanisms;

F. Data Retention: the time period, if any, for which information collected by the surveillance
technology will be routinely retained, the reason such retention period is appropriate to further
the purpose(s), the process by which the information is regularly deleted after that period
lapses, and the specific conditions that must be met to retain information beyond that period;

G. Public Access: how collected information can be accessed or used by members of the
public, including criminal defendants;

H. Third Party Data Sharing: if and how other city departments, bureaus, divisions, or non-city
entities can access or use the information, including any required justification or legal standard
necessary to do so and any obligations imposed on the recipient of the information;

I Training: the training required for any individual authorized to use the surveillance technology or to
access information collected by the surveillance technology, i i
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J. Auditing and Oversight: the mechanisms to ensure that the Surveillance Use Policy is
followed, including internal personnel assigned to ensure compliance with the policy, internal
recordkeeping of the use of the technology or access to information collected by the technology,
technical measures to monitor for misuse, any independent person or entity with oversight
authority, and the legally enforceable sanctions for violations of the policy; and

K. Maintenance: The mechanisms and procedures to ensure that the security and integrity of
the surveillance technology and collected information will be maintained.

L. Reporting: Any modifications to the required elements of the Annual Surveillance Report for this

Commented [BS13]: For PAC: OPD cannot commit to
a permanent decision as to who or what type of staff
will produce the training. OPD will ensure that the
proper training occurs and that such training is required
per Use Policy.

particular technology.|

17. “Voice Recognition Technology” means the automated or semi-automated process that
assists in identifying or verifying an individual based on the characteristics of an individual’s
voice.

(Ord. No. 13563, § 3, 9-17-2019; Ord. No. 13489, § 2, 5-15-2018)
6
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9.64.020 - Privacy Advisory Commission (PAC) notification and review requirements.

1. PAC Natification Required Prior to City Solicitation of Funds and Proposals for Surveillance
Technology.

A. City staff shall notify the Chair of the Privacy Advisory Commission prior to:

1. Seeking or soliciting funds for surveillance technology, including but not limited to applying
for a grant; or,

2. Soliciting proposals with a non-city entity to acquire, share or otherwise use surveillance
technology or the information it provides.

B. Upon notification by city staff, the Chair of the Privacy Advisory Commission shall place the
item on the agenda at the next Privacy Advisory Commission meeting for discussion and
possible action. At this meeting, city staff shall inform the Privacy Advisory Commission of the
need for the funds or equipment, or shall otherwise justify the action city staff will seek Council
approval for pursuant to 9.64.030. The Privacy Advisory Commission may make a
recommendation to the City Council by voting its approval to proceed, object to the proposal,
recommend that the city staff modify the proposal, or take no action.

C. Should the Privacy Advisory Commission not make a recommendation pursuant to
9.64.020 1.B., City staff may proceed and seek Council approval of the proposed surveillance
technology initiative pursuant to the requirements of Section 9.64.030.

2. PAC Review Required for New Surveillance Technology Before City Council Approval.

A. Prior to seeking City Council approval under Section 9.64.030, city staff shall submit a
surveillance impact report and a surveillance use policy for the proposed new surveillance
technology initiative to the Privacy Advisory Commission for its review at a regularly noticed
meeting. The surveillance impact report and surveillance use policy must address the specific
subject matter specified for such reports as defined under 9.64.010.

B. The Privacy Advisory Commission shall recommend that the City Council adopt, modify, or
reject the proposed surveillance use policy. If the Privacy Advisory Commission proposes that
the Surveillance Use Policy be modified, the Privacy Advisory Commission shall propose such
modifications to city staff. City staff shall present such modifications to City Council when
seeking City Council approval under Section 9.64.030.

C. Failure by the Privacy Advisory Commission to make its recommendation on the item
within ninety (90) days of submission shall enable the city entity to proceed to the City Council
for approval of the item.



3.  PAC Review Requirements for Existing Surveillance Technology Before City Council
Approval.

A. Prior to seeking City Council approval for existing city surveillance technology under
Section 9.64.030 city staff shall submit a surveillance impact report and surveillance use policy
to the Privacy Advisory Commission for its review at a regularly noticed meeting. The
surveillance impact report and surveillance use policy must address the specific subject matter
specified for such reports as defined under 9.64.010.

B. Prior to submitting the surveillance impact report and proposed surveillance use policy as
described above, city staff shall present to the Privacy Advisory Commission a list of
surveillance technology possessed and/or used by the city.

C. The Privacy Advisory Commission shall rank the items in order of potential impact to civil
liberties.

D. Within sixty (60) days of the Privacy Advisory Commission's action in 9.64.020 1.C., city
staff shall submit at least one [(1) surveillance impact report and proposed surveillance use
policy per month, after the PAC completes a recommendation for a different surveillance
technology ho the Privacy Advisory Commission for review, beginning with the highest-ranking
items as determined by both the Privacy Advisory Commission_and staff, and continuing
thereafter each month until a policy has been submitted for each item on the list.

E. Failure by the Privacy Advisory Commission to make its recommendation on any item
within ninety (90) days of submission shall enable city staff to proceed to the City Council for
approval of the item pursuant to Section 9.64.030.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.030. - City Council approval requirements for new and existing surveillance technology.
1. City staff must obtain City Council approval prior to any of the following:
A. |Accepting state or federal funds or in-kind or other donations for surveillance technology;

B. Acquiring new surveillance technology, or replacing existing surveillance technology that
has not been previously approved by the City Council pursuant to the requirements of this
Chapter, including but not limited to procuring such technology without the exchange of monies
or consideration;

C. |Using new surveillance technology, or using Council-approved-existing surveillance
technology por the information it provides for a purpose, in a manner, or in a location not
previously approved by the City Council pursuant to the requirements of this Chapter; or]
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E. Entering into a continuing agreement or written agreement with a non-city entity to acquire,
share or otherwise use surveillance technology or the information it provides, including data
sharing agreements.

F. Notwithstanding any other provision of this Section, nothing herein shall be construed to
prevent, restrict or interfere with any person providing evidence or information derived from
surveillance technology to a law enforcement agency for the purposes of conducting a criminal
investigation or the law enforcement agency from receiving such evidence or information.

2. City Council Approval Process.

A. After the PAC notification and review requirements in Section 9.64.020 have been met, city
staff seeking City Council approval shall schedule for City Council consideration and approval of
the proposed surveillance impact report and proposed surveillance use policy, and include
Privacy Advisory Commission recommendations at least fifteen (15) days prior to a mandatory,
properly-noticed, germane public hearing. Approval may only occur at a public hearing|_City
staff shall not unreasonably delay scheduling any item for City Council consideration.

B. The City Council shall only approve any action as provided in this Article after first
considering the recommendation of the Privacy Advisory Commission, and subsequently
making a determination that the benefits to the community of the surveillance technology
outweigh the costs; that the proposal will safeguard civil liberties and civil rights; and that, in the
City Council's judgment, no alternative with a lesser economic cost or impact on civil rights or
civil liberties would be as effective.

C. For approval of existing surveillance technology for which the Privacy Advisory
Commission failed to make its recommendation within ninety (90) days of review as provided for
under 9.64.020 3.E, if the City Council has not reviewed and approved such item within four (4)
City Council meetings from when the item was initially scheduled for City Council consideration,
the city shall cease its use of the surveillance technology until such review and approval occurs.

3. Surveillance Impact Reports and Surveillance Use Policies are Public Records. City staff
shall make the Surveillance Impact Report and Surveillance Use Policy, as updated from time to
time, available to the public as long as the city uses the surveillance technology in accordance
with its request pursuant to Section 9.64.020 A.1.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.035 - Use of unapproved technology during exigent circumstances or large-scale event.

1. City staff may temporarily acquire or use surveillance technology and the data derived from
that use in a manner not expressly allowed by a surveillance use policy in two (2) types of
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circumstances without following the provisions of Section 9.64.030: (A) exigent circumstances,
and (B) a large-scale event.

2. If city staff acquires or uses a surveillance technology in the two (2) circumstances
pursuant to subdivision 1., the city staff shall:

A. Use the surveillance technology to solely respond to the exigent circumstances or large-
scale event.

B. Cease using the surveillance technology when the exigent circumstances or large scale
event ends.

C. Only keep and maintain data related to the exigent circumstances and dispose of any data
that is not relevant to an ongoing investigation.

D. Following the end of the exigent circumstances or large-scale event, report that acquisition
or use to the PAC at their next respective meetings for discussion and/or possible
recommendation to the City Council in accordance with the Sunshine Ordinance, the Brown Act,
and City Administrator deadlines.

3. Any technology temporarily acquired in exigent circumstances or during a large-scale event
shall be returned within seven (7) days following its acquisition, or when the exigent
circumstances end, whichever is sooner, unless the technology is submitted to the City Council
for approval pursuant to Section 9.64.030 and is approved. If the agency is unable to comply
with the seven-day timeline, the agency shall notify the City Council, who may grant an
extension.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.040 - Oversight following City Council approval.

1. For each approved surveillance technology item, city staff must present a written annual
surveillance report for Prlvacy Adwsory Commlssmn review by Aprll 30 of the foIIowmq year a

ann&aﬂythereaite; as Iong as the technology is in use. If city staff is unable to meet the
deadline, city staff shall notify the Privacy Advisory Commission in writing of staff's request to
extend this period, and the reasons for that request. The Privacy Advisory Commission may
grant a single extension of up to sixty (60) days to comply with this provision.

A. After review by the Privacy Advisory Commission, city staff shall submit the annual
surveillance report to the City Council.

B. The Privacy Advisory Commission shall recommend to the City Council that the benefits to
the community of the surveillance technology outweigh the costs and that civil liberties and civil
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rights are safeguarded; that use of the surveillance technology cease; or propose modifications
to the corresponding surveillance use policy that will resolve the concerns.

C. Failure by the Privacy Advisory Commission to make its recommendation on the item
within ninety (90) days of submission shall enable the city entity to proceed to the City Council
for approval of the annual surveillance report.

2. Based upon information provided in city staff's Annual Surveillance Report and after
considering the recommendation of the Privacy Advisory Commission, the City Council shall re-
visit its "cost benefit" analysis as provided in Section 9.64.030 2.B. and either uphold or set
aside the previous determination. Should the City Council set aside its previous determination,
the city's use of the surveillance technology must cease. Alternatively, City Council may require
modifications to the Surveillance Use Policy that will resolve any deficiencies.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.045 - Prohibition on City's acquisition and/or use of (i) biometric surveillance technology, or
(i) predictive policing technology

A. Notwithstanding any other provision of this Chapter (9.64), it shall be unlawful for the City
or any City staff to obtain, retain, request, access, or use:

1. Biometric surveillance technology; or]
2. Predictive policing technology; or

3. Information obtained from either biometric surveillance technology or predictive policing
technology.

B. City staff's inadvertent or unintentional receipt, access of, or use of any information
obtained from biometric surveillance technology or predictive policing technology shall not be a
violation of this Section 9.64.045 provided that:

1. City staff did not request or solicit the receipt, access of, or use of such information; and

2. City staff shall imnmediately destroy all copies of the information upon its discovery and
shall not use the information for any purpose|, unless required by law; and

3. City staff logs such receipt, access, or use in a written report provided at the next closest
regularly scheduled meeting after discovery of the use, to the Privacy Advisory Commission for
discussion and possible recommendation to the City Council. Such a report shall not include
any personally identifiable information or other information the release of which is prohibited by
law. In its report, City staff shall identify specific measures taken by the City to prevent the
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further transmission or use of any information inadvertently or unintentionally obtained through
the use of such technologies; and

4, After review by the Privacy Advisory Commission, city staff shall submit the report to the
City Council.

(Ord. No. 13563, § 3, 9-17-2019)

9.64.050 - Enforcement.
1. Violations of this Article are subject to the following remedies:

A. Any violation of this Atrticle, or of a surveillance use policy promulgated under this Article,
constitutes an injury and any person may institute proceedings for injunctive relief, declaratory
relief, or writ of mandate in the Superior Court of the State of California to enforce this Atrticle.
An action instituted under this paragraph shall be brought against the respective city
department, and the City of Oakland, and, if necessary to effectuate compliance with this Article
or a surveillance use policy (including to expunge information unlawfully collected, retained, or
shared thereunder), any other governmental agency with possession, custody, or control of data
subject to this Article, to the extent permitted by law.

B. Any person who has been subjected to a surveillance technology in violation of this Article,
or about whom information has been obtained, retained, accessed, shared, or used in violation
of this Article or of a surveillance use policy promulgated under this Article, may institute
proceedings in the Superior Court of the State of California against the City of Oakland and shall
be entitled to recover actual damages (but not less than liquidated damages of one thousand
dollars ($1,000.00) or one hundred dollars ($100.00) per day for each day of violation,
whichever is greater).

C. Acourt shall award costs and reasonable attorneys' fees to the plaintiff who is the
prevailing party in an action brought under paragraphs A. or B.

D. Violations of this Article by a city employee shall result in consequences that may include
retraining, suspension, or termination, subject to due process requirements and in accordance
with any memorandums of understanding with employee bargaining units.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.060 - Secrecy of surveillance technology.

It shall be unlawful for the city to enter into any surveillance-related contract or other agreement
that conflicts with the provisions of this Article, and any conflicting provisions in such future
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contracts or agreements, including but not limited to non-disclosure agreements, shall be
deemed void and legally unenforceable.

To the extent permitted by law, the city shall publicly disclose all of its surveillance-related
contracts, including any and all related non-disclosure agreements, if any, regardless of any
contract terms to the contrary.

(Ord. No. 13489, § 2, 5-15-2018)

9.64.070 - Whistleblower protections.

1. Neither the city nor anyone acting on behalf of the city may take or fail to take, or threaten
to take or fail to take, a personnel action with respect to any employee or applicant for
employment, including but not limited to discriminating with respect to compensation, terms and
conditions of employment, access to information, restrictions on due process rights, or civil or
criminal liability, because:

A. The employee or applicant was perceived to, about to, or assisted in any lawful disclosure
of information concerning the funding, acquisition, or use of a surveillance technology or
surveillance data based upon a good faith belief that the disclosure evidenced a violation of this
Article; or

B. The employee or applicant was perceived to, about to, or assisted or participated in any
proceeding or action to carry out the purposes of this Article.

2. It shall be grounds for disciplinary action for a city employee or anyone else acting on
behalf of the city to retaliate against another city employee or applicant who makes a good-faith
complaint that there has been a failure to comply with any surveillance use policy or
administrative instruction promulgated under this Article.

3. Any employee or applicant who is injured by a violation of this Section may institute a
proceeding for monetary damages and injunctive relief against the city in any court of competent
jurisdiction.

(Ord. No. 13489, § 2, 5-15-2018)
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CERTIFICATE OF ACCREDITATION

ANSI National Accreditation Board
2000 Regency Parkway, Suite 430, Cary, NC 27518

This is to certify that

Oakland Police Department
Criminalistics Laboratory

has been assessed by ANAB
and meets the requirements of

ISO/IEC 17025:2017

. ANAB 17025:2017 Forensic Science Testing and Calibration Laboratories
Accreditation Requirements
FBI Quality Assurance Standards for Forensic DNA Testing Laboratories:2011

while demonstrating technical competence in the field of

FORENSIC TESTING

Refer to the accompanying Scope of Accreditation for information
- regarding the types of tests to which this accreditation applies

Certificate Number: FT-0057
Valid to: 10/31/2022 -

Pamela L. Sale
Vice President, Forensics
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SCOPE OF ACCREDITATION TO:

ISO/IEC 17025:2017
ANAB 17025:2017 Forensic Science Testing and Calibration Laboratories
Accreditation Requirements
FBI Quality Assurance Standards for Forensic DNA Testing Laboratories:2011

ANSI National Accreditation Board

Oakland Police Department Criminalistics Laboratory
455 7th Street, Room 608
Oakland, California 94607

FORENSIC TESTING

Valid to: October 31, 2022

Certificate Number: FT-0057

Discipline: Biology

Component/Parameter or ' Key Equipment or
Characteristic Tested Test Method Items Tested Technology
Body Fluid Identification?? FBU SOp B19od, Sem'en, Saliva, Chemical, Visual
‘ Tissue, Urine, Feces
. . Robotic System, Extraction,
DNA-STR! Flexible Scope BIO(.)d’ Saliva, Urine, Feces, Capillary Electrophoresis,
Hair, Bone, Teeth, Semen .
: Data Interpretation System
Individual Characteristic Combined DNA Index
Database FBU SOP DNA Profiles System (CODIS)
Discipline: Firearms and Toolmarks
Component/Parameter or Key Equipment or
Characteristic Tested Test Method Items Tested Technology
Physical Comparison Firearms SOP Ammunition Components | Comparison Microscope
Determl.nathn of Firearms SOP Firearm Refer to Method
Functionality
Length Measurement Firearms SOP Firearm Measuring Equipment
Trajectory Determination? Firearms SOP Location, Physical Item Refer to Method
. - . {National Integrated Ballistic
Individual Characteristic Firearms SOP Ammunition Components Information Network
Database
(NIBIN)
Version 004 Issued: 08/07/2019 Paée 1of2

2000 Regency Parkway, Suite 430, Cary, NC 27518
414-501-5494 www.anab.org




Oakland Police Departnient

Criminalistics Laboratory

FT-0057

Discipline: Friction Ridge

Component/Parameter or : Key Equipment or
Characteristic Tested Test Method Items Tested Technology
_Collection®? _ LPU Processing Manual ~ Physical Evidence Adhesive Lift, Photography
: . Visual (Photoshop),
Enhancement?? LPU Processing Manual Latent, Patent, Plastic Photography, Physical,
; ~_Chemijcal
v Latent, Patent, Plastic to
Physical Comparisons LPU SOP Known, Known to Known, Refer to Method
: Unknown to Unknown - . :
California Automated
- - . Fingerprint Identification
Individual Characteristic 'LPU SOP Latent, Patent, Plastic or a System (AFIS), Next
Database : Known . : .
‘ Generation Identification
(NGD)
Discipline: Seized Drugs
Component/Parameter or ’ Key Equipment or
Characteristic Tested Test Method Items Tested Technology
Macroscopic and
Microscopic Exam, Color
Spot Test, Microcrystalline
_ : Test, Thin Layer
Qualitative Identification'%? Flexible Scope Solid, Liquid, Botanical Chromatography, Gas
: Chromatography, Mass
‘Spectrometry, Infrared
Spectroscopy, Fluorescence
Spectroscopy -
Weight Measurement Solid, Liquid, Botanical - Balance

DAU SOP

Note 1: A flexible scope has been granted for this component/parameter or characteristic tested. ANAB has assessed the competence required to develop, validate,
and perform quality assurance within this provided service. New or modified methods for the item(s) and equipment/technology(ies) listed in this row on the
Scope of Accreditation may be introduced. New measurement principles, item(s), and technology(ies) will require evaluation by ANAB prior to granting a scope
extension, Contact the forensic service provider for information on the specific test method in use at any point in time and utilized for accredited testing work.

Note 2: Field Testing: performance of tésting task(s) at a location other than that listed on this scope of accreditation. Often, but not always, the location is not
under the control of the forensic service provider. )

Note 3: The forensic service provider performs these testing services both at the stated location and in the field.

Pamela L. Sale
Vice President, Forensics

V_ersion 004 Issued: 08/07/2019

2000 Regency Parkway, Suite 430, Cary, NC 27518
414-501-5494 www.anab.org
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POSITION STATEMENT

The OPD Criminalistics Laboratory views the analysis of DNA at the loci approved by the FBI as an
investigative tool for determining the presence, or absence, of individuals associated with evidence
collected at a crime scene. After collection, the evidence is turned into property. After a request for
analysis, a genetic profile may be developed. Use of a database may then be necessary. If a database
match is determined and confirmed by a gatekeeper of the database, then and only then is a name
released to the OPD Criminalistics Laboratory. Only after a reference sample is collected from this
individual and run through the same DNA analysis as the evidence to develop a profile does an OPD
criminalist analyze this data to determine an inclusion or find an exclusion. There is a separation in time
and space and the role of a trained human interpreter is key; at no time does a machine make any
identification.

This differs vastly from the use of DNA as a biometric which would be a rapid analysis in which a
machine makes a determination as to a person’s identity directly from a sample. There may be no
separation in time or space, there is no gatekeeper to disclosing named individuals and there is no
trained human—the machine makes the call.

Neither does the Criminalistics Laboratory view the current DNA analysis practices as surveillance. DNA
analysis cannot be done on random samples with no possible nexus to a crime scene, nor can it be done
in real time (at present). The regions of the DNA analyzed are non-coding regions where phenotypes are
not present. Most important to privacy, this means that characteristics of the individual such as blue
eyes or a proclivity to develop cancer, are not part of the developed profile. The profile may only be
used to include an individual or, very importantly, exclude others.

Nonetheless, the laboratory takes confidentiality seriously. The Laboratory is happy to disclose the
rigorous number of safeguards to confidentiality existing in current protocols. Indeed, not only does
laboratory policy dictate proper regard for confidentiality, but professional ethics codes to which all staff
adhere and the laboratory’s accreditation agency also mandate it. Lastly, if there were to be lapses in
the disclosure of this confidential information, eligibility to use CODIS would be suspended and criminal
prosecutions against laboratory personnel could occur.

The Laboratory hopes to be able to provide the Privacy Commission, City Council and most importantly,
the residents of Oakland confidence that they are not being surveilled, biometrically profiled or if their
DNA is analyzed in the course of a criminal investigation that the laboratory shields that information
from improper dissemination with robust confidentially measures.



SIS 3STVd
STV ISV
131347 jeustay L INYL ENVE] :
18PPA) jeussyl 3INYL 351 ;
a1emyos SuidAL 135Iv4 ESZ] :
E\Z] ENVZ]
ssemyos SuidAL ISTvA EI7Z] )
asemyos SuidAL 3STVA ENZ
ajemyjos SutdAt ISV 3STvd
asemyos BuidAL 3STvA EZ]
34BM}0S uoneueny 3sTv4 35TV
31eM130S uonRIUEND 3TV 3ISIv4
10q0y Sutjpuey pinbr INY.L ISV
10qoy Sujjpuen pinbiy 3INYL EVZ]
10qoy Suijpuey pinbr 3NYLE ENNZ]
10q0y Suijpuey pinbi 3041 3STVd
10q0y Bugjpuen pinbrlianNyl S
10qoy Suljpuey pinbry INYL 13S7v4
0G0y Sulpuey pinbry INYL ISV
10q0Y SuypueH pinbr 35TV EQVZ]
WBWALISY] ¥Dd dwl-{eay 3NYL ELE] .
WBWINIsUf Yod Swi-esy INYL ENZ] H
J8AIRS SIA0D 35TV RERLZ]
* JBAIRS SIA0D ISIVY 354
mawpssigod ISTvE dsive -
adoasotdn : .
3Svd ISV
adodsooin:
3STv4 EVZ]
SuiusaIds 104 92:n0S ST SleUIBYY ISTVY ISIVv4 :
Sutusaias 104 324N0S Em: mu,mc._wu_< sivd 3S1v4 o ,“
Suuosos Jop sdmos i eweyy ISVA T 3SWA

u|us219s 50§ 32un0S WS1T NeUIBIYISTVS
Suluaauds 104 32:n0S YSIT S1ewWIBYY 3STYH
- Burusa2s 103 32n0S Y17 BIRUIRYY ISV
SuU1U33.25 10} 921N0S WS eIV ENVZ]

uoISITIP YNQ 404 Jojeqnou) ISTv4
UORSIBIP VNG 404 J01eqnau|: ELAR
J03R13UBUG) YNQ 3STVE
u011538Ip YNQ 10} 38n§L1us) ISV
uonsadip VNG 40} 9Snyua) 351V
uonsaBip YNG 03 a9nunuad 35T
uonsaSip YNQ 103 98njLIU93 35TV |
uonsaBip YNQ 10} 33nyLU3) 3STVS
uonSOTIP VNG 105 3BAUI) ISV
uonsISIp YNG S04 98np3ua) ISTV4
uonsasip YNQG 10} mmsm_hucm,u 3§74
uoRsIsIp YNQ 103 98ny3ua) 35TvE 38T

12zAfRUY 311BUBY INYL
J9zAjeUY 21BUSD :INYL

a8exoeq Kiossady

. vi-Aen-o pue 321n0s ys17 I3dQ Joqi uaBojeH vewSR + ._wumou_w. 22405 33N, . di
snjeleddy UoRIAISQ INLISOIIST UBlWa314 + 191503 | o vasa
3 WISISAS ¥Dd X2p01d {av eye) saiSojouysal i JIPA) [ewIBYL :
,,,,,,,,,, QwasASyddxPPold:  (av exe) ssiSojouyda) ayn 19PAY [eunBy L
S1emYos sisAleuy 1Isdxpatlly UOISIASYIN; SIEMIos.
9Z°0°T A 95eMYSHIA patuoig esoiny 318M1JOS
uoneeIsul {ind X Gt v, 21em130S
I JUSI XAIND v’ - 31emyos
9T-IeIN-0E 3ka-g pA ton3syjo] 21eq av " 3iemyos
LT-1dv-10 3AQ-9 pA UOILID|[0) IR av. a1emyos
0Z-ARIN-ET 31BM10S U0130919Q WAISAS 0052 av :
6T-Mi-sz 31BMI)O5 UONIBIS] WATSAS GOSL av
- TT-uer-1z 10q0y SuiipueH pinb ANBYID uagelp:
TT-Uef-1g 10qoy Suljpuey pinbi AMEVIO udgeIn: )
ST-JeN-TE 1090y SutjpueH pinbry AN|(BvID udsein .
LT-30v-10 X TZ3 10903019 uagern !
TT-uer-tg IX TZ3 0q0y01g
ET-UN(-€0 X TZ3 30qoyolg . _
m.mbmn_.mN GQOTT esiopn paueolg eioiny:
o 00TT esion. . patuolg eoiny 0G0y
TT-URFST WIIsAS ¥Id it [eay 00SL swiolsAsolg paljddy : uoneyueNy:
: £0-d3s-10 Wwa3sAS YJd Wil |eay 00SZ N SwasAsolg _uw__aaﬂ B uoneyuen):
OT-Nf-9T SIQ0D 10} %SIp piey 13AISS dH; fessydiing:
0T-In{-91 SIA0D 104 ysip piey JaAIS dH: lesoyduad
0T-n7-9T SI03J 104 sip pJey ISAISS T [esyduad
0Z-8nv-50 aH yam 8dooso b_sw %M_Mw,_‘mwﬂw (LD e 3y8nog) ssiez: 9d0350.0IIN :
0z-9nv-50 oreas: aouakay! adossom!
pue esawes Yum 3do3sodnn 33Uy . :
B SUYM - 2UPWNY’ UBWD3I] B 191504 251005 Y317
- TBI0IA - STBWIL) U514 73 491504 i @0Inog WS
E Y s TS T EYTTT uewsalj g o505 321n0S Emzw o
U315 S Bwd ueWwa31] g 193504 331008 3N
US315 Snig - SR Ueleald g 91504 - 351n08 WS
Snjg - S1TPWI) Uellisa14 7 1931509 . T 951n08§ WS
60-IN[-0€E 32110 ST JIsUBI04 3dOISININD 33405 18T
T U0 101RGNOY] | odjayL o
9460 T Sy Ly exwowtay s T popuaddsl ._Emn:u:_
ZT-934-60 V- exwowiayl popuaddy.” o " Jojeqnauy
T o " weshs JeApaads YNG ’ JUBHS JBYsIHowIBYLL . o S8NJIUD)
N T T T 38nyensads T euqer: asnpua):
doi 3jqes ~mm=m:ucmu £TE-7 IWIOH: om:w_.._u:uuw
ot-ueriz "doy 2)qe3 ‘e8npius) TTWeEgzzawBH, ST ggnpnus)
G T e m_n,mm,mmwmh_._mmw,w e
YO-UnF-1o doy 3jqe) ‘aBnytua) VIH 08T-Z 3JUH . oBnyRua).
Jounfrg T do3 3qes SanIua) ” VIH 08Tz siwisy T oBnginus);
Toungto do} 3jqe3 ‘8njuius) V1H 08T-Z S[WHSH' o 38Njinua);
oc.>ms_ -LT do3 9jqey 98npuua) V1H 08T-Z 9jwiay

'doy 3[qes ‘a8njLnua)

"N siss10ydosa)3 Arejjided oS e

Z-UIN P|WIRH

" suisyshsoig .uw__na<

U sisv1oydondsI Arejjde) OETE.

.nﬁ-:m_. 8T

atH ._wN>_NC< u.u&:w,ru Om.nm m<

212MIOS co_ﬁwuwo Emum>m 00sZ

u:mEa_:Um u:m ﬂ:mEE«m:_



INyL InyL -(eozolewsads ‘paJedsid (1uasesy) sad judSesy
‘s|3 Ajjesawwios 3q ued uddedl syl
fepynds -o71)
S33BJISQNS OIS *OTHP 2]1421S Yum 3Wn|oA [eutdiuo
{etsazew sefn(|33; 01 Isnfpe ‘Sutre|d0INE 1Y “SWN[OA Y3
10 uoidRLXD Jew pue sapmod Y1 IA|0SSIG "OZHP O
3yt uipasn: (£ Hd ‘sgd) suljes pasayng azeydsouyd
sty'L HAd Sg9d;  Jo s1oyded pasedasd Ajjeidsawwod ppy
INYL 3Nyl ‘s9|dwes “OCHP 211235 Yyum ylew 3L Juaseay
VNG 91njIp} 03 32eq dwnjoa jsnfpe ‘Suiaepoine SYy
01 OTHP 211215
4O peajsut pasn aAepoINe
aqued 3L pue ‘SWn|oA 341 y2ew ‘s[04 ol
‘suwnjod uidsi  onbyy [OH NT Yim g'g 01 Hd isnfpy
00T-UOdLIUa);  “OTHP 01 V143 NS0 PUe [DH SUL ppY
ay3 Suisn spym
VNG pa1oeixe
am[ip 03 pasn sy
Jayng V1qg3-suL: -
ISIv4 splepuels xuien 3Ag § Ele)
3NYL XOT “1ayng sisAjeuy ER)
3Nyl wagg ‘Aenry Asejide) OETE
3514 Aseyiide) 1153
INY¥L |WS"E ‘0ETE ‘¥ dOd vdOd
35174 ) 2Nss1L 3040y TZ3 1X3
[augeagieoniy -~ suon3sIa; Hondrosod;
doysooyd sqopy 31eMU0S
waIsAs 10} 19AI9s dnyoeg Aerog JBAIRS
UCIIBISHIOM JUSIET [BSIDAIUN -5} aiemyos
y3oesy JUIIBYOD 321n0s1Y811
({s=8ew\ 10} s1em1yos} SINVAY Aeioy 31eMYos
[ef| 21eMm}0S uosuedwo)) JIsuaiod asemyos
35TV4 : " 00ZovA’ ETORITS Jaquiey) wnnsep’
3STV4 o Y )7 SO o wEE.m Jaquey) E::mm,\ﬂ )
35v4 01-das-€0 1O SINVAY - 99 0SETIN Juerjod dH n_I, JBMIRS:
S AT e TSiT856 . :;mmwm,m. e m
E vr-dasgr mb_: bmmwmmm s._\\,_e w»mo. ._m(EExm o I Y N
351V $1-das-g1 TS9-HLd/W 0id sonuf - 19|qe] 1§ udd _Eo:atwaw
3STv4 ‘yr-das-gT o "E0LVTSAJQTI0LLZAA swosmsinl oYU
EQLZ ) o i OZZEOX: SOSMBIA- JONUON
E 7 T .,_w,ES pueT p-d. . T T snosuelpasing
35vd [oT-Aein-g1 _queyy Suing vy -GOO0E DN URGISdn 4 401504 7 'snodue|RIsiN
: Bqwieys o
IS4 9T-ARIN-8T : S21SUR104 PRIYMOLLY SnOdUL|RISIN
w 1BJUBWIUOIAUS - §IGS MOYMOLIY
ERRL£] £1-1dy-97 mu N-06-1 - 1981 uon|osay Y3y esyn: ouj 98ew| _um:an< PJEpUEIS JUBWINSRIN ;

g4

a4

ad
a3
94
LE|
a4
a4

uawdinbs pue mx?_m_u:mum ‘syuadeay
d1

a1
a1
d1
1
4




3MdL

Nyl

-dq Z8TY 0}

€TT Wwoly t3Sua)
u1 Buiuel
sjuswsey

€ JO 51515U02
Jappe;j syl
‘VNQ papuens
-2)qnop 40 3zt
3y} 1en|eas o1
|98 12npoud ay3
ul pasn si 1oppe|
VNQ dq €2ZT 3YL

“13yng Buipeo| XT

pue i g / yNg 3l T j0 suoneliuzdu0d
|euly pj3iA 03 p-31 pue Jaynq

SuIpeo| X9 Ul PAINYIP S1 VNG S3ppe| YL

Jappel dq €21

Jua8eay

INYL

INdL

-aseajoud 3uas
Jipdadsuou

e sy oid
“suiajoud 1598ip
o1 pue ‘saseNg
pue saseNy se
yans sasespanu
snouaSopus
SleAzdeUl

0} pasn

St ) 95eUIaI0Ld

Jw T =3Hun T °S3qn3 98njIIud01W
Tw 570 ut 1 gz onbie pue
‘DA|0SSIA "OTHP 01l 35eUIS10Id PPY

ﬁ:wm&xv |enue - ) 95eura10ld

juaseay

Nyt

INyL

auoq

Jo uonsasdip
pue ‘Jiey

jo uonsasip
‘eozojewrsads
Susureuod
Ajferausiod
|elazew
Tevdojolq

40 uondeXD
jeRuasayip u
pasn st Ju93es.
103224301y G

W T =Hun
T "s3gn1 a8nyIua20195W W §°g o3ul 7t
02z 3onbije usyl ‘OTHP Ul L1Q IM0SSIG

(1us3eay) [enuep - (01RIYIOIYAA

Jud8eay

E ]

a4

a3



Aq aaneasasasd
e se sJjayng ayy
30 Auewr ut pasn

SIVIQI W S0

3ISTV4 STV (s3Aq pay sexa | pue GAD ‘€AD) AINVND
1l 15t uolelqiie) [e4193dS 00SL
InyL INYL uadijue asn 03 Joud #3101 Ul T 3D se8ple) ggd sa1es9s agewnsuo)
oyaads s3e3soud . : i
30 uUoRdIRP
:Bunsay piny
Apoq uswas .
3STvd 354 ‘uotjepe.dap -aoe|d pajeliusA-jem pue uoNN[OS APUIOJY) WnsaUSeN [eanwayy
SAIIDRS Adp e u1 pasopd Apysi Jouleluod daay
paseq aseuq
10} SpuaSea|
e/ T3
Supjew R
3sTvd 35Tv4 {leanuayd) | aseug feanay)
INYL INYL ° SulelS 33U] Sewy . JudSedy
Isivd Nyl TWO0S ‘%0E ‘SpIxosad usdoipAH juaseay
ENAE] 351v4 SpJepuels xuxew £€-5a E]
andL INYL PLETA - LN J3yng TZ3 JusS8eay
: Y21eq [EIIUIYD 3Y] JO PUS BYT I8 3] |IM
21ep uonelidxe mQ ‘3diea 1aye 1edA T
- PUBWIWIOJ3S ADY] ‘UOIIESIDAUOD v__mc._w
. . 1394 "91ep uoelidxa Jandeinuew ou
IndL 3NY¥l Uy s01831359AU) TZ73 a3
INdL INYL . RIy BTN JINY
3S1vd 3S7v4 ([estwiayd) ) aseuivo.d {eawsy)
3STvd 3574 “(1eowway)) jouaayioyyq {e31WBY)
3INYL nygL 1d yoleg ‘paJedasd Afedsowwo) NS0 ‘v1a3 |eaiusyy
’ {eJNW3Y) 3y
joueisaylle
apew aq pjnoys
“suorjesedsad ., .
- Jayng 13430 0} ;
pappe sl Vi3
pa3esuaduod
SIyL “sowAzud
SuiBewep YNG
104 510392403
se 1Je ued
YoIym sjersw
i Aneay Sunepyd

E |

:E]

ad

84
E
a4

a4
a4

a4
a4
ad
ad
a4



jo uonesedaud
asnoy-ut 3y}

s1 s1yt “Suiddew
pue uoIsnyIp
{etpel asejiwny

INYL INYL [agny (1ua3eay) spiwew.od juadesy
. 98n§LAU3 0101 W, T e o3ul s3|dwes .
Wi Sz 30nbife ‘(110G JWSZ 2Y3 wold
Nyl ISV 11 uoneaqife) [e1393ds 00SL AINVND
3I5Tv4 35Tv4 pasidxs Spaepuels XUIBIN X3]dJomod yun
) . ‘IDI/KINO
uonepten i
3ISTvd 3ISTv4 oL i X pue (1eatway)) urjeyiydiouayd [EETTENSY
3AdWINSald: UOIINIOS SIBUCHIED WNIPOS PIBINIES JO
poojg; Twz.. oI uieyiydjouayd y0 Sw 5. ppy
13sTv4 ERYV£] 91 (1eausy)) suipljot-0 jediuay)
andwinssid
poojg
IndL INdL *s1531 poo|q pe {3uazeay) aulploL-0 uaSeay
anindwnsasd 21392¢ [RIJR]S pUE |OURY13 JO UOIN|OS ’
loj pasn T:T & Ul PAA|OSSIP (A/M) 2UIPI03-0 %T
St aupl|ol-oy1o .
ESLZ] ESIZ] ueJ 39403 W3OM JRINISION Y3IH VNG Z9SH Run
Nyt JNYL - 3Bj0IA [R3sAI) Juaseay
anyL InyL. MHTT: saqn} Y24 1N00T (s1onbiiy} ¥NY Jatiie) ua3esy
’ 8ny €7 £'Ty HD| 03Ul saj0nbife TngT aJedald jxoHOA JoU
0@ "YNY J311Jed Jo 3qn3 3uo. 01 31 INQTE
Buppe Aq YNY JILLIED Y3 9IN1ISUCIY
3nYL anyL _ lofo/o/t (1eorwayd) 1531 30dS dv [eaway)
paziiozes1ay -
-aulpistueip
-0 ‘0/o/t/z
3jeydsoyd pioe
1Ayaydeu eydje
‘0/0/0/¢ proe
oljew ‘Z/T/0/t
areydsoyd
wnipos 31seqip)
:uizes v4dN
INYL Nyl Xt *OTHP 2]14915 YIm dpuew: -~ (3uaSeay) 1ayng asefhwry Jua8eay
. 13)inq pasedasd: o1 yoeq awn|oa snfpe ‘Suiaejpoine Jayy
J21ndegnuew :
Suisn anefaoine
Aq pasejdas Pue 3WN|OA Y3 YN "OZHP Ul
ud3q sey: [JBN pue ‘pOdHTEN ‘FOJTHEN 2A0SSIQ
3 “13yng syl .

ad

a4
a4

94

E |

84

ad

d1
:E

8d

a4



INYL

_3uaseay

3NYL ‘uuads] W T =3un T 'sagnijwQg-z uisionbie]  (3uo3esy) es1dA - ZIDeD/ZDEN
40 uonsaSip 1nQQs aJedald “191em pa3eall J4ag
o1loud; 03 S[EdUIY3 ZDED Pue ZIIBIN Y3 PPV
'YNG D3 [enpisas
2A0WS31 0}
3seuq ajeanoe :
01 spoylaw .
uonssSip
CRUEYENT i
ay1 u pasn !
IMYL INYL “wsads ) MWi=3unT (3ua3e2y) es1oA - VI3 juaSeay
: J0 uonseSip} ‘sagny ajduwes TWQ'g OIUL UOKNIOS 43015 . "
or10ud @send!  VLAI NSO JO stonbie Ingpt ssedaid
srenpoeur - ’
’ 01 spoyIew
’ uonsadip
[eRUBIBYIP
Y3 uj pasn
InyL INYL - “wsads *xx950UQ Sw/siun (3uaSeay) estap - | 3seuq juo8esy
o uonsagip Z3UNY €9EE 10§ 51 31D SIY L4 ps )
o1 Joud uonoey ) JWI=uR T "seqm
uuads ay3 woiy TwQ-z ojul sonbife 1nogE siedaid i
VNQ D3 93y “UORN|OS 03 |0J3dA18 %0 ppe uayL
|BNpIS31 SAOWSI “J91eM P31eDI] Dd3Q 03 | 3seUq ppY
01 spoyIaw
uopsasip W
[erUDISP
ay3 u] pasn :
. . i
nyL anyL ‘08 Usamy %t ppe ‘Aise] (1us3e3y) gmyL uadesy
. “OTHP 2[131S yum
awnjoA paxsew o3 SuLq pue aae(IoINe
| ‘[oAS{BWNIOA IR “[JH NT YUm 0’8 03
: Hd 3snipy “193em PI(JISIP PuE 42015 08
Hd ‘V.1@3 W T pue [DH SLL INWOZ PPY
. H
YL InyL 159 Xiw pue {uaseay) uleusydiouayd Wogesy
aAndwnsaid; Uo[NjOs 3JeUOGIED WNIPOS PIjelnies Jo : |
poojg; Jwz.. o3ur ueyydiousyd jo Sw 5. ppy
INyL INYL 301397 USWS | “Ja3em TWCT Ul (us8eay) 1591 10dS dV ucmewmm
aandwinsaid ; JusBeal 3531 10ds dv 43S 8970 anjossig ’ o
INYL RETS LAY -Suiddew "OTHP 3[11935 YUm Maew (3ua3eay) ucmm.h.mxw
_ pue uoisnyip: 01 3oeq SWn|oA snfpe ‘Suiae|done By XIN J93Ng UOISNYIQ IsejAry

[eipes asejAury

“SAR|01NE PUE JWR|OA 3Y3
SBIN “I91eM TWO0S Ul (9TTE 193S) XIN
Jsyng wmm_>rc< J0 JBuleluod T sAjessIg

a4

E ]

]

a4

ad

.m.u_

a4



andL

andL

“wsads

40 uonsaBIP
“o1101d

VNG 33 {enptsas
A0 0}
aseuq Iieade
0] spoyia
uonsasip
lenuaiagip

Sy3 vl pasn

qwr=3uny

*53qN3 98N113UII0LIWE WS- Ul syonbije
ngLz 3Jedasd “191em poleasl 3d3a

01 S]EAWIYD ZDED Pue ZIISN 2y PPY

(1uaSeay) |enuen
- uonN|oS 3[es 7|2e3/ZDSN

jusSeay

3NyL

3IMYL

‘wads

40 uonsasip
o3 1o0tid aseNg
31eMIRU

01 spoylPw
uonssSip
[enuassyp
3y3 ug pasn

W T =Hun T ‘saqnl aSnyIuad01iw
WS 0 OIUI UOKN|OS }I01S
V133 S0 0 s1onbie Ingze siedaigd

{ua3eay) jenueN- v1a3

juaseay

INYL

INYL

UOISNY X3fdJ3MOd |

dINY

INYL

INyL

-95e330.4d auLIas

ay1vadsucu
) es|y oid
-suisoud 3se8ip

' 03 pue ‘soseNg

pue.SOSENY se
" yons sssesponu
snous3opua
a1eAnRUl

0] pasn

_ S 35euISI01d

WT=uunT
sagn] JwWQ gz W syonbife ngyy asedsid
puE SA|0SSIP ‘OTHP 03 ] 9SBUIS10d PPV

(uaSeay) esIap - ) SSEUIDIOLd

Judfedy

andL

INYL

3u0q
jo uonsasip
pue ‘niey

30 uonsasip
‘eozojewsads
Suuieluod
Ajrennusiod
Jensszew
1ea130[01q

JO uonzeXd
[eruSIBLIp U
pasn s Juaseas
[ouR1yIo3Ig

W T =3un

T "saqn3 wQ°z ul stonbije ngyy Jonbife
udty ‘Jourejuod pazs ARjensdosdde

e ul OZHP UL 11q 3M0SSIQ

(3a8eay) esiap - jousIGI0INA

. JuaZesy

B

a4

a4

a4

a3



0} 10ud uoioes)
uads ay3 wouy
VNQ 33 23)
[enpisas dAOWL
03 spoylaw

uonsasip
fenuaJayp:
3y Ut pasn:

qwi=junt

"saqn} 88nJ113u330131

Jwig g o3l sjonbyje InggT aledald:
“uociINgos 03 [0130A13 %P ppe usyL:
“131eM pa3edi] D43 011 Iseuq ppy

351vd 3STv4 amnoq [edwsy)
{e3 T ‘uoIINos 009 0j4-010Yd
ISTv4 EVAS sploe oulue “JI1S PUB J3Y13 Wn3|0£134 03 uonnjos 8Y13 juagesy
Suureuon |ouedoid-z ‘|OuRYIDI ‘ULPAYUIN| 194 ‘UOIN|OS SUPIOM - ULIPAYUIN
SWIaY SNOJOd! PPY “H13S ‘UOIIN|OS [OUBYISIN/ULIPAYUIN
01 jouedoid-zZ ppY "(PepUIWILIOI
S1J34113s anaudew e) 321Aap Suluns e uo
[foueyla ui s1e1sAID uLIpAYUIN SALOSSIg
3STv4 3Svd spioe ounue -J[3S pUB SUO13JY 0] UOKI|OS JUORIY juaSeay
Buuieuod |ouedo.d-z ‘|oueyIay ‘ULpAyuIN ‘uonIN[os SuNjIomn ~ ULIPAYUIN
SWIaY SNOI0d; PPY "I3S ‘UOIINIOS [CUBYIIN/ULIPAYUIN
03 jouedoid-z ppy "(PopUSWIWIOI
St 1343135 Ji3puUSew e) 321A3p SuLlins e uo
[oURYIDIA U1 S]eISAID ULIPAYUIN DA{OSSI
351v4 EVA] adey “2UULIPUE ST UORN|OS uonnjos Juddesy
40 9IS SnISaYPY ! BuniJom DYl Jo 31| Jjoys Ay ‘AJessolau. BunJOm - IRI0IA (UBRUSD) [RISAID)
31 31eqd 1135 e Suisn aajossip 03 sjeishsd
Mo|{e pue sjuaIpa8ut 3Y] AUIGUIO)
ERLE] 3STv4 pooiq "SO[H10q J4Bp JO JBSd UL 3103 C{S];  UoBN[OS ‘snosnby - yde|g opiury juadeay
UM 32eNSE 34} J{OUS SHULDPUI Ue Sey yIe|g opluy
snolod uoN snosnby ‘paseyaind Ajjersswiwo)
ISIVA ELZ] J1suSe ‘quadsaion|4 Japmod
‘O[D JUlld - J9pMOd Jundiasuly
35Tvd 3S1v4 - Jef z0 93 “anewoNy) 13pMmod
-1 - 1I9pMOd Juidia8Suly ]
3S1vd ERYLE] 2109 3 5z ‘g yoe|g uepns {edway)
ISvd ASTV4 {eIn31sgns SusAX) uopueys JU3AOS
ERVA] 3SIv4 91304 8 57 ‘09 sunuepoyy {eaway)
IS1v4 ERYLZ] 9[130q 3 05 ‘%66 ULPAYUIN |eawsy)
ERAZ] 354 9[104q 3 57 “joe|g an|g joyiydeN {eaway)
IS4 357V 3[1304 8 § ‘19|0IA |ISAI) 0N {earway)
ERRAE] IS4 311109 3 § ‘aulue|y-1 {eaiway)
ELYAE] ERY V£ pooig a|gewnsuo)
UewWnH pJed ygy el ewaH i
3ISTv4 IS4 auuN-q| uress prdey a|gewnsuo)
I5vd ISV poo|g-al utels pidey a|qewnsuo)
3S7v4 3STv4 eAljes-q| uiels pidey djgewnsuo)
357v4 ERLVE] uswas-q| uless pidey S|qewnsuo)
InyL INgL “waads *xx952UQ Sw/spun (1usSeay) |enue - | aseuq Juadeay
Jo uonsasip ZuMmy| E9EE 404 5t A1 SIY Ly gse

d1

d1

d1

d1

d1

d1

dl

d1
d1
d1
d1l
d1

d1
d1
a3

ad
4
a4
5
a3



3Isvd IS4 1el zo 97 ‘313ouSey 19pMog
“joe|g - fopMod Julids3Buly
3IsIvd ISV 1ef zo T ‘on3oudey ‘quadssion)y 1apmogd
‘Aqny ydelg - JI9pMmog Junadiasulg
ERINE] 3STvd JuapIeH - ISONIN JBYI0
3ISTV4 3ISTv4 auym ‘(14) A1nd Sunse) - jIsoIN BY10
3I5Tv4 ISTIV4 Jueing yim 1 puem uiung - v Py
3svd 3STv4 uonn|os 007 |eaiway)
0]4-010Yd - 31 J9pMOd IpIS-ApINS
Isvd ENYLE] Jef [eanuay)
3 0€ "YdS - Spyjnsig wnuspghfoN
ISTVd 357vd 911109 3 ST 19|OIA [BISALD [earway)
IsIvd Isivd 3[1304 3 57 ‘Ot MOJ|3A diseg [earway)
3STvd ISV 311309 3 57 “yde|g opiuy [earwayy
ISTv4 3ISTV4 1ef 20 9T ‘onsudey ‘o1ewoly) 19pMog
-1 - Japmog Juid1asSuly
3ISTVv4 ERYVE] 1ef zo 7 ‘a3ausey ‘quadsatoniy Japmod
‘MOJ[9A - 1opmod Junidiaduny
3S1vd ISV 1ef zo 7 “yuadsaionyy 12pmog
‘MOj|[3A - J2pMOd Junidiaduly
3ISTv4 3STv4 1ef zo T “onoudey ‘Jusdsaion)4 iapmod
‘pay - Jopmog Junidiasury
3SIv4 3ISIvd Jef zo 7 “‘quadsaionjy 19pmogd
‘PaY - JopMod inidiaSul4
ERYL 2] 3S1vd 1ef zo T ‘a132uSeyy ‘Juadsaionid 19pmod
‘U340 - 19pMmod JunidiasBuly
3ISTv4 3S1vd 1e[ 70 z Juaasalon|4 1Spmod
‘U33ID - LAPMO4 JulidioSuly
3ISTIv4 3S1v4 H Z0 7 ‘uadsalonyy Japmod
‘49349 - J9pMOod Junidiasuly
ISIV4 ISV4 81304 8 057 ‘19uU0] - YQs3 Japmod
IS4 IS4 3j30q 13pmod
8 5z “19dojaasg spedse) - vas3 :
354 3STv4 Suiwng dQS 99§ woojqoueA ‘pinbit - v udBesy
IS4 ERLZ] ajnoq 3 T ‘spesg spedse) - yas3d BYIC
3S1vd 3ISIv4 9m10q 8001 ‘opess fearwsy)
SOV ‘@1epAyouoiy - upAyuIN
AS7v4 3ISvd Jef jw g ‘[edads 19pMOd
‘J3A|IS - Jopmod Junidiasuld
3STvd 35Tvd 1ef [w g9 ‘ystpams Japmod
“delg - J9pmogd Jutsdiasuly
3ISTvd 3STvd Jefzog 13pMogd
‘AeiD) [IDA|IS - J2pMOd uisdiasuly
3IsTvd 3STvd v uonn|os Sunjlop - 3oe|g uepns uadeay
351v4 3STV4 Sujuels “JUSA|OS f311183 [oueyIRIN Juagesy;
9Ap o3euns SAljeUIDY R Ue Se pasn 3 Aew JajeA : ‘UoIINGOS BUBIOM - O9 Julwepoyy
snosoduon ‘passnipe aq Aew aAp Jusdsa10M)) By

JO UOIEIUIIUOD YL "PAA|OSSIP S| DY
SUIWEPOYY SY1 [f [13UN DIIASP SuLIS

e U0 92e|d pue S3UAIP8ui 3YI dUIqWIOD |

i
i

d1

d1

d1

d1

d1

d1

d1

d1

d1

d1

d1

d1

d1

d1

d1

d1

d1

dl

d1
d1

d1
d1

d1

d1

d1

d1

d1

d1



3ISIvd 3STV4 . . 1] UOIII3[[0D 2UI33Y Sqewnsuo)
3STVvd ISV - suonn|os -a[qeaydde yi ‘sanpasoid uonN{Ip wesSosIw [013U0D) 3A1SOd
3A139E3I ouwe JUDWIEaNI-1S0d MOJ|O) PUB SUOINIOS|  OQT :Duluely-T YHm duis JoIIU0D
anoeas ourwe ut dus josued dig
3ISTV4 ISV + ulels 9941 Ssewyx [eatwayd
3ISTvd 3STv4 . (2 1) ¥ oseuRIOld [RITES)
35Tvd 3ISTv4 wolsn) ‘J9 uoisng xo|didomod dJWV
35Tvd 3Isivd (xoq/syoed §) pualg Joapmod {eaway)
0z usamL yum °2 Hd 1oyng sad
3ISvd 3ISTVH 0Ot MOJ|[9A Jiseg [ed1rusy)
3ISIV4 INAL sploe oulwe ~10j02 pjo3 Jes|d e 3q pnoys 19413 194 Ul uonnjos SunjJom wadesy
Suieuod; uonn|os Supjiom YL JeYyls wnajosad - (duo-g-uasonjjezelg-g ‘t} 040
SWaY SNOs0d Y3M JZ OF UOIIN[OS YI01S 3y} 3IN[id
* "PRAJOSSIp S1 04 943 jliun sajnuiw
(174 >_3mE_xc.aam. 104 931A0p Sulns! |
e uo 3oe|d pue sJuUP3IZul FY SUIGWOD
ENVZ] ISV adey uIy1 Jo AJUB1SISU0D Y1 yum uonnjos uaZeay
1 JO 9pIs aAIsaypy:  aised e un sel mojjeys sy} ui rapmod 3upjdom - 19pmog apis Ayjous
oyl 03 uonn|os siy3 ppe ‘saddosp )
Sy 3utsn “jl3m eyS 00T O}4-00Ud
: 30 [In} Jjey pue Jajem jo ||y jley ajnoq -
-1addosp umoaq syl 4 1ef mojjeys
e uj Jopmod apIs-Ao1s 2y Adeld
3Siv4 3514 Suiwers! “JUDA[OS J311183 1318 M w3gesy
9Ap 2de}NS| SAIRUIDNE UR Se Pash 3q Aew JouByIBN | ‘Uo1IN|OS SujIoM - D9 Sulwepoyy .
snoJoduon “paisnipe 3q Aew 9Ap JudIs3IONY SYL
30 'UOIIBIIUIIUOI Y], “POA|OSSIP S1 99 H
auswepoyy ay3 (e [13un adAsp SuLns ‘
e uo a3ejd pue sjuaipasBut ay3 suquo)
IS7vd a57v4 SpIde ounue 1310 9Y3 Ul SHUSIPRIBUL 3T SUIGWO Aeids ‘uoninjos Sunjiom ud3edy
Suuiejuod “saulapind Ajajes >._3m._onm_ Jad - (auo-g-uzion|jezelqg-g ‘1) 03Q
Sw9ll sNoLod | ‘pooy e ul pawiopad aq pjnoys Japmod
03@ SuIpuD “Aniqn|os 339|dwod
2:insua 01 uofietedsid uonn|ds o3
: 10ud aj3sad pue tepIow e Yum punois
3q Japmod O4Q Y3 1ey3 Jueniodwi 51 3
3sv4 3STvd Supwuny dQsS @3S 49puld YL “1%joed (99 - VI ‘juaseay
3STv4 351v4 ’ . e JLESIITE
: . 31 ‘(auo-g-uasonyezelq-g ‘7) 044
3STv4. 3ISIvd 1ojeuNg ‘s98puyie] ;. JPUI0
VO ‘W puem Suiwing - v
3SIv4 3ISIvd Jef’ Japmod
. 20 9T “joelg - ISpMOod JuidiaBuly
3ISTvd ERYLVE] . a8pupe) RPYI0
Sunung AN ‘W puep Suiwnd - v v
3ISvd Nyt 13pMod - 11} JSpMmod dpIS-Axons 19pmod
[ERYLE] 3ISIvd Jef’ 19pMogd

07 .m«_is - Japmod jundiasuly

ad
d1

a3
a4
ad
a4

d1

- dl

di

d1

d1

d1
d1

d1

d1

dl

dl

d1



357V

Eo_u:__u (7} omy

ERVZI ULIPAYUIN B mopq {0J3U0) 3ALISOd
04a Joy jo1u0d uogNn|Ip WeSoIINU-T Y U1 PASN 3. yum dLIg 35S JO1IUOD dusuely-]
-/+ 10} pasn; 01 uornyp aujuely 7 weiSosdiw Q0T Yl
10 TWT Spise 395 Uzesq TWO0T B UG
"131eM pa|[1asiq
JO WS g duiuefy-1 30 85°0 In|ossig e
Jesq jwsz e U
je0G YSem e up
] auiuely- o 35°¢ @deyd ‘3[e2s YT UQ'T
3S1v4 35774 duss jo1u0d ‘ *»100 |edlWays TONLHED ejnwiog [earwsy3
PV ouwy; Jo 1dadas Sulpuad ‘Asus Asojusaul JRINIDON ‘%66 ‘DuiuR|y-]
way Jogsey 319jdwodu| :8ny-0¢,
EINLZ] anyL *saJepns : “uon|os 1eIpAYiq pIaY AN ESOYNS-G earway)
snosod-uou 32B[g OPIWY UL SN 10} [BINUIYD
pautels poolq . .
"uo sjuud Juale]
J0 Juawdoasq
3ISTvd INYL -sadeyns snosod: opesd SWT ewndQ ‘pov 21wio4 [earusyly
~uou pue sneiod yloq uo syuud poojq -
) 1O JUBWIIIUBYUS R UCIIII3P - ro_u:_n.m
Supjom el opiury ug 3sh 10j JuaSeay
3STvd InuL “seJRuNs domiap duym {eAWay)
: 3AIsaype ‘snosod-uou uo sjutd Juaze]
dojoasp 03 35N Jog UOKIN|OS PAXIW-3Id
ENZ] Nyt . ‘saJepns domiamp yoe|g [eanway)
dAIssype ‘snosod-uou uo spuud Juaje| :
. dojoaap 01 351 10} UCIIN[OS PAXIW-D1d .
3sTvd INYL *sjunid juale] jo Juswdofasp auoipauepu| Z ‘T [eatway)
10y sjelssjews snolod uo pasn uiels-aAg .
3514 3Nyl : “uwdonasp piny4 JUIA|0S
Jusd 3uale) 10} saoepins snolod uo pasn ! SupasuiBul DIAON INE 00TL-34H -
‘04Q 10 ULIPAYUIN 204 JUDALOS J3tsIRD .
INYL INYL Vasw ajqesdell JSIN - PIS VNG [043U0D BAINSOd
9y} 01 payoene
sadAjouan;i
sossod04d
sishjeue
vNa Ngd;
3y3 jo }a9yd
20 [enuuy
3S7v4 INYL *s3%eyns 3moq S5z ‘g yoe|g uepns [RIENS)
PI1BUIWIEIUOD SNOBIRGIS/asea s
g snosod-uou “Jom uo JuswdojRasp
juud Jusief ul Isn 10} ueys
3ISv4 InyL *$2284IN5 dAIsSype ‘snosod-uou uo syund domiap el [edrway)
uae] do[oARp O3 UOKIN|OS PaXIW-D1d - ’
3ISTvd 35TV ) {312N) 3JqewWnsuo)
Y UOID[0D }NEsSY [enX3S
3514 3ISTIV3 [CILINEEY] Sjqewnsuod;
1D} UOHIB(|0) YNBSS |eNXaG: :

d1

. d1

d1

d1

di

d1

d1

dl

a4

d1

dl

ad

a4



3ISTv4 3STv4 ‘paunexa!  wwog AjSjewxosdde xe3 pnoys syl uoiINjos Sunjiom-yoe|g opruy jua8esdy
- 3Je sjunsd Juale|;  "PSAJOSSIP S Yjdelg anig [oyyden/oelg
pajeuiwieiuod OpIWY j[€ [I3un 331A9p SuLLRS
-poojq uaym: e Suisn xiu ue SJUIIPSSuI (je duIquio)
" sonbiuysay :
JEITHL)
uim asusnbas
ul pasn g
1SN 210523941 .
pue sjuud juage]
40 53UBNYISUOD
|ewou
39939p J0U
m 3 nposd
¥oeig-aniq e ’
38 o1 poojq ut
3uasa.d usyosd
suIels Yom aAg
INYL ELYLZ] Iy uonteljueny 1Y uollIqI|e) JUBNDISMOd EElte)
YNG
uenpIRMod
Sussn usym
{0052} 191943
|eway3 ¥dd
swi-|eds vyl
jo uoneiqied
anyL andL Xaput } polRIBS1YRI PRIO]S pue pajonbije wa1sAS JUBNDIaMOd INVND
- uoljepeiSap; ‘pameyl 3q pInoys piepuels yNQGS o1 )
pue 3few! "asn 03 JoLId X1 JSISBW |BU XIIL “UMOP
‘[ewosoine uids 3,uop ‘spuc3as QT YL Xa1I0A
:uoieyjuenb ‘LY 01 JSWLIIXOT PUB NINXZ Mey)
VNG vewny ‘asn 03 JoLid -sjuageas fie 104 $99Ad
MEY3-97931) SINPIY "UIZOJJ 3N 91035
3STv4 INyL JuWIUeyuU Juud 10§ pasn 9LINUOIAIY _uu_Ew:.u
. - mOjj03 01 Sjie3ap ‘adidaa auluiepoyy
3SIv4 3ISIV4 EEEEZW di13s 1591 913 UO UOIE30| T uo1INjos uuey-1 3jqewnsuo)
B 034G wesSouiw-1 ay3 ul dop pajesuaduod
10} |0U0D + B Se UOIIN|OS JO 13|01 T
asuadsig "¢ *3WR|OA PAJISIP .
3y3 03 umop ayadid sy} [eIp sAempy
-dyy apadid ay3 Ul UOIIN|OS JO SISO
T mesp 03 anadid 714 943 39S T
ISV 3ISTv4 uLpAyuiN ~dL3s 3591 943 Uo uoIedOof WesSoldiw T uonn|os autue|y-1 ajgewnsuo)
2010 -00T-343 Ut doup PazesuaIued v . :
JOj JOBUOD +! B SB UOIIN|OS 4O JON0LIIW T dsuadsig 'z
“diy 8138did 3y u1 UOIINLOS JO JFN[CIIIW
i T meap o} anadid 77y 941 19S' T

d1

a4

ad

1

d1

d1



3NYL InyL 13zhjeue '31eMUOS 00SE YL wage 1D
213938 QOSE 3Y1: Wi prezim 3yl Suisn Aesse Aieyided [jeisug ‘des g ‘(00s€) Aenay Asgpided
Susn Buidh ¥1S ’
3STv4 357v4 sjurd o uawdopasp . sef 19pMod
Joj 9aepns snosod-uou e 03 Ajddy ! ZogT “joelg - Jopmogd Jutdiasuly
ISTv4 3sTvd Jef 20 9T “deWosyD Japmod
. -ig - Japmogd juladiasduly
3NYL INYL -Aesseouniuuy SyNs3J peaJ ‘aSpLped o) ppe ‘ulels Aessy ajqewnsuc)
: e uj uiqojSoway; wol 3by j0 vorpod so Sulnd Ajeqnoull  UIGO[SOWIH WWIIQWDH I9IRISS
uewny '
Jo uon3aep
ayl Buisn -
poo|q 40} 1591
Aojewnryuo)
3n4L INYL Il 133413 YIomase) Ve
Nyl INYL 1eA3 Ajjnjased 1 uonnjos pasedasd Ajfeiasawwo) juaseay
) 9q p[noys Y3 inod pue ¥4s 40 2[130q pasedasd “yieq - Juageay spnJed |[pws
suoReulwexa]  AfRIewWLoD 3y Meys AjySnosoy T
aseny :(sosse|d Ajoges
10 ‘wBWNI0P:  pue SaA0E3 ‘1e0D GBY) 3dd Jodoid Suisn
" pouonsenbi  “‘eaie pate|RUIA-AM IO pooy e s9pun -
‘A3ojoiq se yans QOHL3W DNIJdIA - T 3¥NAII0Ud
suoneulwexd : ) +++QILVAIVA
ISURI03;  TLLNN YIOMISYD NI IS HO3 LONxxx
J3Y10 pasu ’
1By} sedepng
.mu:m‘_w_wuumw
pinbuy;
ul PayeOSs Ua3g
ETTRUGTITTEY
SWIDll “Jom udaq
aney Jo ase Jeyy
SWISY dAISaYpPE
1o snojod-uou )
‘pauojod Y8
35Tv4 3IS1v4 uonnios *S3UIpaJul 3y SuIquo) Uo1IN|0S. 35Uy ~ )B[g OPILY jua8esy
3upjiom - el -
opiwy Bulmoj|oy.

asuu Ajddy

ad

d1

dT.

a4

ad
d1

d1



Oakland Police Department Criminalistics Laboratory
List of Biometric Instrumentation, Reagents, Standards and Equipment

Background
The Oakland Police Department Criminalistics Laboratory has a long and laudable history. In existence

since July of 1944, the Laboratory celebrated our 75" anniversary last year. The first Laboratory
Director, John Davis, was a towering figure in forensic science who took research and professional
engagement seriously by publishing technical papers, founding journals and establishing professional
organizations (California Association of Criminalists). Under the leadership of Jan Bashinski (the first
female Laboratory Director in California), the Laboratory achieved accreditation in 1983, becoming the
first in California and the fourth in the nation to achieve this status. The OPD Laboratory has maintained
continuous accreditation since that time (see Attachment 1: Certificate and Scope of Accreditation).
Accreditation requires and ensures that laboratories use appropriate methods and have policies on how
to safeguard the proper treatment of sensitive information.

Confidentiality
The laboratory takes confidentiality seriously. There are a number of rigorous safeguards in current

protocols to protect sensitive information including suspect and victim identification and to whom
disclosures of such data can be made. Indeed, not only does laboratory policy dictate proper regard for
confidentiality, but professional ethics codes to which all staff adhere and the laboratory’s accreditation
agency also mandate it. Lastly, if there were to be lapses in the disclosure of this confidential
information, eligibility to use CODIS would be suspended and criminal prosecutions against laboratory
personnel could occur.

Biometric Methods

The laboratory has four operational units: Drug Analysis, Firearms, Forensic Biology (DNA) and Latent
Prints. Only the Forensic Biology and Latent Print Units employ biometric methods. Since the
laboratory’s inception, comparisons have been performed including latent print analysis. Early in the
laboratory’s history, serological methods were developed, published and used in casework. Jan
Bashinski herself published methods before she went on to found the California Department of Justice’s
DNA Laboratory in Richmond. In the late 1990s with advancements in DNA sequencing, the OPD
laboratory put PCR (Polymerase Chain Reaction) methods into use. Unless a suspect was known and a
reference sample collected, the benefits DNA analysis provided investigators were limited. Only upon
the introduction of the CODIS database in the mid-1990s did cases in which no suspect was developed
become solvable. One example of this is a cold case of the brutal murder of Betty Elias in Oakland in
1979, recently showcased on the Paula Zahn show, in which OPDs work in 2015 led to a CODIS hitto a
complete stranger to Ms. Elias. The suspect also left a bloody fingerprint which the OPD laboratory
found to include the suspect. The power and importance of each of these biometric analyses are thus
illustrated.

Exclusions to Surveillance Ordinance

Notwithstanding the long history of the use of biometrics by the OPD Criminalistics Laboratory, the
laboratory has used biometric information properly and to good effect. As an accredited laboratory
since 1983, use of appropriate methods in line with industry standards have been followed and sensitive
information has been safeguarded. As such, it is the request of the Oakland Police Department
Criminalistics Laboratory to have the Surveillance Ordinance specifically exclude instrumentation,
reagents, standards and pieces of equipment currently in use by the laboratory for the current scope of
methods. A primer on the methods currently in use follows and a specific list of exclusions is attached.




Developing A DNA Profile from Evidence Samples

1. Screening

Purpose: To find potential body fluids, we use visual and chemical screening methods.

Current Technologies:
Alternative light source to find potential bodily fluids: Crime-Scope, TracER Laser, Crime-Lite 2
Stereoscopic microscope to examine fingernails, hairs, etc.: Keyence microscope with camera
and scale
Compound microscope to examine cells such as sperm: Zeiss AxioLab microscope with HD digital
camera

Current Chemistries:
Detection or identification of semen or sperm: acid phosphatase spot test reagent, Christmas
tree staining reagents, SERATEC p30 Semiquant Assay
Detection or identification of blood: Phenolphthalin reagent, ortho-tolidine reagent, hydrogen
peroxide, SERATEC HemDirect
Detection or identification of saliva: Amylase radial diffusion assay

2. Digestion Cells and Extraction of DNA
Purpose: The digestion process break open cells and releases the DNA into solution. The extraction
process purifies the DNA and removes all the extra cellular material.
Current Technologies:
Incubator to bring the sample to appropriate temperatures: Eppendorf Thermomixer
Centrifuge to spin samples down: Hermle
Multi-channel liquid handling robot for biological material digestion: Versa 1100 instrument
Multi-channel extraction robot that purifies the DNA: QlAgen EZ1 Advanced XL
Current Chemistries:
Reagents for Digestion process: Casework Direct, Qiagen MTL Buffer, Phosphate Buffered Saline,
Tween Buffer, Qiagen G2 Buffer, Proteinase K, Dithiothreitol, DNase I, CaCl2 and MgCI2 solution,
EDTA, TE
Reagents for Extraction process: Casework Direct, Qiagen EZ1 Investigator Kits

3. Quantitation of DNA
Purpose: To determine the amount of DNA recovered from a sample. If not enough DNA is present, the
sample may stop at this point. If a low amount of DNA is present, the sample may be concentrated and
subjected to DNA typing. If too much DNA is present, the sample may be diluted before being subjected
to DNA typing.
Current Technologies:
DNA Concentrator to concentrate the DNA: SpeedVac Concentrator instrument
Liquid handling robot to prepare the quantitation plate: QlAgility instrument
Real-time PCR instrument and software for DNA quantitation: ABI 7500 instrument, 7500 SDS
Analysis software, PowerQuant Analysis Tool (Excel workbook program)
Current Chemistries:
Quantitation chemistry kits for reaction: PowerQuant System, PowerQuant Calibration Kit




4. Amplification of DNA
Purpose: The Polymerase Chain Reaction (PCR) is used for the amplification of regions of DNA of forensic
interest. These regions of interest (DNA fragments) are highly variable allowing us to be able to
differential individuals.
Current Technologies:

Liguid handling robot to prepare the amplification plate: QlAgility instrument

PCR instrument to perform the amplification process: ABI ProFlex Thermal Cycler instrument
Current Chemistries:

Typing kit which contains reagents for amplification reaction: PowerPlex Fusion 6C system

5. DNA Typing
Purpose: The separation of PCR product (DNA typing) is performed to allow us to determine the quality
and quantity of each DNA fragment. The DNA fragments are tagged with a fluorescent dye during the
amplification process. The genetic analyzer separates the DNA fragments based on size, smaller
fragments travel faster than larger fragments. As the DNA fragments passes through the detection
window, a laser excites the fluorescent tags which gives off a signal captured by the software. This
allows us to determine the fragment size and quantity of the fragment. The data is then analyzed with
genotyping software and interpreted by the scientist.
Current Technologies:

Liguid handling robot to prepare the sample plate: QlAgility instrument

Genetic Analyzer instrument to perform the separation of DNA fragments: ABI 3130 Genetic

Analyzer, ABI 3500 Genetic Analyzer

Analysis software: Genetic analyzer data collection software, GeneMapper ID-X

software, ArmedXpert software
Current Chemistries:

Genetic Analyzer reagents used for the separation of DNA fragments: PowerPlex 6C Matrix

Standards, POP-4 polymer, analysis buffer, capillary array

6. Entry into CODIS
Purpose: DNA profiles obtained from evidence items which meet the eligibility requirements may
be entered into the Combined DNA Index System (CODIS). CODIS is a computer-based software system
consisting of various indexes of qualified DNA profiles which can be searched against each other
ultimately aiding investigations.
Current Technologies:

CODIS Server computer

CODIS Workstation computer



Developing Ridge Detail from Latent Print Evidence Samples

1. Screening
Purpose: To determine from potential areas of evidence whether prints with ridge detail are present.
Both visual and chemical processing methods may be used. Latent Prints are not visible to the naked
eye; Patent and Plastic Prints are those left in a medium observable with the naked eye.
Current Technologies:

Magnifier to enlarge potential images in areas of interest

Alternative light source to find potential prints: Crime-Scope, TracER Laser, Crime-Lite 2, Foster
and Freeman halogen fiber optic

Stereoscopic microscope to examine evidence: Keyence microscope with camera and scale
Current Chemistries (representative, not exhaustive of methods used at crime scenes):

Black Powder

Bichromatic powder

Cyanoacrylate
Fluorescent / Magnetic Powder

2. Processing (not used for every case)
Purpose: To enhance aspects of Latent Prints to provide ridge detail to be used for comparisons. On
occasion, a case will not have prints obvious to the human eye, which upon chemical treatment,
develops ridge detail from the sweat, oils and chemicals left in the fingerprint.
Current Technologies:

ESDA equipment with reagents to develop indentations

Fuming Chamber to chemically develop prints on all surfaces in contact with the atmosphere

Copy Stand assists to manipulate surfaces to develop prints
Current Chemistries (representative, not exhaustive for development of prints on different surfaces in the
laboratory):

Amido Black

Black Wetwop

DFO

Gentian Violet

Leuco Crystal Violet

Naphthol Blue Black

Ninhydrin

Rhodamine

Sudan Black

3. Comparison
Purpose: To assess whether an evidentiary print (questioned) can be included or excluded from a set of
reference prints obtained from a specific individual (known). The act of comparison in this laboratory
follows the ACE-V method (Analysis/Comparison/Evaluation — Verification) in which the questioned print
is analyzed before comparison to the known and a separate verifier conducts an independent analysis all
to reduce bias.
Current Technologies:

Measurement Standard to perform calibration check of scanned images

Monitor device used to assess and analyze prints for ridge detail

Pen and Tablet suitable way to mark prints for analysis

Scanner primary means to archive prints for analysis




ADAMS software for image analysis

Foray image storage, assessment and backup system
Image Software Adobe Photoshop for images

4. Entry into AFIS or other databases
Purpose: Latent Prints determined to be of sufficient quality to be suitable for comparison are obtained
from evidence items. These prints may be entered into Automated Fingerprint Identification System
(AFIS). AFIS is a computer-based software system consisting of Fingerprints from individuals which can
be searched against each other to aid investigations.
Current Technologies:

AFIS Server computer

AFIS Workstation computer

Universal Latent Workstation

External Drives



Attachment 1: Certificate and Scope of Accreditation

To provide the Privacy Commission with an awareness of the exemptions being sought, the current
scope of accreditation is provided in order to show the laboratory capabilities that are accredited.

Note: In June 2020 the laboratory underwent a successful assessment and new rules of the accreditation
agency (ANAB) require a re-draft of the scope. The new document has not been issued but will be in the
next few months. It will have a different look and feel, but the areas of accreditation will remain the
same. All scopes of accreditation are published online and are publicly available. The Laboratory can
supply the new scope upon request.



Attachment 2: List of Specific Items to be excluded from the Surveillance Ordinance

The laboratory maintains multiple lists of thousands of items that are procured in order to accomplish,
maintain and support all forensic work in each of the four disciplines of Drug Analysis, Firearms, Forensic
Biology and Latent Prints. These lists were narrowed down to only those items relevant to DNA and
Latent Prints which are the only units working to develop biometric information. The list of all DNA and
Latent Print items is 824. The list of items relevant to the development of biometric data requested to
be excluded is 207.

The attached Excel Spreadsheet itemizes the specific current instrumentation, reagents, standards and
equipment to be excluded in the Surveillance Ordinance.

The request by the Laboratory is also that when replacing like for like instrumentation, reagents,
standards and equipment that support our current methodologies being improved, or due to changes
necessitated to become compliant with Federal requirements, that these items also be excluded.

Were entirely new methodology to be put online, these would not automatically be excluded and a
conversation with the Privacy Commission would ensue. The decision point for this conversation would
be obvious to laboratory management since new methodology would require the laboratory to seek
permission from the Accreditation agency to expand the current scope of accreditation. Were this to
occur, the Privacy Commission would also be involved.



Reporting

The forensic evidence analyzed by the Forensic Biology Unit develops biometric data,
however, the Department does not use it in a surveillance capacity (prospectively), it uses is
to solve crimes that have already occurred (retrospectively).

Annually, the number of cases that were analyzed using DNA analytical supplies, reagents,
standards and instrumentation will be reported to the Privacy Commission. The report will
also indicate like-for-like and federally-mandated improvements the laboratory made to
existing technology. Any additional biometric capacities added by the laboratory in the
reporting year will have been approved by the Privacy Commission in advance and will be
restated in the Annual Report. An updated list of exempted items will be provided with the
report.



AGENDA REPORT

CITY OF OAKLAND
TO: Edward Reiskin FROM: Susan E. Manheimer
City Administrator Interim Chief of Police
SUBJECT: OPD 2020 DNA Backlog Reduction DATE: August 26, 2020
Program
RECOMMENDATION

Staff Recommends That The City Council Adopt In Advance of Formal Award A
Resolution Authorizing The City Administrator, Or Designee, To: 1) Accept And
Appropriate Grant Funds In An Amount Not To Exceed $369,460 From The U.S.
Department Of Justice (DOJ), Office of Justice Programs (OJP), Bureau of Justice
Assistance (BJA) For Implementation Of The FY (Fiscal Year) 2020 DNA Capacity
Enhancement For Backlog Reduction Program For The Oakland Police Department
(OPD); And 2) Waive The City Advertising And Competitive Bidding Requirements For
The Purchases Of DNA Typing Supplies and Instruments From (1) Qiagen For One
Hundred Seventy-Five Thousand One Hundred Twenty Dollars ($175,120), (2) Promega
For One Hundred Fifty-Seven Thousand and Forty Dollars ($157,040), And (3) Thermo
Fisher/Life Technologies For Nineteen Thousand Ninety-Six Dollars ($19,096).

EXECUTIVE SUMMARY

Adoption of this resolution in advance of formal award will allow OPD to accept the BJA FY
2020 DNA Capacity Enhancement and Backlog Reduction (CEBR) grant of $369,460 in a timely
manner thus expediting funds for staff training and DNA processing without potential delay of
casework. The OPD Crime Laboratory (Crime Lab), with these grant funds, will be able to
decrease the biological evidence analysis turnaround time and the backlog of cases. This
resolution calls for waiving the City’s Advertising and Competitive Bidding Requirements
because of the need to buy specialized laboratory-validated DNA typing equipment, reagents,
and supplies available only from specific vendors.

BACKGROUND AND LEGISLATIVE HISTORY

The DNA Capacity Enhancement for Backlog Reduction Program is a formula grant created by
the U.S. Department of Justice, Office of Justice Programs, Bureau of Justice Assistance
(DOJ/OJP/BJA) to assist laboratories that conduct DNA analysis. The aggregate amount of FY
2020 funds expected to be awarded to eligible applicants from each State was based on a
determination by the Bureau of Justice Assistance (BJA) of a primary and a secondary amount,
and then distributed among the eligible applicants within the State. The total (primary and
secondary) amount available for California as indicated in the FY 2020 grant solicitation formula

Item:
Public Safety Committee
October 6, 2020



Edward Reiskin, City Administrator
Subject: OPD 2020 DNA Backlog Reduction Program
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is $9,828,035, of which $369,460 is allocated to Oakland Police Department. OPD is
anticipating a formal award letter by December 2020.

The goal of the program is to improve DNA laboratory infrastructure and analysis capacity so
that DNA samples can be processed efficiently and effectively. The program also provides
continuing education courses and training associated with DNA analyses required by the
Federal Bureau of Investigation (FBI) DNA Quality Assurance Standards (QAS) mandatory
education and training requirements, as well as funds to analyze backlogged forensic DNA
casework samples. Improvements are necessary and critical to reduce current DNA backlogs,
prevent future increases and to help the criminal justice system reach its full potential in the
utilization of DNA technology.

Backlogged case requests from homicides, sexual assaults, robberies, assaults, and property
crime cases will be enrolled into the FY 2020 DNA Backlog Reduction Program. The eligible
DNA profiles obtained from evidence in these cases will be entered into the Combined DNA
Index System (CODIS). DNA profiles entered into CODIS has resulted in an approximately
seventy-three percent hit rate.! This will assist not only Oakland Police Department
investigators, but also the Alameda County District Attorney, and other law enforcement,
prosecutorial, and judicial agencies in the surrounding area.

ANALYSIS AND POLICY ALTERNATIVES

The Crime Lab will focus on three goals with the implementation of the FY 2020 DNA Backlog
Reduction Program grant initiative:

Goal #1: Reduce the Average Turnaround Time

The analysis of the backlogged cases will include case evaluation, biological evidence
examination and screening, DNA typing, technical review, and data entry into CODIS. A
minimum of 239 backlogged case requests will be analyzed using grant funds for DNA typing
reagents and supplies. The supplies will include capillaries and associated polymer for the
instruments, DNA extraction kits, quantitation kits, and typing kits. These readily available
supplies will alleviate the time waiting for supplies to arrive at the Laboratory, thus reducing the
turnaround time. Other laboratory funds will be used to purchase consumable supplies such as
gloves, masks, scalpels, and plastic-ware.

Goal #2: Provide Required Continuing Education for Each Criminalist and Forensic DNA
Technician

The Criminalistics Division must comply with several types of credentialing processes:
o ANSI-ASQ National Accreditation Board accreditation (ANAB)
o National DNA Index System (NDIS) requirements for CODIS data entry
o American Board of Criminalistics certification educational requirements

1 “Hit rate” is defined as that portion of cases with DNA profiles submitted to CODIS in which an
association to a named individual or case-to-case (either solved or unsolved) is made to a DNA
profile(s) in the database during the last 18 months.

Item:
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o Federal Bureau of Investigation (FBI) DNA Quality Assurance Standards (QAS)
mandatory education and training requirements

To comply with and maintain the Criminalistics Division’s required accreditations, scientific staff
must obtain continuing education credits. The Criminalistics Division and Forensic Biology Unit
do not have independent budgets for training. This federal grant will fund travel and tuition for
various conferences and training opportunities. It is anticipated that case completion time would
improve, because of conference attendance, and training of Forensic Biology Unit staff may
result in implementation of new technologies learned. By the end of the award period, it is
expected that the Forensic Biology Unit Criminalists will have fulfilled a portion of their required
continuing education through this grant.

Goal #3: Increase Capacity of the Crime Lab for Forensic Casework

The Crime Laboratory will use the grant funds to purchase two EZ2 DNA purification
instruments. These instruments will replace two older model, lower capacity, EZ1 DNA
purification instruments. Our current model capacity is 14 samples per run, the newer
replacement model capacity is 24 samples per run. Thus, replacing the older model EZ DNA
purification instrument will increase the capacity of conducting DNA typing on case samples.

Waiver of the Advertising and Bidding Process

Section 2.04.050.1.5 (Bid Procedure) explains that the City can make exceptions to its
competitive bidding process when City Council finds and determines that it is in the best interest
of the City. Purchasing DNA supplies and typing instruments from vendors other than those who
manufacture DNA kits and instruments used by the Crime Laboratory would not be acceptable
for this federal grant. The Forensic Biology Unit has conducted extensive validation studies as
part of the selection process in determining which typing kits and instruments to implement in
our evidence processing scheme. The use of other products which have not been validated
would hence violate the FBI DNA QAS; OPD therefore believes that waiving the competitive
bidding process in this instance is in the best interest of the City. The Crime Lab must adhere to
FBI DNA QAS standards to enter DNA profiles into CODIS for searching. The reagents to be
purchased through this grant include: DNA extraction kits and DNA purification instruments
(Qiagen), DNA guantitation kits (Promega), DNA typing kits (Promega), DNA typing supplies
(Thermo Fisher/Life Technologies). These reagents and instruments from these specific
vendors have undergone rigorous validation studies and no vendor substitutions are acceptable.

FISCAL IMPACT

The table below details how OPD will utilize the USDOJ/NIJ FY 2020 DNA Backlog Reduction
Grant Program funds. The table lists the use of funding for staff travel and training, and
technology and supply costs.

Budget Category Amount
Instrument
DNA Purification Instruments (Qiagen) $112,000
Total Instruments $112,000
Item:

Public Safety Committee
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Training and Travel

Travel, Lodging, and Registration Costs $18,204
Total Training and Travel $18,204

Technology and Supplies
DNA Typing Reagents and Supplies (Qiagen) $63,120
DNA Typing Reagents and Supplies (Promega) $157,040
DNA Typing Reagents and Supplies (Thermo Fisher/Life Technologies) $19,096
Total Technology and Supplies $239,256
TOTAL $369,460

The $369,460 in grant funds from the USDOJ/NIJ for the implementation of the FY 2020 DNA
Backlog Reduction Grant Program shall be appropriated in the Federal Grant Fund (2112),
Criminalistics Division Organization (102610), Criminalistics Division Program (PS05), in a
Project Number to be established.

Fiscal Fund Organization | Account Project | Program Amount
Year Source
2020-2021 | 2112 102610 TBD TBD PS05 $369,460

PUBLIC OUTREACH / INTEREST

The public has a significant interest in ensuring that the OPD Crime Laboratory can effectively
process DNA evidence; successfully processed DNA evidence helps OPD with investigations by
either rejecting individuals excluded by the evidence or leads to effective criminal prosecutions.

COORDINATION

The Budget Bureau and the Office of the City Attorney were consulted by OPD on the
production of this report as well as the accompanying resolution.

SUSTAINABLE OPPORTUNITIES

Economic: There are no economic opportunities associated with this report.
Environmental: There are no environmental opportunities associated with this report.

Race and Social Equity: Provisions for continuing education and supplies funded by this grant
will enhance OPD'’s ability to analyze biological evidence in criminal cases in a timelier fashion.
The public safety for all Oakland residents and visitors is enhanced through greater OPD
investigative capacity, through the use of science-based methods which mitigates potential bias.

Item:
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ACTION REQUESTED OF THE CITY COUNCIL

Staff Recommends That The City Council Adopt A Resolution Authorizing The City
Administrator, Or Designee, To: 1) Accept And Appropriate Grant Funds In An Amount Not To
Exceed $369,460 From The U.S. Department Of Justice, National Institute Of Justice
(USDOJ/NIJ) For Implementation Of The FY (Fiscal Year) 2020 DNA (Deoxyribonucleic Acid)
Capacity Enhancement For Backlog Reduction Program For The Oakland Police Department
(OPD); And 2) Waive The City Advertising And Competitive Bidding Requirements For The
Purchases Of DNA Typing Supplies and Instruments From (1) Qiagen For One Hundred
Seventy-Five Thousand One Hundred Twenty Dollars ($175,120), (2) Promega For One
Hundred Fifty-Seven Thousand and Forty Dollars ($157,040), And (3) Thermo Fisher/Life
Technologies For Nineteen Thousand Ninety-Six Dollars ($19,096) For DNA Typing Supplies
and Instruments.

For questions regarding this report, please contact Bonnie Cheng, Criminalist II, at (510) 238-
3386.

Respectfully submitted,

Susan E. Manheimer
Interim Chief of Police
Oakland Police Department

Reviewed by:
Sandra Sachs, Crime Laboratory Manager,
OPD, Criminalistics Division

Prepared by:
Bonnie Cheng, Criminalist Il
OPD, Criminalistics Division

Bruce Stoffmacher, Legislation Manager
OPD, Research and Planning, Office of the Chief

Item:
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Approved as to Form and Legality

OAKLAND CITY COUNCIL

RESOLUTION NoO. C.M.S.

City Attorney

Introduced by Councilmember

RESOLUTION: 1) AUTHORIZING THE CITY ADMINISTRATOR, OR
DESIGNEE, TO ACCEPT IN ADVANCE OF FORMAL AWARD AND
APPROPRIATE GRANT FUNDS IN AN AMOUNT NOT TO EXCEED
THREE HUNDRED SIXTY-NINE THOUSAND FOUR HUNDRED SIXTY
DOLLARS ($369,460) FROM THE U.S. DEPARTMENT OF JUSTICE
(DOJ), OFFICE OF JUSTICE PROGRAMS (OJP), BUREAU OF JUSTICE
ASSISTANCE (BIJ) FOR IMPLEMENTATION OF THE FISCAL YEAR
2020 DNA CAPACITY ENHANCEMENT FOR BACKLOG REDUCTION
(CEBR) GRANT PROGRAM FOR THE OAKLAND POLICE
DEPARTMENT; 2) WAIVE THE ADVERTISING AND COMPETITIVE
BIDDING REQUIREMENTS FOR THE PURCHASE OF DNA TYPING
SUPPLIES AND INSTRUMENTS FROM (1) QIAGEN FOR ONE
HUNDRED SEVENTY-FIVE THOUSAND ONE HUNDRED TWENTY
DOLLARS ($175,120), (2) PROMEGA FOR ONE HUNDRED FIFTY-
SEVEN THOUSAND AND FORTY DOLLARS ($157,040), AND (3)
THERMO FISHER/LIFE TECHNOLOGIES FOR NINETEEN THOUSAND
NINETY-SIX DOLLARS ($19,096).

WHEREAS, the advent of Deoxyribonucleic Acid (DNA) technology and
automation equipment has revolutionized law enforcement’s ability to analyze biological
evidence at a genetic level; and

WHEREAS, the DNA Capacity Enhancement for Backlog Reduction Program
was created by the U.S. Department of Justice, Office of Justice Program, Bureau of
Justice Assistance (DOJ/OJP/BIJ) to assist laboratories that conduct DNA analysis with
a goal of improving DNA laboratory infrastructure and analysis capacity so that DNA
samples can be processed efficiently and effectively; and

WHEREAS, grant funds in an amount not to exceed $369,460, when awarded by
DOJ/OJP/BIJ to the Oakland Police Department (OPD) will be applied to Fiscal Year
2020 implementation of the DNA Capacity Enhancement for Backlog Reduction
Program; and

WHEREAS, the DNA Capacity Enhancement for Backlog Reduction Program
was created to assist laboratories in increasing DNA typing capacity and reducing the
number of cases in their backlog in which DNA analyses may be conducted on



biological evidence; and

WHEREAS, the funds will be allocated to purchase DNA purification instruments,
staff required training, and purchase laboratory-validated DNA typing reagents and
supplies; and

WHEREAS, the OPD Criminalistics Division must use and maintain rigorously
validated DNA typing reagents and instruments from specific vendors because
purchasing DNA supplies from vendors other than those who manufacture DNA kits or
instruments not currently used by the crime lab would not be acceptable as the OPD
Forensic Biology Unit has not validated their use and hence would violate the Federal
Bureau of Investigation (FBI) DNA Quality Assurance Standards (QAS); and

WHEREAS, Oakland Municipal Code (OMC) Section 2.04.050.1.5 authorizes the
City Council to waive the advertising and competitive bidding requirements of OMC
Section 2.04.050 after finding and determining that it is in the best interests of the City
to do so; and

WHEREAS, the grant term for the proposed initiative is January 1, 2021 through
December 31, 2022; and

WHEREAS, the City Council previously authorized acceptance of similar grant
funds by Resolution No. 87996 C.M.S., dated January 21, 2020, Resolution No. 87429
C.M.S., dated November 1, 2018, Resolution No. 87428 C.M.S., dated September 27,
2018, Resolution No. 86982 C.M.S., dated November 2, 2017, Resolution No. 86532
C.M.S., dated November 22, 2016,Resolution No. 85899 C.M.S., dated November 17,
2015, Resolution No. 85223 C.M.S., dated October 21, 2014, Resolution No. 84686
C.M.S., dated November 5, 2013, Resolution No. 84041 C.M.S., dated October 2, 2012;
Resolution No. 83672 C.M.S., dated December 15, 2011; Resolution No. 83030 C.M.S.,
dated October 19, 2010; Resolution No. 82291 C.M.S., dated September 22, 2009;
Resolution No. 81624 C.M.S., dated October 21, 2008; Resolution N0.80869 C.M.S.,
dated October 2, 2007; Resolution No. 80129 C.M.S., dated September 19, 2006;
Resolution No. 79534 C.M.S., dated October 18, 2005 and Resolution No. 78909
C.M.S., dated November 16, 2004; and

WHEREAS, staff recommends that the City Council make a finding and a
determination that it is in the best interests of the City to waive advertising and bidding
processes because purchasing DNA supplies and instruments from vendors other than
those who manufacture DNA kits and instruments currently used by the Crime
Laboratory would not be effective as other DNA supplies and instruments from other
vendors have not been validated for use; now, therefore be it

RESOLVED: That the City Council hereby authorizes the City Administrator, or
designee, to accept and appropriate grant funds in an amount not to exceed $369,460
from the DOJ/OJP/BIJ and to increase revenues and appropriate said budget to OPD;
and be it



FURTHER RESOLVED: That said grant funds, in an amount not to exceed
$369,460, shall be appropriated in the Federal Grant Fund (2112), Criminalistics
Division Org. (102610), Criminalistics Division Program (PS05), in a Project Number to
be established; and be it

FURTHER RESOLVED: That said grant funds shall be used purchase two DNA
purification instruments; and be it

FURTHER RESOLVED: That said grant funds shall be used to fund DNA training
courses, and purchase laboratory-validated DNA typing reagents utilized in the
examination of biological material; and be it

FURTHER RESOLVED: That the City Council finds and determines that
pursuant to OMC Section 2.04.050.1.5 and based upon the reasons stated above and
in the City Administrator's report accompanying this resolution, that it is in the best
interests of the City to waive the advertising and competitive bidding requirements of the
OMC for the purchases of DNA purification instruments for $112,000 from Qiagen, and
DNA typing supplies from Qiagen for $63,120, Promega for $157,040; and Thermo
Fisher/Life Technologies for $19,096, and be it

FURTHER RESOLVED: That the City Administrator, or designee, is hereby
authorized to complete all required negotiations, certifications, assurances, agreements
and documentation required to accept, modify, extend and/or amend the grant award,;
and be it

FURTHER RESOLVED: That any agreement authorized by this resolution shall

be reviewed and approved by the Office of the City Attorney for form and legality prior to
execution, and a copy shall be placed on file with the City Clerk.

IN COUNCIL, OAKLAND, CALIFORNIA,

PASSED BY THE FOLLOWING VOTE:

AYES — BAS, GALLO, GIBSON MCELHANEY, KALB, REID, TAYLOR, THAO, and PRESIDENT
KAPLAN

NOES -
ABSENT -

ABSTENTION -
ATTEST:

LaTonda Simmons
City Clerk and Clerk of the Council
of the City of Oakland, California



el AGENDA REPORT

TO: Edward D. Reiskin FROM: Susan E Manheimer
City Administrator Interim Chief of Police

SUBJECT: CA DOJ Sexual Assault Evidence DATE: August 28, 2020
Testing Grant

City Administrator Approval Date:

RECOMMENDATION

Staff Recommends That The City Council Adopt A Resolution Authorizing The City
Administrator Or Designee To: 1) Enter Into A Memorandum Of Understanding (MOU)
With The California Department Of Justice (CA DOJ) Bureau Of Forensic Services; 2)
Accept And Appropriate One Hundred Fifty-Three Thousand Six Hundred Twenty-Seven
Dollars ($153,627) In Untested Sexual Assault Evidence Grant Program Funds, To
Process Untested Sexual Assault Evidence Kits In OPD’s Inventory; and 3) Authorize the
City’s General Purpose Fund to Support the Associated Central Services Overhead
Costs.

EXECUTIVE SUMMARY

Adoption of the resolution accompanying this report will allow OPD and CA DOJ to enter into a
MOU and receive a grant in the amount of $153,627. The grant term is July 1, 2020 — June 30,
2022. Funding will be used to process approximately 97 untested sexual assault evidence
kits in OPD’s inventory that have been identified for testing. All funding will be spent on
salary and overtime (Property and Evidence (PEU), Special Victim’s Unit (SVU), and
Criminalistics Laboratory (Lab) staff), and to purchase testing kits, reagents and supplies to
complete the work.

BACKGROUND / LEGISLATIVE HISTORY

In 2018, the CA DOJ Bureau of Forensic Services Untested Sexual Assault Evidence Grant
program (Audit Grant) was developed to assist county and city agencies to compile the number
of untested sexual assault evidence kits statewide. The grant was supported by funds allocated
with the passage of SB 862 (Cal. Stats. 2018, ch. 449), which appropriated $1 million to CA
DOJ for grants to counties and cities, to count the number of untested sexual assault evidence
kits in their possession. It was intended to support the requirements outlined in Assembly Bill
3118 (Chiu, 2018). These funds were available for Fiscal Year 2018-19, with a grant period
beginning January 1, 2019 and ending June 30, 2019. The grant had an award formula, and

City Council
October 20, 2020
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Alameda County was allocated $38,865.86. OPD applied for and received $38,088 of those
funds to count untested sexual assault kits in its possession prior to October 1, 2018.

This year’s testing grant is supported by funds allocated with the passage of the State of
California Budget Act of 2019 (0820-101-0001), which appropriated $2 million to CA DOJ to
award local law enforcement grants. These 2019-20 funds are available with a grant period
ending June 30, 2022. Since agencies were encouraged to apply for amounts based on need,
OPD applied for a total of $272,734 to purchase and process supplies to test 169 kits using
overtime; a grant aware of $153,627 however was approved by CA DOJ - 45 percent less than
anticipated. OPD hopes to test and process 97 evidence kits with these grant funds.

ANALYSIS AND POLICY ALTERNATIVES

To meet the June 30, 2022 grant project deadline, OPD needs to use current Property and
Evidence (PEU), Special Victim’s Unit (SVU), and Criminalistics Laboratory (LAB) staff to
conduct the work. Each of these units is challenged by understaffing; staff will need to lengthen
their shifts or add days of work to accommodate their current workload in addition this additional
project. Funding will therefore be used to cover regular salary and overtime for Lab, PEU and
SVJU staff, as well as to purchase the 97 sexual assault evidence testing kits, reagents and
supplies. OPD is also required to submit a final report to CA DOJ.

FISCAL IMPACT

The budget for this grant allocates funds across three units of the department: PEU, SVU, and
Lab. Tables 1.1, 1.2, 1.3, and 1.4 below outline OPD personnel spending plan for the Untested
Sexual Assault Evidence Grant Program Funds. Tables 2 and 3 outline the equipment

purchases and summarize total grant spending plans.

Table 1.1: Use of CA DOJ Grant Funds for Crime Lab Personnel Costs

Salary Expense Amount
Reg Salary for Forensic Tech (LAB) — 171.32 hours @ $39.43/hr $6,755
Reg Salary for Criminalist | (LAB) — 171.32 hours at $48.77/hr $8,355
Reg Salary for Criminalist Il (LAB) — 342.66 hours at $54.45/hr $18,658
Reg Salary for Criminalist lll (LAB) — 57.11 hours at $60.69/hr $3,466
OT for Forensic Tech (LAB) —57.11 hours @ $59.15/hr $3,378
OT for Criminalist | (LAB) — 57.11 hours at $71.00/hr $4,055
OT for Criminalist Il (LAB) — 114.22 hours at $78.68/hr $8,987
OT for Criminalist Il (LAB) — 28.56 hours at $91.04/hr $2,600
Total Crime Lab Personnel Cost $56,254

City Council
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Table 1.2: Use of CA DOJ Grant Funds for Crime PEU Personnel Costs

OT for Police Property Specialist (PEU) — 45.70 hours at $47.42/hr $2167
OT for Police Property Supervisor (PEU) — 22.85 hours at $61.62/hr $1408
TOTAL $3,575

Table 1.3: Use of CA DOJ Grant Funds for Crime SVU Personnel Costs

OT for Police Officer (SVU) — 34.27 hours at $91.43/hr $3,133
OT for Police Sergeant (SVU) — 22.84 hours at $105.49/hr $2,409
OT for Police Lieutenant (SVU) — 11.42 hours at $122.01/hr $1,393
TOTAL $6,935

Table 2: Use of CA DOJ Grant Funds for Crime Lab Equipment

Use of Funds Amount
[Sexula_l As_sault Kits.for DNA ext(action, quantitation, and/or $86,863
amplification — 97 kits @ $900/kit ’
Total grant award:
Use of Funds Amount
Personnel Costs: Salary and OT $66,764

Supply Cost: Sexual Assault Evidence Kits $86,863
TOTAL $153,627

Funds will be allocated in the State of California Fund (2159); Criminalistics Organization
(102610), Special Victims Organization (102130), and Property and Evidence Organization
(102120); in the Project to be determined. Based on the City's Central Services Overhead
(CSO) rates of 15.5%, overhead charges associated with the grant’s personnel costs will be
approximately $10,349. However, per the granting agency, indirect costs such as CSO
charges are disallowed; staff therefore requests the City's General Purpose Fund contribute
$10,349 to cover the CSO charges.

PUBLIC OUTREACH/ INTEREST

No public outreach was required beyond the standard City Council noticing requirements.
This report was also presented to the City’s Privacy Advisory Commission.
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COORDINATION

This report and legislation have been reviewed by the Office of the City Attorney and the
Budget Bureau.

SUSTAINABLE OPPORTUNITIES

Economic: There are no economic opportunities identified in this report
Environmental: There are no environmental opportunities identified in this report.

Race and Social Equity: The activities completed under this grant will position OPD to respond
to a state mandate to test historical sexual assault exam kits which remain untested. It should
be noted that the Lab’s Contemporary Kit Program vets and analyzes all current Sexual Assault
Kits well within the 120-day mandate set by the State of California — this timeline benefits
current and future Oakland residents and visitors who are victims of sexual violence by giving
potential investigative leads as quickly as possible. Examining historical kits may give closure to
previous victims of sexual violence.

City Council
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ACTION REQUESTED OF THE CITY COUNCIL

Staff Recommends That The City Council Adopt A Resolution Authorizing The City
Administrator Or Designee To: 1) Enter Into A Memorandum Of Understanding (MOU) With The
California Department Of Justice (CA DOJ) Bureau Of Forensic Services; 2) Accept And
Appropriate One Hundred Fifty-Three Thousand Six Hundred Twenty-Seven Dollars ($153,627)
In Untested Sexual Assault Evidence Grant Program Funds, To Process Untested Sexual
Assault Evidence Kits In OPD’s Inventory; and 3) Authorize the City’s General Purpose Fund to
Support the Associated Central Services Overhead Costs.

For questions concerning this report, please contact Dr. Sandra Sachs at 510-238-2108.

Respectfully submitted,

Susan E. Manheimer
Interim Chief of Police
Oakland Police Department

Reviewed by:
Shamika Shavies, Fiscal Services Manager
OPD, Fiscal Services Division

Bruce Stoffmacher, Management Assistant
OPD, Research and Planning, Training Division

Sandra Sachs, Criminalistics Laboratory Manager
OPD, Criminalistics Division

Prepared by:
Molly Giesen-Fields, Grants Coordinator
OPD, Fiscal Services Division

City Council
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Approved as to Form and Legality

OAKLAND CITY COUNCIL

RESOLUTION NO. C.M.S.

City Attorney

RESOLUTION AUTHORIZING THE CITY ADMINISTRATOR OR
DESIGNEE TO: 1) ENTER |INTO A MEMORANDUM OF
UNDERSTANDING (MOU) WITH THE CALIFORNIA DEPARTMENT OF
JUSTICE (CA DOJ) BUREAU OF FORENSIC SERVICES; 2) ACCEPT
AND APPROPRIATE ONE HUNDRED FIFTY-THREE THOUSAND SIX
HUNDRED TWENTY-SEVEN DOLLARS ($153,627) IN UNTESTED
SEXUAL ASSAULT EVIDENCE GRANT PROGRAM FUNDS, TO
PROCESS UNTESTED SEXUAL ASSAULT EVIDENCE KITS IN OPD’S
INVENTORY; AND 3) AUTHORIZE THE CITY’S GENERAL PURPOSE
FUND TO SUPPORT THE ASSOCIATED CENTRAL SERVICES
OVERHEAD COSTS.

WHEREAS, the CA DOJ Bureau of Forensic Services Untested Sexual Assault
Evidence Grant program (Testing Grant) is designed to assist statewide county and city local law
enforcement agencies to test sexual assault forensic evidence, to support the requirements
outlined in Assembly Bill 3118 (Chiu, 2018); and

WHEREAS, grant funds totaling one hundred fifty-three thousand six hundred
twenty-seven ($153,627) have been awarded by CA DOJ for OPD to cover salary and overtime
for staff to complete the sexual assault kit processing work and sexual assault kit testing supplies
for approximately 97 kit analyses; and

WHEREAS, the grant award period of performance is July 1, 2020 through June 30,
2022; therefore be it

WHEREAS, Avrticle V, Section 504(l) of the Oakland City Charter requires that the City
Council approve all inter-agency relationships such as between OPD and CA JOJ; therefore be it

RESOLVED: That the City Council does hereby authorize the City Administrator or
designee to accept and appropriate a grant award in an amount totaling one hundred fifty-three
thousand six hundred twenty-seven dollars ($153,627) from the State of California,
Department of Justice; and be it

FURTHER RESOLVED: That the grant funds shall be maintained in the State of
California Fund (2159); Criminalistics Organization (102610), Special Victims Organization
(102130), and Property and Evidence Organization (102120); in the Project to be determined;
and be it

FURTHER RESOLVED: That the City Council hereby authorizes the City
Administrator or designee to act as an agent to conduct all negotiations and related actions and to
sign all applications, agreements and memoranda of understanding that may be necessary for the
completion of the aforementioned grant.
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FURTHER RESOLVED: That all contracts issued hereunder shall be reviewed and
approved by the City Attorney for form and legality and copies shall be placed on file in the City
Clerk’s Office; and be it

FURTHER RESOLVED: That the City Administrator, or designee, is hereby
authorized to complete all required negotiations, certifications, assurances and documentation
required to accept, modify, extend and/or amend the agreement.

IN COUNCIL, OAKLAND, CALIFORNIA,
PASSED BY THE FOLLOWING VOTE:

AYES - FORTUNATO BAS, GALLO, GIBSON MCELHANEY, KALB, REID, TAYLOR,
THAO AND PRESIDENT KAPLAN

NOES -

ABSENT —

ABSTENTION —
ATTEST:

ASHA REED
Acting Ci’? Clerk and Acting Clerk of the Council
of the City of Oakland, California



Approved as to Form and Legality

City Attorney

OAKLAND CITY COUNCIL

RESOLUTION NO. C.M.S.

Introduced by Councilmember

RESOLUTION WAIVING THE CITY’S ADVERTISING AND
COMPETITIVE BIDDING REQUIREMENTS AND WAIVING THE
REQUEST FOR PROPOSALS/QUALIFICATIONS (RFP/Q) PROCESS
REQUIREMENTS FOR THE PURCHASE OF CERTIFIED AND
ACCREDITED FORENSIC ANALYTICAL SUPPLIES, EQUIPMENT,
INSTRUMENTATION, SOFTWARE, AND RELATED SERVICES ON AN
AS-NEEDED BASIS WHEN LABORATORY FORENSIC SCIENCE
SUBJECT MATTER EXPERTS DETERMINE SUCH SUPPLIES AND / OR
SERVICES ARE REQUIRED BASED ON CASEWORK CONDITIONS,
THE LABORATORY’S VALIDATION METHODS, OR ITS QUALITY
ASSURANCE PROGRAM, OR NEEDED FOR THE TIMELY ANALYSIS
OF EVIDENCE, OR WHEN THE MATERIALS OR SERVICES ARE
AVAILABLE FROM ONLY ONE SOURCE, IN THE AMOUNT OF UP TO
SIX HUNDRED THOUSAND DOLLARS ($600,000) PER FISCAL YEAR
THROUGH JUNE 30, 2025, FOR A TOTAL COST NOT TO EXCEED
THREE MILLION DOLLARS ($3,000,000)

WHEREAS, the Oakland Police Department’s Criminalistics Laboratory (Crime
Laboratory) brought to Council on July 28 a resolution for the terms listed above and it was
modified to a shorter time period to expire Dec 31, 2020; and

WHEREAS, the Department having brought forth a list of all technology used by the
Crime Lab to the Privacy Advisory Commission (PAC) in August 2020 (by the September 2020
deadline) in a list of items proposed to be excluded from the ordinance

OR

WHEREAS, a Use Policy for DNA Analytical supplies will be provided to Privacy by
October which includes a template of data to be reported by the Laboratory to the Privacy
Commission annually in order to allow the PAC to make a recommendation to the City Council
to approve this bid waiver before the end of the calendar year, and

WHEREAS, the Crime Laboratory is a full service forensic science laboratory accredited
to ISO/IEC 17025:2017 (ISO) by the American National Standards Institute National



Accreditation Board (ANAB); and

WHEREAS, the Crime Laboratory must adhere to all applicable accreditation standards
and requirements to successfully maintain and renew accreditation every four years; and

WHEREAS, ANAB is the largest and most established accrediting body in the United
States engaging in the accreditation of forensic science testing laboratories; and

WHEREAS, accreditation is a requirement for eligibility for receipt and use of state and
federal grant funds and for access to the state and national databases; and

WHEREAS, the use of validation methods and proficiency testing by I1SO 17043
approved providers are requirements of accreditation; and

WHEREAS, the Crime Laboratory has implemented validation methods across all its
forensic disciplines; and

WHEREAS, those validated methods specify supplies, instrumentation, and other
analytical conditions necessary to produce reliable results; and

WHEREAS, the Crime Laboratory’s Forensic Biology Unit is required to adhere to the
Federal Bureau of Investigation (FBI) DNA Quality Assurance Standards (QAS) in order to
maintain access to the Combined DNA Index System (CODIS);

WHEREAS, the FBI QAS requires the Forensic Biology Unit to use rigorously validated
DNA typing methods that use specific quality controlled reagents and instruments from specific
vendors;

WHEREAS, ANAB requires the Crime Laboratory to use only suitable external
providers of specific supplies, instruments, equipment, instrument service, equipment service,
proficiency testing, and evidence collection kits to perform its casework using its validated
methods; and

WHEREAS, the Crime Laboratory employs forensic subject matter experts who
possess the requisite scientific knowledge to determine which supplies, instruments, and
services are most suited to the Laboratory's needs or which are required to successfully analyze
evidence in particular cases; and

WHEREAS, subject matter experts may determine that such supplies,
instrumentation, instrument services, and related software are specifically required by
forensic casework conditions, the laboratory's validated methods, or its quality assurance
program, or that the materials are needed for the timely analysis of evidence, or that the
materials or services are available from only one source, or that such materials or services
cannot be substituted by products from another supplier; and

WHEREAS, subject matter experts anticipate entering agreements with vendors



such as, but not limited to the following: Adorama, Agilent Technologies, Airgas,
American Society for Quality, ANSI National Accreditation Board LLC, Artic White
LLC, Arrowhead Forensics, Aurora Biomed, Autodesk, Brownells, Cabella’s, Cayman
Chemicals, Cerilliant Corporation, Cheaper Than Dirt?, Coherent Inc., Collaborative
Testing Services Inc., Covanta Inc., CSI Forensic Supply, Environmental Science
Research, EVIDENT, Fisher Scientific, Foray Technologies, Forensic Comparison
Software Company, Foster + Freeman Ltd, Full Spectrum, Grainger, Leeds Forensic
Systems Inc., Leeds Precision Instruments Inc., Leica Geosystems, Life Technologies,
Manthei Mess Systeme, Mettler-Toledo Rainin LLC, Midway USA, Perkin-Elmer,
Promega Corporation, Qiagen, Niche Vision Forensic LLC, The REMI Group Inc., Rice
Lake Weighing Systems Division, Ron Smith and Associates, Safariland, San Diego
Police Equipment Co Inc., Security Envelope Company, Serological Research Institute,
Sigma Aldrich, Sirchie, Steraloids Inc., Thermo-Fisher, Thomas Scientific, Tri-Tech Inc.,
Uline, Unity Lab Services, USA Scientific, and VWR; and

WHEREAS, Oakland Municipal Code (OMC) Section 2.04.010 defines formal
and informal bidding to include competitive processes (advertising and bidding or
solicitation) and for informal bidding to require a minimum of three quotes or responses;
and

WHEREAS, OMC Section 2.04.040 D 2 the City Administrator shall institute
informal contracting procedures for the purchase of supplies, services or combination;
and

WHEREAS, OMC Section 2.04.050.1.5 allows the City Council to waive the
advertising and competitive bidding requirements after a finding and determination that it
is in the best interests of the City to do so; and

WHEREAS, the City Council waiving the advertising and competitive bidding
requirements after a finding and determination that it is in the best interests of the City to
do so does not supersede other, non-bidding related ordering requirements elsewhere in
the OMC; and

WHEREAS, OMC Section 2.04.051.A allows the City Council to waive the request
for proposals/qualifications (RFP/Q) process requirements upon a finding and determination
that it is in the best interest of the City to do so; and

WHEREAS, OMC Section 2.04.060 stipulates that in addition to price, a number of
other considerations shall be made to determine the lowest responsible bidder including: the
quality and performance of the supplies, the ability of the bidder to provide the supplies in a
timely manner, the reputation and experience of the bidder and the quality of the bidder’s
performance on previous purchases; and

WHEREAS, City staff recommends waiving the advertising and competitive
bidding requirements, and request for proposals/qualifications requirements because:
1) specific validated laboratory methods often require specific chemicals and reagents from



specific providers, 2) casework situations require the rapid acquisition of specific
supplies and materials which may be available from only one source, and 3) it is not
possible to anticipate when such casework situations will arise and thus would be very
difficult for the Crime Laboratory to seek "sole source" purchasing authority each
time such situations occur; and

WHEREAS, the City Administrator has determined that a professional services
agreement authorized by this resolution would be of a professional and temporary nature
and shall not result in the loss of employment or salary by any person having permanent
status in the competitive civil service; and

WHEREAS, the City Council previously authorized on multiple occasions
the waiving of advertising and competitive bidding for the purchase of Crime
Laboratory related supplies, instrumentation and software under Resolution No.
87996 C.M.S., dated January 21, 2020, Resolution No. 87429 C.M.S., dated November
1, 2018, Resolution No. 87428 C.M.S., dated September 27, 2018, Resolution No. 86982
C.M.S., dated November 2, 2017, Resolution No. 85943 C.M.S., dated January 5, 2016,
Resolution No. 86532 C.M.S., dated November 22, 2016, Resolution No. 86529 C.M.S.,
dated December 13, 2016, Resolution No. 85899 C.M.S., dated November 17, 2015,
Resolution No. 85223 C.M.S., dated October 21, 2014, Resolution No. 84686 C.M.S.,
dated November 5, 2013, Resolution No. 84041 C.M.S., dated October 2, 2012;
Resolution No. 83672 C.M.S., dated December 15, 2011; Resolution No. 83030 C.M.S.,
dated October 19, 2010; Resolution No. 82291 C.M.S., dated September 22, 2009;
Resolution No. 81624 C.M.S., dated October 21, 2008; Resolution No. 80869 C.M.S.,
dated October 2, 2007; Resolution No. 80129 C.M.S., dated September 19, 2006;
Resolution No. 79534 C.M.S., dated October 18, 2005 and Resolution No. 78909
C.M.S., dated November 16, 2004; and,

WHEREAS, the Crime Laboratory anticipates the annual need to replenish
supplies, instruments, and related services from the listed vendors or required from
other sources based on casework needs as determined by forensic subject matter
experts at a cost not to exceed $600,000 per fiscal year; and

WHEREAS, the Crime Laboratory anticipates that not extending this bid
waiver beyond December 2020 will bring analysis of evidence that requires supplies,
reagents, standards to an immediate halt; therefore, be it

RESOLVED: That the City Council finds and determines that pursuant to OMC
Sections 2.04.050.1.5 and 2.04.051.B, and based upon the reasons stated above and in the
report accompanying this resolution, that it is in the best interests of the City to waive the
City's advertising and competitive bidding requirements for purchase of certified and
accredited forensic laboratory analytical supplies, equipment, instrumentation, instrument
services and software on an as-needed basis when crime laboratory subject matter experts
determine such supplies and related services are required by forensic casework conditions,
the laboratory's validated methods, or its quality assurance program, or needed for the timely



analysis of evidence, or when the materials or services are available from only one source at
a cost not to exceed $600,000 per fiscal year through June 30, 2025, for a total cost not to
exceed three million dollars ($3,000,000); and be it

FURTHER RESOLVED: That the City Council finds and determines that pursuant to
OMC Section 2.04.050.1.5 and based upon the reasons stated above and in the City
Administrator's report accompanying this resolution, that it is in the best interests of the City
to waive the advertising and competitive bidding requirements for the following vendors:
Adorama, Agilent Technologies, Airgas, American Society for Quality, ANSI National
Accreditation Board LLC, Artic White LLC, Arrowhead Forensics, Aurora Biomed,
Autodesk, Brownells, Cabella’s, Cayman Chemicals, Cerilliant Corporation, Cheaper Than
Dirt?, Coherent Inc., Collaborative Testing Services Inc., Covanta Inc., CSI Forensic
Supply, Environmental Science Research, EVIDENT, Fisher Scientific, Foray
Technologies, Forensic Comparison Software Company, Foster + Freeman Ltd, Full
Spectrum, Grainger, Leeds Forensic Systems Inc., Leeds Precision Instruments Inc., Leica
Geosystems, Life Technologies, Manthei Mess Systeme, Mettler-Toledo Rainin LLC,
Midway USA, Perkin-Elmer, Promega Corporation, Qiagen, Niche Vision Forensic LLC,
The REMI Group Inc., Rice Lake Weighing Systems Division, Ron Smith and Associates,
Safariland, San Diego Police Equipment Co Inc., Security Envelope Company, Serological
Research Institute, Sigma Aldrich, Sirchie, Steraloids Inc., Thermo-Fisher, Thomas
Scientific, Tri-Tech Inc., Uline, Unity Lab Services, USA Scientific, and VWR; and be it

FURTHER RESOLVED: the Department prohibition from purchasing any new
equipment or software that may be considered surveillance technology for use by the Crime Lab
or that contains any new capabilities or features beyond the existing technology is lifted because
the Laboratory had made a full and good faith effort to complete the above process and will
comply with the language proposed to be added to OMC 9.64.010 14 as section L; and be it

FURTHER RESOLVED: That any agreement authorized by this resolution shall be
reviewed and approved by the Office of the City Attorney for form and legality prior to
execution, and a copy shall be placed on file with the City Clerk.

IN COUNCIL, OAKLAND, CALIFORNIA,
PASSED BY THE FOLLOWING VOTE:

AYES — BAS, GALLO, GIBSON MCELHANEY, KALB, REID, TAYLOR, THAO, and
PRESIDENT KAPLAN

NOES -
ABSENT -
ABSTENTION -
ATTEST:
ASHA REED
Acting City Clerk and Acting Clerk of the
Council
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TO: Privacy Advisory Commission FROM: Joe DeVries,
Chief Privacy Officer

SUBJECT: Impact of Implementing, Tracking
and Reporting Ordinance DATE: September 3, 2020
N.O. 13540 C.M.S. - Sanctuary
City Contracting and Investment
Ordinance

Executive Summary

The Sanctuary City Contracting and Investment Ordinance (Ordinance N.O. 13540 CMS) was adopted by
the City Council in June 2019 and requires that by April 1 of each year, the City Administrator shall
certify compliance with this ordinance by preparing a written report. By May 1 of each year, the City
Administrator shall submit to the Privacy Advisory Commission a written, public report regarding
compliance with Sections 2.23.030 and 2.23.040 over the previous calendar year.

At minimum, this report must (1) specify the steps taken to ensure implementation and compliance with
Sections 2.23.030 and 2.23.040, (2) disclose process issues, and (3) detail actions taken to cure any
process deficiencies. After receiving the recommendation of the Privacy Advisory Commission, if any,
the City Administrator shall schedule and submit the written report to the City Council for review and
adoption.

Background

The Sanctuary City Contracting and Investment Ordinance prohibits the City from contracting with any
person or entity that provides the United States Immigration and Customs Enforcement (ICE), United
States Customs and Border Protection (CBP), or Department of Health and Human Services Office of
Refugee Resettlement (HHS/ORR) with any “Data Broker”, “Extreme Vetting”, or “Detention Facilities”
services unless the City Council makes a specific determination that no reasonable alternative exists. The
ordinance also prohibits the City from investing in any of these companies and requires the City to
include notice of these prohibitions in any Requests for Proposals (RFPs), Requests for Qualifications
(RFQs), and any construction or other contracting bids.

As is the case in many government entities, the City uses its existing competitive (hon-construction
services) procurement processes to require compliance with federal, state and local mandates relative to
the use of public funds in the purchase of goods and service. For example, in the late 1980’s the City
adopted a policy to prohibit doing business with entities that also contract with companies involved in
nuclear arms proliferation. In 2013, the City took a stand against contractors doing business with the State
of Arizona due to its adoption of legislation that unfairly targeted persons of Hispanic decent in routine
traffic stops.
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The Sanctuary City Contracting and Investment Ordinance is a response to the recent ICE activity,
including its efforts to target Sanctuary Cities with stepped up enforcement efforts and the impact those
efforts have had on the Oakland community. There has been strong local interest in these types of ICE
raids and deportations both politically and in the media, however, ICE has taken much more drastic steps
to gather data on individuals that could ultimately be far more impactful.

Ensuring Compliance

“Schedule 1 - The Sanctuary City Contracting and Investment Ordinance (Ordinance N.O. 13540 CMS)
is promulgated through “Schedule I” as attached. The Schedule I allows the CCPO to review each
Schedule for compliance. The Department of Workplace and Employment Standards to conduct a
preliminary scan to identify immediate errors. All Schedule I’s meeting preliminary scans for
completeness are forwarded to the Chief Privacy Officer (CPO), Office of the City Administrator.
Subsequent tracking monitoring and enforcement fall under the purview of the CPO.

Applying the new schedule to the City s existing Contracting Process

After final adoption of the ordinance in June, staff developed a mechanism to ensure compliance. The
Chief Privacy Officer (CPO) met with the Department of Workplace and Employment Standards (DWES)
Director. It was agreed that the Schedule | would be submitted during the competitive process for all
potential service agreements conducted by the DWES. Therefore, it was agreed that DWES would add
“Schedule I” (See Attachment A) to its list of schedules that all potential service contractors must submit
in order to move to the next phase of contracting with the City; and as originator, the CPO will track,
monitor, and report compliance with the new law.

CPO Compliance monitoring and enforcement

If a contractor self-Certifies that they have no contracts with ICE, CBP, or HHS/ORR on Schedule I, then
they may continue with the contracting process. If they attest that they do have a contract with ICE or
CBP, the Schedule | is forwarded to CPO and the process is stopped by the CPO and determine with the
individual department seeking to use the contractor if they believe there is any reason to seek a waiver.

Clarifying Memo

A notice was provided by the CPO to the Contract and Compliance Staff (Attachment B) and was posted
on the department’s website along with Schedule I to allow for greater public awareness of the new law.
Also, included on the website was the list of known contractors that already are prohibited from
contracting with the City of Oakland (Attachment C).

Disclosure of Compliance/Violations

By advertising the prohibition proactively to all potential contractors on the website and with Schedule |
embedded in the standard contract packet, staff believe most enforcement will take place pre-emptively;
contractors who are prohibited will self-select to not do business with the City. If they or the department
that is seeking their services believes they deserve a waiver, it requires a review and recommendation by
the PAC to be forwarded to the City Council.

Actions Taken to Cure Deficiencies

Although the Implementation Plan was underway by the late fall of 2019, the CPO and DWES
Leadership met in the Summer of 2020 to further develop the process. This is not due to any
known compliance issue. Starting in September 2020, the DCES will provide all Schedule I’s to
the CPO on a monthly basis for a further verification.
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This will address any concern that a contractor may misrepresent themselves on Schedule I and
especially if the contractor recently entered into an agreement with ICE/CBP/or DDS/ORR. An
additional compliance piece that needs to be better developed is routine updating of the list of
known prohibited contractors. There is not a built-in mechanism to update the list, but CPO staff
are committed to developing an effective one.

The Department of Workplace and Employment Standards (DWES) pledges to forward all
Schedule I documents received by way of the competitive process for which it is responsible.
DEWS does not track and monitor compliance, investigate or address non-compliances. .

Investment Prohibitions

The CPO provided the same list of prohibited contractors to the Department of Finance to ensure
no new investments are made in any of these firms moving forward. As noted during the
development of the ordinance, most of the City’s investments are in bonds and there are strict
guidelines on how a municipality can invest its dollars. Department of Finance agreed to check
the list of prohibited entities on a semi-annual basis and as of the end of 2019, no investments in
the prohibited entities were noted. As noted above, a current compliance item that needs more
development is the updating of the list of prohibited entities.

As of the end of 2019, no potential contractor has submitted a Schedule | indicating they have an
active contract with ICE, CBP, or HHS/ORR, therefore the trigger of review and recommendation
by the PAC has not been pulled.

Respectfully submitted,

A b —

Joe De‘(/ries,
Chief Privacy Officer

For questions, please contact Joe DeVries, Chief Privacy Officer, at (510) 238-3083.

Attachment A: City of Oakland Schedule I.
Attachment B: Memo from the CPO to Contracts and Compliance Staff
Attachment C: List of known prohibited entities.
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United States Immigration and Customs Enforcement (ICE), Customs and Border Protection (CBP), and
Department of Health and Human Services Office of Refugee Resettlement (HHS/ORR) Prohibition.

This Schedule must be submitted with all proposals or bids by all contractors/Consultants and their
sub-contractors/subconsultants, and all vendors seeking to do business with the City of Oakland.
Compliance must be established prior to full contract execution.

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

I, (name) , the undersigned, of
(Position/Title

(Business Entity) - hereinafter referred to as Business Entity and duly authorized to attest on behalf of the
business Entity), declare the following:

1. Neither this Business Entity nor any of its subsidiaries, affiliates or agents are under contract
with the United States Immigration and Customs Enforcement (ICE), Customs and Border
Protection (CBP), or the Department of Health and Human Services Office of Refugee
Resettlement (HHS/ORR) to provide services or goods for data collection or immigration
detention facilities. The term “data collection” includes the collection of information (such as
personal information about consumers) for another purpose from that which it is ultimately
used, datamining in large data bases for trends and information, threat-modeling to identify
probable attackers to computer systems, predictive risk analysis to predict future events, and
similar services. Additionally, this business entity does not anticipate a contract with ICE, CBP,
or HHS/ORR for such work for the duration of a contract/contracts with the City of Oakland.

2. The appropriate individuals of authority are cognizant of their responsibility to notify the City’s
Project Manager and invoice reviewer or the City Administrator’s Office, Chief Privacy Officer if
any of this Business Entity’s subsidiaries, affiliates, or agents are under contract with ICE,
CBP, or HHS/ORR for the purposes listed above.

3. To maintain compliance, upon review and approval of invoices, the contractors/vendors
hereby agree to submit a declaration on company stationery attached to each invoice that the
company remains in compliance with the ICE, CBP, and HHS/ORR Prohibition and will not
seek or secure a contract with ICE, CBP, or HHS/ORR.

4. Upon close out or completion of deliverables and prior to issuance of final payment (while
honoring the Prompt Payment Ordinance), this business entity agrees to submit a statement
attached to the final invoice, under penalty of perjury, declaring full compliance with the ICE,
CBP, and HHS/ORR Prohibition. | understand that an invoice is not declared fully complete
and accepted unless and until the declaration of compliance is accepted.

5. If this business entity fails to disclose a contract with ICE, CBP, or HSS/ORR to provide
services for data collection or immigration detention facilities, the relevant persons may be
guilty of a misdemeanor and up to a $1,000 fine. Additionally, the City Administrator may to the
extent permissible by law, remedy any such violations and may use all legal measures
available to rescind, terminate, or void contracts in violation.

6. | declare under penalty of perjury that the above will not, have not, and do not plan to contract
with ICE, CBP, or HHS/ORR to provide services or goods for data collection or immigration
detention facilities.

1|Page
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PLEASE COMPLETE AND SIGN

[1 1declare that | understand Ordinance #13540 C.MS. Based on my understanding the
above is true and correct to the best of my knowledge.
or

L1 1 declare that | understand Ordinance # 13540 C.MS. Based on my understanding all
or a portion of the above is not true and correct to the best of my knowledge.

(Printed Name and Signature of Business Owner) (Date)

(Name of Business Entity) (Street Address, City, State, and Zip Code )

(Name of Parent Company) (If applicable)

Contacts:
Office Phone: Cell Phone: email:

For Office Use Only:
Approved/Denied/Waived

(signed)

Authorized Representative Date

SCHEDULE | DB/DM 2019

2|Page



CITY OF OAKLAND
Office of the City Administrator

(510) 238-3301 » 1 Frank H. Ogawa Plaza, 11% Floor * Oakland, CA 94612

Memorandum

To: Contracts and Compliance Division Staff Members

From: Joe DeVries, Chief Privacy Officer

Re: The Sanctuary City Contracting and Investment Ordinance
Date: October 7, 2019

Ordinance N.O. 13540 CMS was adopted by the Oakland City Council on June 4™, 2019 and prohibits
the City from contracting with any person or entity that provides the United States Immigration and
Customs Enforcement (ICE) services or goods for data collection or with the United States Customs
and Border Protection (CBP) Customs and Border Protection (CBP), or the Department of Health and
Human Services Office of Refugee Resettlement (HHS/ORR) to support immigration detention
facilities. These contractors are not to be used unless the City Council makes a specific determination
that no reasonable alternative exists. The ordinance also prohibits the City from investing in any of
these companies and requires the City to include notice of these prohibitions in any Requests for
Proposals (RFPs), Requests for Qualifications (RFQs), and any construction or other contracting bids.
The ordinance also requires that the City provide an annual report to the Privacy Advisory
Commission on its enforcement.

Because this ordinance was sponsored by the Privacy Advisory Commission and is specifically related
to protecting the privacy of people’s personal data, | will provide oversight of this ordinance as the
Chief Privacy Officer for the City. The goal is to prevent anyone from applying for an RFP, RFQ, or
other contract before they get too far in the process so it will be important to let potential
contractors know about this requirement as early in the process as possible. In most instances that
should be enough, however, in the circumstance that a contractor (and the City Department they
would be working with) feels that they can argue successfully for a waiver, they can continue in the
process and | would have the Privacy Advisory Commission review this claim to make a
recommendation to the City Council.

Attached is a list of known businesses that already do business with ICE or CBP for these services that
would be excluded under the law. As this list is updated periodically, | will share it with you but will
also review any ongoing requests your office receives. If you have any questions about the ordinance,
please do not hesitate to contact me at 510-238-3083 or jdevries@oaklandca.gov
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